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|. INTRODUCTIONS

Cloud Computing (CC) is a platform which uses computer networks for distributing the various
services to the required on-demand host sources. The availability of these cloud services can be
accessible from anywhere in the work through the internet services. Many companies now as days
provides these cloud services to the various types of users depends upon their usage requirement
and availability of various utilities. These service providers are known as Cloud Providers (CP).
The selection of CP is important for obtaining the service quality. For the effective cloud service,
bandwidth is important due to the handling of number of multimedia data from various sender
nodes to receiving nodes. There are many CP available today which provides various CC services
for the users around the world [13-15]. In this regard, many developing software’s or applications
are developed to resolve the issues arising in CP. Multi-criteria Decision Methods (MCDM) is the
example of these type of application for providing free link failure network for cloud services. The
cloud service providers provide different types of services for different types of clouds. The clouds
can be categorized into three models as stated below.

e Public cloud;
e Private cloud;
e Hybrid cloud,;

Public cloud- Public cloud provides on demand services among the various users and the cloud
resources can be maintained by third party. The public cloud can be accessed through the internet.
These types of cloud services are available in both free of cost and paid. There is more number of
threats in this case of public cloud due to the usage of more number of users on the same cloud
platform as illustrated in Fig.1.Microsoft Azure, Oracle web services and Amazon Web Services are
the examples of public cloud service providers.

Public cloud

Fig.1. Public cloud illustration

Private cloud- The on-demand cloud infrastructure is provided to the particular company or
industry based on their own needs and services, as illustrated in Fig.2. Intranet plays an effective
role in private clouds. Microsoft, IBM and CISCO are the examples of private cloud service
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providers. Hewlett Packard Enterprise (HPE) is the best private cloud service provider among the
various private cloud service providers at present.

PRIVATE
CLOUD

ORGANIZATION SECURITY

Fig. 2. Private cloud illustrations

Hybrid cloud- It is a computing environment or platform which combines the utilities of private
and public clouds. Google, Amazon Web Services and HPE are the examples of hybrid cloud
service providers, as illustrated in Fig.3.

Fig. 3. Hybrid cloud illustrations

In all types of cloud models, the security threats are the common issues which degrade the
performance of the utilization of these cloud services [16-18]. These threats in the cloud can be
categorized as stated below.

Insider user threats;
External threats;

Data leakage threats;

Data segregation threats;
Physical distribution threats;
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The detection and mitigation of these threats and attacks are very important in all types of cloud
services to provide various services to the users through the cloud platform. In this paper, various
conventional security methodologies for cloud system are discussed in detail with its limitations and
advantages.

Il. LITERATURE SURVEY
A. Survey based on the cloud storage end

Amr et al. (2021) designed a framework model for providing the security methods for cloud
computing systems. Through the developed model, threats and various types of attacks were
detected and mitigated in cloud storage. The designed system provided one time password for the
user to access the cloud storage to protect the owner’s authentication. During logging and uploading
the data from the user end to the cloud storage, the generated one time password was checked and
verified at every time in order to protect the data from the malicious or unauthorized persons access.
Through the developed algorithms, the data in remote cloud storage was secured.

Mehrtak et al. (2021) proposed a model which was used for the security management in health
care applications in remote cloud system. The unauthorized access of the remote users was
restricted to enter and access the cloud system using bit level programming method. The authors
provided and discussed various set of cloud protocols to manage the security system of the cloud
environment. The simulation results of the developed proposed security model were tested on
various test beds for remote cloud system in order to verify the authentication report.

Tewari et al. (2020) improved the security of the cloud storage system through the Internet of
Things (loT) framework model using security entity methods. The user end to end system was
protected from accessing by other nodes in the system architecture. The authors addressed various
security protocols which were used and tested in this work. The various attack detection methods
were also discussed in this work to enhance the performance of the cloud storage system.

Alsolami et al. (2018) proposed security active methodology for detecting and mitigating the
various types of active and passive attacks in cloud storage. The issues arrived in cloud system was
also discussed in this work to improve the security enhancement methods on various types of cloud
models. The authors estimated the performance efficiency of the developed cloud model using
various metrics with respect to conventional state of the art methods in this paper.

Gururaj Ramachandra et al. (2017) discussed various mechanisms for improving the security in
cloud computing framework. The main objective of this work was to detect and mitigate the active
and passive vulnerabilities in cloud storage. The authors provided various potential console for the
detection and mitigation process of the threats in cloud networking storage. The basic and
fundamental cloud architecture was analyzed for the effective implementation of threat detection
mechanism on cloud networking. Service aggregation and service arbitration of the cloud storage
was improved by providing the suitable cloud mechanism in this work. Also, the authors addressed
major issues concerned in private, public and hybrid cloud storage systems. End to end encryption
methodologies for security enhancement in cloud was also discussed in this work.

B. Survey based on the threats in cloud system

Chimakurthi et al. (2021) provided effective solutions for COVID-19 pandemic emergency using
cloud application services for remote devices. During Covid-19 situation, work from home was
advised in many of the industries or companies to prevent attack from the deadly virus. In this
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situation, maintaining and transferring lot of multimedia data from one device to other devices and
one device to remote device was crucial task. Therefore, this paper addressed a solution for this
situation by providing a cloud environment system between the multiple users. This also required a
lot of security threats due to the lot of access from various devices at a time. In order to protect the
data from un-authorized users, this work provided a compact solution for the users of cloud system.
This increased the overall production rate of any company which used cloud storage as a platform.
The active attacks were mostly affected this type of public cloud devices and they were detected
and mitigated using the proposed methodology in this work.

Singh et al. (2021) provided a solution for security enhancement in cloud system users. The
DDos attacks and other similar attacks were detected and mitigated by the proposed method in this
work. The number of attacks detected by this method was well compared with other conventional
cloud attack detection methods with respect to various addressing parameters. The authors analyzed
the proposed solution for cloud platform with their enhanced security model in this work.

Demin et al. (2019) designed a solution for the private cloud system with the adaptive
infrastructure environment background. In this scenario, the user’s ends were also protected by the
developed system for enhancing the level of security by the methods provided by this work. The
developed and designed model provided an optimum solution for the security attacks and enhanced
the level of security rate by mitigating the attack users at any devices.

Hossain et al. (2019) improved the storage capacity of the all types of cloud models for
managing the large number of multimedia files in cloud environment. The authors compressed the
multimedia data using various compression schemes and then the compressed multimedia data was
optimized by several suitable optimization approaches such as Particle Swarm Optimization (PSO)
and Ant Colony Optimization (ACO) algorithm. The pattern or data with optimized logic were now
transferred to other networking devices through the cloud storage. The performance of the cloud
system was analyzed with respect to compression ratio and optimization models. The simulation
results of this compression and optimization model was also analyzed for its effective cloud system
management process.

Jeba et al. (2019) proposed a green cloud computing model which used energy minimization
algorithm for reducing the energy consumption of the developed cloud model. The cloud centers of
the developed model were also analyzed by various set of parameters to validate the effectiveness
of the developed model.

Olakanmi et al. (2019) used generic cloud architecture model for the effective management of
cloud system for various applications. The authors prevented the untrusted platforms for improving
the cloud access rate from various nodes in cloud systems. The authors also addressed the main
issues or problems in the cloud storage system. The simulation results of this compression and
optimization model was also analyzed for its effective cloud system management process. The
authors estimated the performance efficiency of the developed cloud model using various metrics
with respect to conventional state of the art methods in this paper.

Jadad et al. (2019) proposed Context-aware prediction model for the effective creation of cloud
model solution for many real time applications. The authors developed the system which pertained
a logical model with heuristic parameters. The un-trustable users were restricted by using the cloud
system through the developed model in this work. The simulation results of the developed proposed
security model were tested on various test beds for remote cloud system in order to verify the
authentication report.
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Il. CONCLUSIONS

In this paper, the usage and types of various clouds such as public, private and hybrid clouds are
explained with examples. Also, the types of security threats and attacks are also described. The
conventional methodologies for improving the security mechanism in cloud system detailed in this
paper. The merits and demerits of each conventional method are described. The threats detection
methods in each conventional method are elaborated with simulation environment. Based on this
survey, the problems in present security mechanism of cloud system are identified and presented in
this paper.
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