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INTRODUCTION

In recent years, the rapid development of Internet of things market, BLE, Zigbee, NFC, WiFi,
LoRa, NB-10T, 5 G rapid development of Internet communication technologies such as Cloud
services are universal services, mature big data and artificial intelligence technology, to be used
for comprehensive data collection, transfer, storage, analysis and security [1-3]. Technological
advances also mean new defiance. The huge amount of data connected to the real world of the
Internet intrudes on the user’s personal privacy, necessitating a significant increase in security
input. The data collected by the different networks is often limited to their specific domain,
making data exchange difficult, as well as the problem of data islands. Even when businesses
have agreed to share data within the legal framework, they frequently need to set up a
dependable central repository. Institutions with a common mission [4,5]. Conversely, the
administration, data storage and transmission of the equipment must fully cover the costs of
creating and maintaining a centralized organization; if it fails, the whole system will be
paralyzed. Furthermore, the centralized organization is inaccessible to participants, has too
much power, and data can be compromised due to hostile activities from within or without [6].

As a result of the development and popularization of COINS, the use of black chain technology
and research became popular and attracted the attention of governments, technology companies,
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and educational institutions [7]. Black chain technology is now used in a variety of areas
including finance, commerce, investigation, Internet of Things, asset protection, entertainment
and medical health. Due to the technical characteristics of decentralization, reliable database,
loss of trust, anonymity of transactions, social maintenance and open source programming, the
blockchain will allow users to achieve mutual trust and achieve a reliable transfer of wealth
without centralized companies. This advantage is useful for minimizing individual failure
points, system security and other problems in the current management of the Internet of Things
[9, 10].

With the introduction of blockchain technology, a new idea in 10T key management has
emerged. Second, because of the high number of heterogeneous devices, the 10T network
contains many weak nodes. Intruders may be able to quickly get access to these vulnerable
nodes and utilize them for nefarious purposes. Intrusions in the Internet of Things may be
quickly detected utilizing blockchain-based intrusion detection technology, which is an
important security precaution in the Internet of Things [11-13]. Third, since 10T has a large
number of users, especially when combined with edge computing, the network level is very
complex, and controlling system access rights is a problem in loT. Traditional access control
has the drawbacks of being sluggish and vulnerable in real time. Using blockchain with access
control improves the name and functionality of Internet of Things (1oT) access control, a hot
topic in the industry [14,31]. Finally, with the Internet of Things, data leakage has always been
a major security issue. The privacy of users is compromised at the loT's perception,
transmission, and processing layers [15,]. The combination of blockchains with privacy
protection provides a more anonymous and real-time security solution for loT privacy
protection. The rest of the work is divided into the parts below: Section 2: Review of Literature
and Related Topics Section 2.1 summarizes the results of the survey. Section 3 concludes with
future research suggestions.

LITERATURE SURVEY

A number of academics have developed a secure and efficient data system using soft computing
methods. Blockchain-enabled data collection and sharing for industrial 10T systems is one of
them, and it's the subject of this article. It has quickly expanded to a variety of areas of life.
The industrial sector is one of the most frequent uses of 10T technology.

Zhang, et al. [16] proposed an Internet of Things (I10T) light industrial data agreement
technique based on blockchain technology to provide secure data transfer in the 10T for smart
city applications. A distribution ledger is used on many gate edges. The lightweight data block
structure was an improvement over traditional blockchain technology. According to the
simulation results, the proposed light data consent technique reduces the average hop count on
data transmission, reducing the risk of data theft. The accuracy of the data was verified, as well
as the low power consumption and delay.

Liang et al. [17] demonstrated a Secure a fabric blockchain-based data transfer algorithm for
industrial 10T. This approach uses a blockchain-based dynamic secret segmentation
mechanism. A trustworthy trading center was built using the Power Blockchain sharing idea,
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which can also share power trading books. The Power Data Consensus technique and linked
dynamic storage were designed to protect the transfer of energy data.

Liu et al. [18] suggested a Distributed access control system based on blockchain technology
to protect loT data. The proposed approach was developed using a fog computer concept and
a chain of alliances. This method uses mixed linear and nonlinear spatiotemporal chaotic
systems (MLNCML) and the least significant bit (LSB) on edge and then the encrypted data is
uploaded to the cloud.

Shi et al. [19] presentedBacS for loT Distribution, a blockchain-based access control system.
To use BacS to access DMS, first create an identifier with a blockchain node account address,
and then change the access control permissions for the device data and save it to the blockchain.
Create authentication, revocation, access control and audit processes in BacS. Finally, it uses a
lightweight symmetric encryption technique for the IoT Distribution System that protects
privacy.

Ge et al. [20] created a decentralized safe approach based on blockchain technology to store
the vital data generated by the 10T system. This approach solves the issues of data reliability,
security, and privacy that may emerge in a conventional loT-cloud system. The RSA
accumulator is used in this article to provide an Unspent Transaction Output (UTXO)
verification technique that maintains the computational cost of light nodes to generate and
validate the UTXO evidence constant.

To meet the needs of the Internet of Things, Mohantyet al. [21] developed an efficient
Lightweight integrated Blockchain (ELIB) model. The suggested approach was tested in a
smart home environment as an important illustration of its application in many loT scenarios.
A centralized manager generates shared keys to transmit data and handles all incoming and
outgoing requests for a smart home's resource-constrained resources.

Thakker, et al. [22] have created a blockchain-based data management system that enables
them to generate certificates for IoT devices and access data from anywhere. Certified 10T
devices benefit from our blockchain-based IoT certificate management solution, which ensures
user privacy and data integrity while facilitating data storage and retrieval. The data generated
by 10T devices is kept on the blockchain thanks to the certificates that the devices are issued.
By creating and verifying certificates depending on the amount of data saved, evaluate the
Ethereum system for calculating transaction costs and speeds.

Chi et al. [23] developed a safe data-sharing architecture based on identity authentication and
Hyperledger Fabric to ensure data sharing security. Present a community identification
algorithm that separates clients into different data-sharing groups based on the similarity of
label data. The scope of data sharing was established using the findings of community detection
as assessed by the degree of sharing, successfully narrowing the scope of query shared data
and increasing data sharing efficiency.
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Liu,et al. [24] developed a blockchain-enabled efficient data collection and safe sharing
scheme that integrates Ethereumblockchain with deep reinforcement learning (DRL) to provide
a reliable and secure environment. In order to collect as much data as possible, DRL was
employed, and blockchain technology was used to ensure data sharing security and reliability.

Lu et al. [25] were the first to create a multi-party blockchain-enabled secure data exchange
system. Turn the data sharing issue into a machine learning challenge using privacy-preserving
federated learning. The privacy of the data is maintained by providing the data model rather
than the actual data. Finally, include federated learning into the permission blockchain
consensus process so that the consensus computing work may be put to use for federated
training as well.

Unal, et al. [26] investigated a practical approach for integrating Blockchain with FL to provide
privacy-preserving and secure large data analytics. We recommend utilizing fuzzy hashing to
detect variances and anomalies in FL-trained models to protect user data and trained models
against poisoning efforts. Modeling attack types was used to evaluate the proposed method in
a quasi-simulated setting.

Singh, et al. [27] showed how to build a centralized cloud-based cross-domain data exchange
platform by combining multiple security gateways. The data is kept in a centralized cloud
through security gateways utilizing blockchain technology. Once the application detects a
hazardous activity, the centralized cloud verifies the issue from the blockchain. In addition,
anybody who participates in detrimental conduct in the security gateways will be sanctioned.
The algorithms are used to authenticate and transmit data. On a global scale, the proposed
architecture provides for secure data transmission across domains.

Gongs et al. [28] presented a privacy-protection solution for the Internet of Things that
combines blockchain technology with ring signature and proxy reencryption. With this method,
the data permitted for sharing in the 10T was transmitted in the system as ciphertext, the data
sender's identity information was protected, and the distributed ledger alleviated the pressure
of mass data storage on a centralized server. The accuracy and safety of the proposed system
are also evaluated.

For consumer l0T devices, Hu et al. [29] developed a distributed, efficient, and secure data
exchange system. The four layers that make up this architecture are the 10T devices layer, edge
storage layer, blockchain network layer, and application services layer. Smart contracts based
on attributed based access control (ABAC) and the searchable encryption algorithm include
Device Retrieval Contract (DRC), Policy Management Contract (PMC), and Authorization
Verification Contract (AVC). Using simulated trials, demonstrate that our proposed
architecture can manage large-scale data access demands while retaining an acceptable level
of communication overhead.

Si, et al. [30] have created a lightweight 10T information exchange security architecture based
on blockchain. The system employs a two-chain architecture, with distributed storage and
tamper-proof data in the data blockchain and an improved practical Byzantine fault-tolerant
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(PBFT) mechanism consensus method in the transaction blockchain. Data registration
efficiency; resource and data transactions in the transaction blockchain were improved
transaction efficiency and privacy protection thanks to upgraded algorithms based on partial
blind signature algorithms. A dynamic game strategy of node cooperation is proposed to
prevent detrimental local dominance behavior. The unknown node's status is determined by
reporting its institutional reputation value; the high-trust reference report is then used to correct
the malicious node's weight in the overall report and node merging, resulting in Bayesian

equilibrium.
Table 1: Overall analysis of survey
Proposed
. . N L Journal
Authors Title Algorithms/ Objective Limitations
. Name
Techniques
Ldc: A lightwei
g welght data Concerns Future
consensus algorithm based Dada . . .
Zhang, et . Defending about privacy | Generation
on the blockchain for the consensus . .
al.[16] . . . . against data theft | and security Computer
industrial internet of things | algorithm
. . flaws Systems
for smart city applications
Improving the The block
A secure fabric blockchain- Data transfer rate and | cannot be IEEE
Liang, et | based data transmission . the pace at which | stored onthe | Transactions
. . . Transmission . . .
al. [17] technique for industrial Techniaue money is blockchain on Industrial
Internet-of-Things g received in the due to data Informatics
pocket capacity and
storage
limitations.
Privacy protection for fog Least Resolve the issue | It is insecure
Liu, etal. | computing and the internet | significant bit | of an access and exposes Cluster
[18] of things data based on method control point of personal Computing
blockchain algorithms failure. information.
This formalizes
the loT
. Lightweight distributed . Peer-to-peer
. BacS: A blockchain-based g g . . Protecting p
Shi, et al. . symmetric architecture with . . networking
access control scheme in . . privacy will
[19] S . . encryption the conventional X and
distributed internet of things . . take time. L
algorithm centralized applications
access control
approach.
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[20] echanism for the time (PPT) epe . apiitty, verification Distributed
. security, and . .
. algorithm ) computational | Computing
Internet of Things privacy. :
complexity
To address the Complexity
An efficient Lightweight . . needs of security | of Future
. . Lightweight . . . .
Mohanty, | integrated Blockchain consensusaldo and privacy in computation, | Generation
etal. [21] | (ELIB) model for loT fithm g 0T, an ELIB bandwidth, Computer
security and privacy model was latency, and Systems
created. overhead
. Testin
Data recovery is est_ g
. architecture
also carried out IEEE
. R . has to be .
Secure Data Management in | Ethereum’s using an . International
Thakker, . . improved for
Internet-of-ThingsBased on | consensusalgo | effective and X Conference
etal. [22] . . a bigger and
Blockchain rithm secure data . on Consumer
more varied .
management . Electronics
svstam collection of
y ' loT devices.
- The communi
A secure and efficient data . ¢ cc_) unity Some Journal of
. . Community detection server
Chi,etal. | sharing scheme based on . . concerns Network and
I . Detection receives and .
[23] blockchain in industrial . about security | Computer
Internet of Things Algorithm analyzes all and privac Applications
g client label data. P y PP
The blockchain cher SEIVICES
Blockchain technology is include
Blockchain-enabled Data . gy communicatio | IEEE
. . . enabled utilized to N .
Liu, et al. | Collection and Sharing for n, which is Transactions
. . secure data guarantee data . . .
[24] Industrial 10T with Deep . . . provided viaa | on Industrial
. . sharing sharing security . .
Reinforcement Learning mobile Informatics
among MTs and —
dependability communicatio
' n base.
Using privacy-
preserving .
. . . Effectivel
Blockchain and Federated Differential federated ecF ey IEEE
. . . ) ensuring data .
Luetal. | Learning for Privacy- private learning, turn the ) . Transactions
. . privacy is still .
[25] preserved Data Sharing in federated data sharing . on Industrial
. . . . awork in .
Industrial 10T learning issue into a Informatics
. . progress.
machine learning
problem.
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. . step guide on o
machine learning and - insights, a
Unal, et . . . combining Computers &
blockchain for the provision | FL algorithms o large number .
al. [26] . . Blockchain with Security
of secure big data analytics of real-world
. FL to offer data . .
for Internet of Things . . industrial case
analysis services. .
studies are
required.
They utilize T::sibilit to | Journal of
. Cross-Domain Secure Data | Digital blockchain P y
Singh, et . . . . search Parallel and
Sharing using Blockchain Signature technology to -
al. [27] . . encrypted Distributed
for Industrial 10T Algorithm store data on the .
data has yet to | Computing
cloud.
be explored.
Noise issues,
With blockchain, | complex
ring signature calculations, Transactions
A data privacy protection . technology, and and poor on Emergin
Gong,et privacy p ! cryptographic gy P . 9 g_
al. [28] scheme for Internet of alaorithm proxy computation Telecommuni
' things based on blockchain g reencryption, 0T | efficiency are | cations
privacy is all issues that | Technologies
protected. need to be
addressed.
Satisfy large- The network
scale data access | layer's
Blockchain Enabled Data . . Y . IEEE
. Searchable demands while incentive
Hu, et al. | Sharing Scheme for . . . Consumer
encryption keeping mechanisms .
[29] . L Electronics
L algorithm communication must be taken .
Consumer loT Applications . Magazine.
overhead to a into account
minimum. further.
Practical Performance
. . . Byzantine Solve the .mUSt be Future
. loT information sharing fault-tolerant improved, and .
Si, etal. . . problem of loT Generation
security mechanism based (PBFT) . the danger of
[30] . . data sharing . Computer
on blockchaintechnology mechanism . data leaking
security. Systems
consensus must be
algorithm eliminated.

2.1 SUMMARY OF THE SURVEY

In all, 30 articles are examined in this study. In each article, a distinct algorithm and procedure
were employed. We investigated which method they employed, how much system they
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secured, what limitations they achieved, and assessment metrics in this survey. Some

techniques are provided security vulnerabilities, privacy leakage problems, computation

complexity, scalability, latency, and poor calculation efficiency while evaluating the current

research articles, which are included in table 1. Some techniques are ineffective in terms of
data security. However, there is room for growth in terms of deep learning speed.
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Fig 1: Survey related to Algorithms
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Fig 3: Survey based on Literature papers

The algorithm detection is shown in Fig 1. Consensus Algorithm, Encryption Algorithm,
Cryptographic Algorithm, and other Methods are among the algorithms employed here. Two
of the 30 literatures are classified as Consensus Algorithm, two as Encryption Algorithm, one
as Cryptographic Algorithm, and ten as Other Methods. Fig 2 shows a review of the literature
based on execution time. 11 literatures with execution times of 0.004 to 0.005ms, 8 literatures
with execution times of 0.0051 to 0.006 ms, 4 literatures with execution times of 0.0061 to
0.007 ms, 5 literatures with execution times of 0.0071 to 0.008 ms, and 2 literatures with
execution times of 0.0081 to 0.009 ms were studied. Fig 3 uses the survey report to examine
the years. In this study, 50 percent of articles by 2021, 37 percent of articles by 2020, 10% of
articles by 2019 and 3% of articles by 2018 were examined.

CONCLUSION

This study seeks to provide an overview of the literature on blockchain and the Internet of
Things, with a focus on problems related to an 10T environment. With the development of high-
speed networks and intelligent network devices, the Internet of Things (IoT) is the next
emerging technology. 10T devices, however, are increasingly vulnerable to assaults and unable
to defend themselves. We emphasized the fundamental ideas in block chain in this article,
which has necessitated its application in the area of 10T. We also illustrated the significance of
smart contracts in block chain technology using diagrams that depicted the ideas. The absence
of a thorough literature review for the development of bid systems prompted this study.
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