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Abstract 

Cloud computing is an extremely vast field and is growing exponentially. 

During lockdown, everyone extensively used online tools to perform their 

day to day tasks like online classes, professional meetings, personal 

communication, etc., as well as store the meeting data. Security is a major 

concern in all these online activities. Cloud Computing or cloud services 

have played an important role in the entire scenario of security issues. 

Here, we initially perform cipher text policy hierarchical attribute based 

encryption technique (CP-ABHE) to encrypt the data. In the next stage, 

we have stored encrypted data in Cloud Service Provider (CSP) to 

enhance the security. In the final stage, we have used the Sequential 

Number Generator (SNG) mechanism that drastically reduced the 

implemented system complexity. 

 

Keywords: Cloud Computing, Data Security, Certificate Authority (CA), 

Attribute Based Encryption (ABE), Sequential Number Generator (SNG), 

and Cloud Service Provider (CSP) 
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1. INTRODUCTION 

Cloud computing is spreading its wings, and that’s why more and more organisations are relying on 

storing their private or confidential data on the cloud. Organisations which are storing their private 

data on the cloud have doubts that their data may be breached or misused by the employees of the 

cloud itself. Collection of documents on the cloud is suitable only if they are stored in an encrypted 

manner so that no one other than Cloud Service Provider (CSP) users need to be able 

to receive documents from cloud servers. Often, the documents need to be encrypted before being 

sent to the authorised user by applying any searchable encryption technique[1] to fulfil the very 

purpose of privacy-preserving[ preserving [2].
  

Attribute Based Encryption (ABE) policy provide a way towards getting the correct document as a 

user who uses the data, he has a secret key provided by a Certificate Authority (CA). The specified 

document from the cloud is requested by the data user, documents are provided in encrypted 

form[3]. If the user has a specific secret key, then only that user can decrypt the document. 

At present, research done on ABE[4] can be seen in many ways. One is KP-ABE, known as Key 

Policy Attribute Based Encryption [5][6] the other is CP-ABE, or cipher text attribute-based 

encryption schemes, [7] and the second is CP-ABHE-based Hierarchical Encryption[8]. 

Comparing these schemes, we sail across that CP-ABE schemes are additional stretchy and 

appropriate for general application. We have seen that CP-ABE is more powerful as compared to  

the KP-ABE mentioned by Z. Xia and J. Shuci[9][2] and CP-ABHE are providing good results as 

compared to CP-ABE and KP-ABE . 

 

In CP-ABHE [8], Fu and Wang choose a random number for the attribute dispatcher; however, we 

have chosen a scheme that is based on a sequential number generator. However, it is a theoretical 

paper based on the model produced, and we have proposed that this model decreases the complexity 

as well as the computation power of the system. We have produced the simulation results for 

encryption time and decryption time which supports to our model.  

 

1.1 Literature review or research background 

Much work has been done using attribute-based encryption. In attribute based encryption [26] 

Data is encrypted with public attributes and decrypted with the user's private key. Keys are assigned 

by using Certifying Authority so that keys cannot be obtained by others. In hierarchical encryption 

user can encrypt the text by using her public keys and decrypted by her secret key. In Hierarchical 
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encryption, a user which will be in the top having right to encrypt data by using her public key, 

at the same time, you can access the data of users located at lower levels of the hierarchy. 

Researchers have contributed in the algorithm based on KP-ABE and Cipher text policy attributes 

encryption. In Hierarchical Identity encryption provides confidentiality. CP-ABE scheme is also 

used in IOT based systems. 

A thorough literature review is presented in the form of a table given below: 

Reference No Methodology Performance Merits Limitations 

[1] Hierarchical 

identity based 

encryption 

(HIBE) 

Provides 

confidentiality 

without sharing 

secret key 

among nodes 

Using block 

chain, edge 

based IoT  for 

collecting the 

data and for 

encrypting 

using HIBE 

Fits suitable for 

event driven 

IoT devices   

[2] Secure data 

exchange 

between users 

and cloud 

resources is 

implemented 

using Elliptic 

Curve 

Cryptography 

(ECC) and 

session 

key manageme

nt. 

Private key sec

urity by 

generating 

keys at KDC , 

keys are hidden 

to CDN and 

store in the key 

sub center 

Security of the 

private key 

Upload, 

encrypt, downl

oad, and 

decrypt files aft

er verifying EC

C and session 

key manageme

nt. 

[3] Symmetric 

encryption 

scheme is used 

for encryption, 

CPABE and 

outsourced data 

encryption, 

Java JPBC 

storage cost,  

improved 

encryption and 

decryption 

time, as 

compare to 

CPABE 

One common 

hierarchical 

structure is 

used for 

encrypting 

various 

messages  

Ten different 

files of size 1 

KB are taken 

into 

consideration 



Mathematical Statistician and Engineering Applications 

ISSN: 2094-0343 

2326-9865 

 

 

7371 
Vol. 71 No. 4 (2022) 

http://philstat.org.ph 

 

Library, 

[4] hierarchical  , 

k-means 

clustering and  

of Expectation 

and 

Maximization   

technique used   

for cloud 

security ABE is 

used  

ECC, ABE, 

RSA and MD5 

are compared 

and found ABE 

is more suitable 

as compare to  

CP-ABE and 

KP-ABE is 

performed and 

establish that 

Cipher text 

attribute based 

encryption is 

better than 

other scheme. 

CP-ABE 

is suitable for 

fine-grained 

access control 

and security. 

Comparison of 

CP-ABE and 

KP-ABE 

[5] CP-ABHE 

scheme is used 

for document 

collection. Java 

Pairing Based 

Cryptography(J

PBC) 

And cpabe 

toolkit used for 

simulation 

purposes. 

CP-ABHE has 

been found to 

be superior 

to CP-ABE 

and KP-ABE. 

CP-ABHE has 

been found to 

be superior 

to CP-ABE 

and KP-ABE.  

schemes in 

terms of 

storage space 

as well as 

encryption and 

decryption 

efficiency. 

This is 

unfeasible for a 

large 

documents 

collection 

because the 

documents 

attribute set are 

random. 

[6] Encryption 

and decryption 

is performed by 

applying 

HE3 layer effic

ient encryption 

at the edge 

HE3 

scheme yielded

 better computa

tional cost 

compared to 

OOM CP-ABE 

and CP-ABE. 

This scheme 

found to be  

efficient 

in terms 

of encryption 

time, 

decryption time

, and computati

onal cost. 

There is 

possibilities to 

work in the 

direction to 

minimize 

communication 

and storage 

cost. 

[7] CLR-HABE 

Continuous 

CLR-HABE.  

 Semantically s

CLR-

HABE requires

Scheme does 

not deal with 
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Leakage 

resilience(CLR

)-HABE  

ecure 

against chosen-

plaintext attack

s and chosen 

access structure

s 

 less exponenti

ation as 

levels increase 

auxiliary input 

leakage model 

[8] Use multi-

dimensional 

access control 

to 

approve and re

voke users with 

multiple privile

ges at 

runtime in the 

cloud 

Less 

communication 

overhead 

occurred in 

MDAC.  

Less no of 

elements are 

transmitted in 

both MD-AC 

and LCHWY 

schemes from 

cloud data 

provider to the 

server. 

i) Minimize the 

role of the 

Central 

Authority 

(CA) to avoid b

eing the 

primary target 

of 

ii) dynamically 

revoke user at 

any stage 

III) avoiding 

the reencrytion 

of ciphr text 

iv) Without  

generating the 

token user 

would not able 

to decrypt the 

text  

Blacklisting a 

specific user 

Permission 

notarization 

range 

[9] Matrix used as 

a access 

structure  in the 

(LSSS) Linear 

Secret-Sharing 

Schemes  

Scheme is 

simpler, 

scalable, as 

compared to 

others 

The proposed 

scheme is a 

novel CP-ABE,  

that is practical 

as well as 

mostly secure 

standard model 

Focus is on 

black box 

traceability 

[10] There are 

mainly four 

different phases 

used in NVO-

CP-ABE 

scheme, they 

can be 

described as 

Setup, key 

generation, dat

a encryption, 

Encryption and 

decryption com

putation impro

ved by this 

scheme.  

The proposed 

scheme 

improves the 

computational 

efficiency that 

is used for  the 

computations 

to the proxy 

server in big 

data for   

outsource 

Work required 

on revocation  



Mathematical Statistician and Engineering Applications 

ISSN: 2094-0343 

2326-9865 

 

 

7373 
Vol. 71 No. 4 (2022) 

http://philstat.org.ph 

 

and data 

decryption. 

encryption 

and  decryption  

. 

[11] This plan 

comprises of 

two module 

mainly tree 

encryption and 

integrated 

access tree 

development. 

Theoretical 

examination 

depicts that 

CP-ABHE is 

far better and 

performing 

consistently 

better than  

both CP-ABE 

and KPABE  

The proposed 

scheme found 

to be better as 

far as other 

scheme that is 

KP-ABE and 

CP-ABE, when 

we compare on 

the basis of  

efficiency and 

storage space 

and encryption 

time.  

Theoretical 

examination is 

done  

[12] HASBE: 

Hierarchical 

Attribute Set- 

Based Solution 

in Cloud 

Computing. 

project 

demonstrate 

that HASBE 

has good 

performance 

Provides scalab

le, flexible, fine

-grained 

access control 

Only attribute-

based encryptio

n is considered 

[13] The platform 

that is used for 

implementing  

algorithms & 

compared 

using Java 

Integrated 

Development 

Environment( 

Eclipse).The  

inbuilt 

packages 

of java and 

Java crypto 

which are used 

for security. 

 

The 

Performance is 

evaluated on 

different 

encryption 

scheme. 

It shows that 

Blowfish 

technique 

obsessive less 

time when it is 

compared to 

different other 

techniques. 

Each and every 

algorithm used  

has its own 

strength and 

weakness  

[14] Implements 

RH-CPABE 

based on the 

Java Pairing 

Based 

Encryption is 

improved 

Storage 

optimization is 

achieved using 

RH-CPABE 

scheme. 

RHCPABE 

doen not 

optimize 

decryption time 

and it  
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Cryptography ( 

JPBC) library. 

Implementation 

is done using a 

160-bit elliptic 

curve scheme 

based on a 512-

bit 

finite hypersing

ular curve array

. 

needs to be 

further 

improved 

[15] This scheme 

is based on KB

B trees using 

Vector Space 

Model 

(VSM) and UD

MRS. i.e. 

unencrypted 

dynamic 

multi-keyword 

ranked search  

 

Security 

analysis depict 

that Index and 

Query 

confidentiality 

can be 

protected in the 

known cipher 

text model by 

using BDMRS 

scheme 

 

This scheme 

achieves high 

search 

efficiency 

The scheme 

addresses the 

challenges of 

cloud servers 

rather than 

multi-user 

schemes. 

 

2. MATERIALS AND METHODS 

The document sharing cloud model discussed in this paper consists of mainly four entities – 

cloud server, data owner, data consumer, certificate authority (CA) hub.  

 

Figure1. Document Sharing Architecture used in the Cloud 
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The document sharing cloud model consists of mainly four entities discussed in this paper are- 

Cloud servers, certification authorities, data owners and data consumers, and certification 

authority (CA) hubs. 

This section provides basic definitions and concepts related to bilinear maps.: 

 

Definition of a Bilinear Map 

Suppose we have two multiplicative cyclic groups G and G' of order k. where g is the generator 

of G. 

 

Let e be a bilinear map such that  

e: G X G’  G’ has three properties- 

(i) Bilinearity property:  For r,s € G a,b € Z* 

e (ra sb) = e(r.s)ab 

(ii) Non-Degeneracy property: for r,s €G   e(r,s)≠1 

(iii)  Distributive property: for r,s,t € G and a,b,c € G’ 

e (r
a
, s

b
, t

c
) = e(r

a
,s

b
) e (r

a
,t

c
) 

In addition to this, if G and e are bilinear group and bilinear map respectively then 

   G X G  G’ 

This shows that G X G’ are efficiently computable. 

There are four main algorithms, Setup, key generation, encryption and decryption based on CP-

ABE. Hierarchical Encryption based on ciphertext policy attributes. A description of these 

algorithms is given below: 

 

Setup: A data owner can encrypt data with a public key, and a data user can encrypt data with a 

private key MK generated by a central authority (CA). 

Key Generation: The attributes set which is linked to the user and the master undisclosed key that 

is known as secret key which works as an input to the key generation. Decryption is 

done using the private key Sk., that is already encrypted by the use of access structure T if it 

matches T. 
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Encryption: Encryption algorithm uses a message, and an access structure for a set of attributes, 

along with the public key Pk. Method encrypts message with message and access structure. It 

produces cipher text in response to the plain text. 

Decryption: Plain text can be obtained by applying the decryption process on the cipher text with 

the help of a specific secret key based on a set of attributes. Secret key plays an important role in 

the decryption process. 

 

This entire process for data users to retrieve data from cloud servers is described below : 

 

1. First, the data owner, which will store the documents on the cloud server, has to collect and 

assign an attribute key to each document. It is a two-step process. Documents are encrypted with a 

key and further encrypted with ABE technique, and in the end, both the document and the 

encrypted keys are stored on the server of cloud. 

2. Data users register himself with the Certifying Authority hub to get attribute set 

and private key to open encrypted document issued by cloud server. 

3. Query received by  cloud server from data user, assuming that the cloud server is a trusted 

server as described by Z. Fu, K. Ren, and Z. Xia, X. Wang [1][2].  

4. As soon as cloud server receives request from the server, it validate it with CA hub and gets 

the ID of the authorised user. If the ID is matched as received earlier by data user it confirms that a 

user is authorised. 

5. The cloud server looks up the authorized user's query request and receives the 

specified document, and sends it to the data user if the attributes of the document match. 

6. First, the data owner, which will store the documents on the cloud server, has to collect and 

assign an attribute key to each document. It is a two-step process. Documents are encrypted with a 

key and further encrypted with ABE technique, and in the end, both documents and encrypted keys 

are stored on cloud servers. 

7. Data user registers with the CA hub and obtain an attribute set and a private key to open 

encrypted documents issued by the cloud server. 

8. In this step data user send the query towards cloud server, if the cloud server is a trusted 

server as described by Z. Fu, K. Ren, and Z. Xia, X. Wang [1][2]. 
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9. After receiving the request from the cloud server, validate it with the CA hub 

and get the canonical user ID. If the ID matches the one previously received from the data user, 

this confirms that the user is authorized. 

10. Query from the authorised user being searched on cloud server, gets the 

specified document and sends it to the data user if the document's attributes match. 

11. Data users decrypt documents received encrypted from cloud servers, further data user 

then uses his private key to decrypt the specified key to decrypt the document. The process is now 

complete. 

 

Attribute based encryption scheme for document collection provides fine-grained access control. 

Data owner selects keys ck sequentially from the given set of documents. The reason behind 

selecting the encryption key of the document sequentially is that it will reduce the computation 

power of the system drastically. Hence, since we are storing the data on the cloud, we have used a 

sequential generator rather than a random number generator so that the system will be faster as less 

computation power is needed. We are also proposing two levels of security at the entry level of data 

users. Users first login with their credentials and at the same time user should also use their 

biometric details to access the document from the cloud; however, the user receives the 

document in encrypted form. This can be further decrypted using a private key issued by a 

certificate authority.  

 

In the following algorithm, we have employed a sequential number generator for accessing the 

documents from the cloud rather than using a random number generator, which in turn reduces the 

overall complexity and computation load from the cloud server’s end. 

     Algorithm 1: Sequential Number Generator 

Sequence Number Generator (F, n) 

F1=1, Fn=K 

R=A[]      //Dynamic array 

n=0 

For i1 to K 
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 if Fi<=Fk 

 than RFi 

 End if 

 ii+1 

 Else “Storage is full” 

If authentic=true 

Retrieve documents 

End if 

Else not retrieve documents 

Apply CP-ABE 

Then generate the secret key MSK 

End for 

The above algorithm can be understood by the simple flow diagram as shown below. 

 

Figure 2.Flow diagram for accessing the page from the cloud server. 
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3. RESULTS & DISCUSSION 

Java Integrated Development Environment Net Beans is used for the implementation and 

comparison of all the algorithms and for security algorithms are used using java packages java 

crypto and java security. Performance was measured with the help of  Intel Core(TM) i3-8145U 

CPU clocked at 2.30 GHz and 4 GB RAM running Windows 10 operating system. We compared 

encryption times of CP-ABE, KP-ABE, and CP-ABHE using the SNG technique. We have found 

that the comparative result which can be better described by the figure3. As we can see in the 

figure, the KP-ABE and CP-ABHE using SNG results are similar to CP-ABHE and in some cases it 

produces better than the older scheme. 

 

    

Figure3. Comparisons of Encryption time and Decryption time 

 

4. DISCUSSION AND CONCLUSIONS 

Extensive work has been done on ABE, KP-ABE, CP-ABE and CP-ABHE schemes. In all the 

schemes in which documents are accessed using random number generation. In this paper, we have 

proposed the sequential number generator (SNG) attribute dispatcher for accessing documents from 

the cloud rather than random numbers. By choosing sequential numbers as compared to random 

numbers, it will reduce the complexity as well as the computation power of the system. 

Simulation results provided in the figure 3 for encryption and decryption time show the comparison 

of the different schemes. In the figure it has been shown that the results are better as compared to 

the previous scheme. In our further research work we will focus on making the better performance 

to enhance the scheme may be by involving fuzzy based SNG techniques. 
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