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Abstract 

Cloud computing is the on demand sharing of resources, software and 

hardware solutions specially storage and applications in the way of 

services. It is widely adapted by many organizations due to versatile 

applications and use. Public infrastructure and heavy frequency use might 

make it vulnerable for different users. Cloud applications are vulnerable 

for several security threats and weaker authentication might be the reason 

for leakage of information or sensitive information. Poor authentication 

techniques and absence of proper authorization and access control might 

make such application entrusted and users might avoid its use. Data 

encryption could only provide safety on data over privacy or sensitivity 

but cannot prevent from unauthorized access. This research paper observes 

the need of authentication framework and hence proposed a three 

dimensional multi layer solution to improvise the strength of 

authentication along with authorization and access control. Some popular 

cases are considered to propose authentication layers for various scenarios. 

A java application was developed using Restful Api to implement concept 

of cloud computing and deployed and tested on EC2 instance of local 

hybrid cloud environment. The complete work ends with performance 

comparison based on computation time. 

Keywords:-Cloud computing, Authentication, Authorization, Access 

Control, authentication framework, hybrid cloud 

 

 

 

1. INTRODUCTION 

Cloud computing is widely used and adapted by many organization. It is very popular because of 

the on-demand access of service. It provides services in all the possible ways whether it is in 

software, platform or infrastructure form. Many cloud vendors exists which are providing services 

free or in pay-per-use basis. Some vendors are providing free services to increase their business and 

enhancing the level of their company. These services are very supportive; lessen the computation 

time and requirement of memory. At every end cloud is trying its best to provide paramount 
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services to the users but major concern is the lack of security. Security can be achieved by 

encryption and vendors should also provide security feature to create compatible and secure 

environment [1]. 

Cloud security is the critical task, its services supports hardware and software which is used 

by the users conveniently. Some mechanism of encryption is performed to secure the data. 

Computations, operations and processing, these all are required to encrypt the data for security 

purpose. Cloud computing is an environment which creates the sharing of resources and storing of 

vast data. It is a storing centre whose limit ineffable. Virtualization, parallel computing, and 

distributed computing are the types of technologies on which cloud works. Important aim of cloud 

computing is that user can only utilize the required function and have to pay for what they use 

called as pay-per-use. Storing data in the cloud is a major data security issue, and storing data 

causes problems for users. Ensuring the accuracy of data provided by the service provider is also a 

big issue[2-3]. 

Cloud security refers to the set of technologies, applications, and infrastructure. Cloud 

computing allows storage of data through third party data centres. Using different service models 

like SaaS, PaaS, and IaaS organization avail cloud services. The service providers must ensure 

about the security of infrastructure and their client's data. It should be protected and must be 

authenticated rigorously [2-4]. Some of the instances are mentioned below which encourages a 

strong security mechanism for cloud storage. 

1. Whenever any organization stores data on public cloud then there is a risk of accessing 

sensitive data, attackers may attack the data internally. 

2. Cloud Security Alliance (CSA) is a threat awareness in cloud computing. So, the service 

provider must always check the authentication of user accessing to server. 

3. More often the cloud service provider store data of many customers on same server, which 

results in access of user‟s private data. Thus, to handle and manage this type of issue cloud 

service provider should isolate data and store them logically. 

4. Prevention and protection against unauthorized user leads to strong authentication. 

5. Detection and prevention of attack on cloud system by monitoring cloud security. 

6. Cloud service provider works as securing the hardware from unauthorized access and 

making system robust. 

 
2. PROBLEM STATEMENT 

Authentication is one of the important and primary principles of cloud security. It ensures that 

request has arrived from authenticated users or not. Authentication not only lengthens the procedure 

but might result in information leakage or misuse of user rights if breached [5]. This work attempts 

to propose different ways to implement authentication and also estimate computation time to 

execute the same. Our study observes that more than 80% security breaches and information 

leakage can be prevented with strong authentication. Strong authentication would not only increase 

the time of execution but may examine the patience of user. The study addresses that sensitive data 

is not only concerned to user‟s personal data but it may also be relevant to information or part of 
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processing. In healthcare solutions; pathology reports, rape victim diagnosis report, pregnancy, or 

miscarriage reports, etc. are truly susceptible and leakage of such information may compromise life 

of someone. This study also observes that most of the solution also relies on third party for 

establishment of trust through strong authentication. This technique not only enhances the access 

time but also create dependency on third party services. Another concern is the issue of trust where 

third party organizations automate their data for use by consumers [6-7]. Client doesn't depend on 

outsiders or it much of the time happens that outcast authentication providers are not strong. 

Verification and approval are the significant security confers that should be addressed so that lone 

the endorsed individual is qualified for validation and access. The user, who plays out an 

unapproved action, is the malignant aggressor or looters that should be saved and analyzed for 

future security purposes at the ideal time. Finally this work observes that single authentication 

technique or authorization approach is insufficient to keep data safe and secure. Improvement is 

expected around all possible ways of authentication i.e. authorization and access control. Due to 

versatility and applications of different authentication, authorization and access control approaches 

may cause confusion in front of developers and they may compromise the data integrity and privacy 

due to lack of knowledge. This study addresses the need of authentication framework along with 

authorization and access control to improve the performance of security in cloud computing 

application. 

 
3. METHODOLOGY 

The current situation guarantees that protection and security are now unavoidably required. As the 

impact of new technology reaches its peak, the security scenarios are making retrograde 

development [8].The study of all existing solutions addressed that there is strong need to design and 

implement a strong authentication framework along with authorization and access control to 

improvise the performance of AAA and ensure reduction of information leakage. This research 

work considers that every authentication technique is important and could be used in cloud 

computing. Performance and use of authentication technique may vary application to application 

and sometimes it could be sluggish. For example, if Wikipedia integrates mobile OTP verification 

before displaying the search results it would not only create unnecessary cost of system but also be 

stagnant. 

Following authentication techniques has been considered for authorization purpose. 

1. Username and password 

2. Word Captcha 

3. I am not Robot Captcha 

4. Security Questions 

5. One Time Password using Security Token 

6. OTP using Mobile Phone 

7. Device Verification 

8. IP & MAC address Verification 

9. Server verification using Kerberos 

10. Single Sign In using Wallet 
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11. Biometric Devices 

12. Voice Authentication 

13. OAuth2 Authentication 

14. Google & Facebook Authentication 

This work also examined that all authentication schemes produces delay in response time and some 

may apply it with common reason. This research classified all of the aforementioned techniques 

into the several groups listed below: 
 

Table 1.Authentication Schemes 
 

Category Techniques 

 
 

User Authentication 

Username and password 

Security Questions 

One Time Password using Security Token 

OTP using Mobile Phone 

Biometric Devices 

Voice Authentication 

 

 
 

Human Interaction Verification 

Word Captcha 

I am not Robot Captcha 

One Time Password using Security Token 

OTP using Mobile Phone 

Device Verification 

IP & MAC address Verification 

Biometric Devices 

Voice Authentication 

 

 

 

Real Time Verification to prevent replay attack 

and script. 

Word Captcha 

I am not Robot Captcha 

Security Questions 

One Time Password using Security Token 

OTP using Mobile Phone 

Server verification using Kerberos 

Single Sign In using Wallet 

Biometric Devices 

Voice Authentication 

OAuth2 Authentication 

Google & Face book Authentication 

 

 
 

Device Verification 

Device Verification 

IP & MAC address Verification 

Server verification using Kerberos 

Single Sign In using Wallet 

Biometric Devices 

Voice Authentication 

OAuth2 Authentication 

Social Media Authentication OAuth2 Authentication 

Google & Face book Authentication 
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Furthermore, this research work also carried out the importance of authorization in strong 

authentication mechanism. It also investigates the relation between access control and 

authentication and address that all the security schemes should be integrated with access control to 

define who can access what. The purpose of this research model is to improve performance of AAA 

in cloud environment. The study also explored that there are multiple cases when user will try to get 

login into system. Here, few most popular cases are considered to propose authentication layer in 

particular situation. 

Case 1: Guest from anywhere. 

Case 2: Registered User from unauthorized network and unauthorized computer. 

Case 3: Registered user login from unauthorized network but authorized regular machine. 

Case 4:Registered user login from authorized network but regular unauthorized computer machine. 

Case 5: Registered user login from authorized network & authorized computer machine. 

The work also considers data into three forms which are cited below: 

1. Non sensitive 

2. Sensitive 

3. General [May be sensitive may not] 

The research work proposed a framework based on security best practices and experimental 

analysis. All authentication schemes are implemented using java technology and tested for response 

time/computation time. This comparison helped a lot to obtain an authentication framework which 

is derived from practical experience more devoted to real world applications. It is observed that 

every model depends upon three factors; data sensitivity, access environment and authentication 

technique. Due to three dimensional nature of framework it could be known as Three Dimensional 

Authentication Authorization and Access Control Framework or in short 3DAAA. 

 
 

 
Figure1: Authentication Factors 
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With reference to different authentication, access environment and data sensitivity techniques multi 

layer framework has been recommended. Here, every individual layer represents access 

environment and rest data sensitivity differentiate the level of techniques at individual cases as 

layer. Methodology proposes different authentication techniques for different data sensitivity level 

for individual type of access environment. Here, this technique is a best practice for authentication 

and could be used as a combination to provide improvised authentication with authorization and 

access control. 

Case 1: Guest Login from anywhere: 

Since it is most insecure environment here, most authentication scheme with strong access control 

has been proposed. A framework for Case 1 is proposed below: 

Framework for guest login from anywhere- 

Table 2. Framework for Guest Login 
 

Type of Data Authentication Technique 

 

Non Sensitive Data 

Username and password 

I am not Robot Captcha 

OTP using Mobile Phone 

OAuth2 Authentication 

Google & Face book Authentication 

 

Sensitive Data 

Username and password 

I am not Robot Captcha 

OTP using Mobile Phone 

OAuth2 Authentication 

 

 

 
General Data 

Username and password 

I am not Robot Captcha 

OTP using Mobile Phone 

Server verification using Kerberos 

Single Sign In using Wallet 

OAuth2 Authentication 

Google & Facebook Authentication 

 

Case 2: Registered user from unauthorized network and unauthorized computer 

Verification of user registered need to be more strong because registered users have restricted rights 

and it need to be ensured using some access control scheme. Role based access has been proposed 

for this layer because it will classify the rights based on user rights and help to ensure „Who Can 

Access What‟. 
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Table 3.Framework for Registered User from unauthorized network and unauthorized 

computer 
 

Type of Data Authentication Technique 

 

 
Non Sensitive Data 

Username and password 

Word Captcha or I am not Robot Captcha 

One Time Password using Security Token or 

OTP using Mobile Phone 

Device Verification using IP & MAC 

address Verification 

 

 
Sensitive Data 

Username and password 

I am not Robot Captcha 

OTP using Mobile Phone 

Device Verification using IP & MAC address 

Verification 

Server verification using Kerberos 

Biometric Devices 

OAuth2 Authentication 

 

 
 
General Data 

Username and password 

I am not Robot Captcha 

Security Questions 

One Time Password using Security Token 

OTP using Mobile Phone 

Device Verification 

IP & MAC address Verification 

Server verification using Kerberos 

Single Sign In using Wallet 

Biometric Devices 

Voice Authentication 

OAuth2 Authentication 

Google & Facebook Authentication 

 

Case 3: Registered user login from unauthorized network but authorized computer machine. 

This user access case happens when user try to get login from home or another network but using 

regular or verified machine. Here, we can authorize user strongly and increase level of access by 

just assigning the role based access control. Attributes based access may be subject of choice of 

developer. 

Table 4. Framework for Registered user login from unauthorized network but authorized 

computer machine 
 

Type of Data Authentication Technique 

Non Sensitive Data Username and password 

Word Captcha 
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 IP & MAC address Verification 

Single Sign In using Wallet 

OAuth2 Authentication 

Google & Face book Authentication 

Sensitive Data Username and password 

I am not Robot Captcha 

One Time Password using Security Token or 

OTP using Mobile Phone 

Device Verification using IP & MAC address 

Verification 

Server verification using Kerberos 

OAuth2 Authentication 

General Data Username and password 

I am not Robot Captcha 

Device Verification 

IP & MAC address Verification 

Single Sign In using Wallet 

OAuth2 Authentication 

Google & Facebook Authentication 

 

 

Case 4: Registered user login from authorized network and unauthorized regular machine. 

This is more sensitive case because someone who is not registered with the network is trying to get 

access into the system. So, access control and authentication need to be stronger. Combination of 

Role base Access Control and Attribute based Access Control has been proposed. 

Table5. Framework for Registered user login from authorized network and unauthorized 

regular machine. 
 

Type of Data Authentication Technique 

 

 

 
Non Sensitive Data 

Username and password 

Word Captcha 

IP & MAC address Verification 

Single Sign In using Wallet 

OAuth2 Authentication 

Google & Face book Authentication 

Sensitive Data Username and password 

I am not Robot Captcha 

One Time Password using Security Token or 

OTP using Mobile Phone 

Device Verification using IP & MAC address 

Verification 

Server verification using Kerberos 
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 OAuth2 Authentication 

General Data Username and password 

I am not Robot Captcha 

Device Verification 

IP & MAC address Verification 

 

 

Case 5: Registered user login from authorized network and authorized regular machine. 

This case is regular useful case where user will login from regular network and regular machines. 

Here, we can authorize user strongly and increase level of access by just assigning the role based 

access control. Attribute based access may be subject of choice for the developer. 

Table 6. Framework for Registered user login from authorized network and authorized 

regular machine. 
 

Type of Data Authentication Technique 

 

Non Sensitive Data 

Username and password 

Word Captcha 

IP & MAC address Verification 

Single Sign In using Wallet 

OAuth2 Authentication 

Google & Face book Authentication 

 

 

 
Sensitive Data 

Username and password 

I am not Robot Captcha 

One Time Password using Security Token or 

OTP using Mobile Phone 

Device Verification using IP & MAC address 

Verification 

Server verification using Kerberos 

OAuth2 Authentication 

 

 

 
General Data 

Username and password 

I am not Robot Captcha 

Device Verification 

IP & MAC address Verification 

Single Sign In using Wallet 

OAuth2 Authentication 

Google & Facebook Authentication 

 
4. EXPERIMENTAL ANALYSIS 

Proposed framework is developed using Java Technology, as backend technology, MySql for 

database and HTML, CSS & Bootstrap and deployed on local cloud server. Computation time has 
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been considered as performance comparison purpose and evaluation is based on different input file 

size. 

1. Performance evaluation of different authentication techniques. 

2. Performance evaluation of individual proposed framework 

3. Performance comparison of all proposed solutions for sensitive data. 

 
4.1 Performance evaluation of different authentication techniques. 

Table7. Performance Evaluation 
 

 

Authentication Practice 
Level of 

Security 

Average 

Computation 

Time Sec. 

 

Observations 

Username and password Moderate 10 Good technique but easy to break and 

their vulnerability is very common. 

Still can be used as primary 

technique. 

Word Captcha Poor 20 Poor technique. Tough to understand 

and some times inoperative. 

I am not Robot Captcha Good 1 Great technique. Very popular 

nowadays and help a lot to ensure 

human interaction. 

Security Questions Poor 10 Old technique. Usually used in forget 

password only. Memory based 

technique can be compromised if 

security question is too simple. 

One Time Password using 

Security Token 

Moderate 180 Expensive and time consuming 

technique. Users are required to keep 

security token always to get login into 

system. 

OTP using Mobile Phone Strong 60 Very popular and strong technique to 

integrate two level authentication and 

also ensures human interaction. 

Device Verification Moderate 3 Very popular in intranet based 

solution but may be a reason for easy 

compromise of security. 

IP & MAC address 

Verification 

Moderate 3 Very popular in intranet based 

solution but may be reason for easy 

compromise of security. 

Server verification using 

Kerberos 

Very Strong 100 Very strong help to ensure third party 

authentication at request and server 

level. 

Single Sign In using Moderate 1 Provides automatic login facility but 

http://philstat.org.ph/


Mathematical Statistician and Engineering Applications 
ISSN: 2094-0343 

2326-9865 

7626 
Vol. 71 No. 4 (2022) 

http://philstat.org.ph 

 

 

300 

250 

200 

150 

100 

50 

0 

Non 
sensitive 
 

Sensitive 

General 
Data 

 

Wallet   need third party storage may because 

of leakage of sensitive information. 

Biometric Devices Strong 30 Very strong but very expensive and 

inconvenient. 

Voice Authentication Poor 15 Soft biometric suitable for low 

sensitive data. 

OAuth2 Authentication Very Strong 35 Very strong and help to ensure 

allotment of all services and 

authorization. 

Google & Face book 

Authentication 

Moderate 15 Provide third party login but not 

recommended because it stores data 

at third party side. 

 

 

4.2 Performance Evaluation of individual proposed framework 

Table 8: Average Computation Time 
 

Cases Non 

sensitive 

Sensitive General Data 

Case 1 198 250 238 

Case 2 189 266 236 

Case 3 179 265 228 

Case 4 175 245 239 

Case 5 169 223 195 

 

4.3 Performance evaluation of individual proposed framework 

The graph represents the above mentioned cases of the proposed framework and their 

performance comparison. The comparative graph is based on the computation time (in 

seconds) for non sensitive data, sensitive data, and general data. 

 
 

Figure 2.Performance Comparison of Different Proposed Framework [Computation Time -Seconds] 
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5. CONCLUSION 

Starting with the requirement for variable authentication techniques combined with authorization 

and access control, this research study was initiated. It also investigated different authentication 

schemes and combined all as basic techniques to ensure all authentication schemes at one place. 

Detailed study helped, to divide them into different categories based on their need and use. 

Subsequently, data is also classified into three category based on their sensitivity. This research 

work observes that user access environment is very important and it may play the vital role before 

giving rights of access to any user. Therefore the research work proposed a 3 Dimensional 

Authentication framework for different cases. The complete work has been implemented using java 

technology for cloud environment and evaluated based on computation time. The complete 

observation concludes that: 

1. Authentication does not refer to login, but it also ensures authorization and access rights. 

2. Authentication and user rights allotment not only depend upon user roles but also on the user‟s 

environment and data sensitivity. 

3. Proposed framework took high time in unauthorized network and unauthorized machines for 

registered users. 

4. For authorized network with trusted machines it took less time and required less authentication 

strength. 

Finally, work ends with five different three dimensional frameworks proposed to implant with five 

different conditions for better and affordable security. 
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