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wired, cellular, or ad hoc networks. Other applications of wireless
communication networks include: In recent years, a substantial amount of
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lives as well as the standards and business models that we now use. It is

anticipated that the usage of loT in a variety of applications would
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control, and integrity, among other things, effective security and privacy

protocols are an absolute need for Internet of Things (IoT) networks. This
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article presents a research that is both extensive and comprehensive on the

topic of privacy and security in 10T.

Keywords:-Internet of Things (1oT); security in 10T; security; privacy in

10T; privacy.

I. Introduction

Over the course of the last several years, the Internet of Things (loT) has garnered a
significant amount of interest. Because of the fast advances that had been occurring in mobile
communications, Radio Frequency Identification (RFID), Wireless Sensor Networks (WSN), and
cloud computing, Kevin Ashton was the first person to propose the idea of the Internet of Things in
19991, 2]. In the Internet of Things, communications are now more useful than they were in the
past. Devices that are part of the Internet of Things are able to communicate with one another. The
Internet of Things (loT) universe includes a wide range of electronic devices, such as desktop
computers, laptops, smartphones, personal digital assistants (PDAS), tablets, and other portable
electronic gadgets[3]. These devices are able to talk with one another and provide helpful
information to the central system by using efficient wireless communication networks and sensors.
In addition, information gathered from Internet of Things devices located inside the central system
is being analyzed and distributed. Because of the exponential rise of communications and Internet
technologies, the emphasis of our day-to-day activities has shifted away from the actual world and
more toward an imagined one . While living in the actual world, people may engage in activities
like as working, chatting, and shopping (including keeping plants and pets in the virtual
environment offered by the network). As a result, it is very challenging to replace all aspects of
human life with a totally automated one[4-7].

There are considerable constraints placed on the imagined space, which inhibit the
expansion of the Internet's capacity to provide greater services in the future. The Internet of Things
was successful in bringing together the actual world and the world of imagination on the same
platform. To build a smart environment and self-conscious, autonomous devices is one of the
primary goals of the Internet of Things (IoT), along with a number of other goals including smart
health, smart living, smart products, and smart cities[2, 8] .

In today's world, the rate of adoption of IoT devices is quite strong, and there are an
increasing number of gadgets that are linked to the internet. According to the analysis.There are
already 30 billion linked devices with roughly 200 billion connections, and it is anticipated that
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these connections will produce 700 billion euros by the end of the year 2020.The Internet of Things
(1oT) will bring about dramatic changes in both our way of life and the way we do business in the
near future. It will be possible for people and gadgets to connect with one another at any time and
any location, with any other device, under ideal circumstances, utilizing any service and any
network[2, 9]. The Internet of Things' primary goal is to one day make the world a better place for
people to live in. The definition of the Internet of Things is shown in figure (1), along with its
capabilities.Sadly, the majority of these devices and apps are not built to cope with assaults on
security and privacy[10-13]. As a result, concerns of security and privacy in 10T networks such as
authentication, confidentiality, data integrity, secrecy, and many others have substantially increased.
Intruders and cybercriminals launch attacks on Internet of Things devices on a daily basis. Because
an evaluation found that 70 percent of 10T devices are simple to hack, there is a pressing need for
an efficient method that can protect internet-connected devices from being invaded by hackers and
other unauthorized users.Systematic analysis on the development of fog computing such as system
model has been analyzed. To review the prospects and development of fog computing, necessary
relationships have been established such as fog computing, fog—cloud computing and fog-fog
computing. Based on the learning of the research, future direction for the research has been
suggested as well.The remaining parts of the paper are structured as follows: The Distributed,
Cloud, Fog, and Parallel Computing Systems explained in sufficient details in section Il, The
applications of the Internet of Things are covered in Section |11, while Section IV offers a high-level
summary of the security needs, and Section V delves into the security risks associated with the
Internet of Things. The study is brought to a close in Section V, which analyzes the many assaults

that were presented in Section VI as well as the potential defenses against them.

AnyBusiness AnyNectwork
AnyService AnyPath
AnyBody Internct of Things AnyDevice
AnyOne (o’m) AnyThing
AnyContext AnyWhere
AnyTime AnyPlace

Figure (1): Definition of loT.
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Il. Distributed, Cloud, Fog, and Parallel Computing Systems

a. Distributed System

A distributed system is one in which the individual components of the system are housed on
separate computers that are connected through a network. These computers are able to interact with
one another and coordinate their activities by sending messages to one another from any system.
The study of distributed systems is what distributed computing, a subfield of computer science, is
all about. A distributed system is one in which the individual parts communicate with one another
in order to accomplish a shared objective[13, 14]. Maintaining the concurrency of the system's
components, coping with the absence of a global clock, and handling the failure of individual
components independently are three important issues that distributed systems face. The failure of a
single part of a system does not result in the collapse of the whole system. Examples of distributed
systems include things like massively multiplayer online games, SOA-based systems, and peer-to-
peer applications, amongst other things. A computer program that is written to operate inside of a
distributed system is referred to as a distributed program, and the process of developing such
programs is referred to as distributed programming. There is a wide variety of software that may be
used to implement the message passing mechanism. Some examples of these implementations
include message queues, RPC-like connectors, and plain HTTP. The use of several computer
systems to work together to solve a single computational issue is another definition of distributed
computing. A problem is broken up into many smaller jobs in distributed computing, and each of
these tasks is given to one or more computers to accomplish. These machines interact with one
another by sending messages back and forth[15, 16].

Originally, the term "distributed system," "distributed programming,” and "distributed algorithm"
referred to computer networks in which individual computers were physically distributed within
some geographical area. These terms include "distributed system" "distributed programming" and
"distributed algorithm™ The phrases are used in a much broader meaning these days, even to refer to
independent processes that are executed on the same physical computer and communicate with one
another by sending messages back and forth[17, 18]. Although there is no universally accepted
definition of a distributed system, the following characteristics are often cited as examples of

distributed systems:

There are a number of independent computing units, often known as computers or nodes, and each

of these nodes or computers has its own local memory.The entities are able to converse with one
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another via the exchange of messages.A distributed system may have a shared purpose, such as

solving a huge computing problem; the user then views the collection of independent processors as

a unit because of this common aim. Distributed systems are becoming more popular. Alternately,

each machine may have its own user with their own unique requirements, and the aim of the

distributed system might be to either coordinate the usage of shared resources or offer

communication services to the users. The following are some other characteristics that are typical of
distributed systems[19]:

It is necessary for the system to be able to accept errors on individual machines.The structure of the
system, which includes the network topology, network latency, and number of computers, is not
known in advance. Additionally, the system may be comprised of various types of computers and
network links, and the structure of the system may shift while a distributed program is being
executed.Each computer only has access to a constrained and insufficient perspective of the system

as a whole. It's possible that each computer will only know a single piece of the input[20].

Distributed systems are groupings of networked computers that collaborate toward a unified
objective throughout the course of their activity. There is a lot of overlap between the concepts that

are referred to as "concurrent computing,” "parallel computing,” and "distributed computing,” and
there is no clear differentiation that can be made between them. It is possible to refer to the same
system as both "parallel” and "distributed,” as the processors in a typical distributed system operate
simultaneously and in parallel[21]. Computing may be seen either as a loosely linked type of
parallel computing or as a specific tightly connected kind of distributed computing. On the other
hand, parallel computing can be viewed as a form of distributed computing. In spite of this,
concurrent systems may be broadly categorized as "parallel™ or "distributed” by using the following

criteria:
b. Cloud Computing

The term "cloud computing” refers to the on-demand availability of computer system resources,
most notably data storage (also known as "cloud storage") and computational power, without the
need for the user to directly and actively manage these resources. Large clouds often have their
operations dispersed over numerous sites, each of which is considered to be a data center. Cloud
computing is dependent on the sharing of resources in order to achieve coherence. It also often
employs a "pay as you go" approach, which may assist in the reduction of initial startup costs but
may also result in unforeseen ongoing operational costs for users[19, 22].
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It is claimed by proponents of public and hybrid clouds that cloud computing enables businesses to
eliminate or significantly reduce the upfront expenses of IT infrastructure. In addition, supporters of
cloud computing assert that it enables businesses to [23, 24]. The concept of cloud computing is
based on the idea that users should be able to reap the benefits of a wide range of technologies
without having to have in-depth knowledge of or skill with each of those technologies individually.
The cloud is designed to reduce operational expenses and enable customers to concentrate on the
most important aspects of their businesses rather than being hampered by technical challenges.
Virtualization is the most important technology that makes cloud computing possible. With the use
of virtualization software, a single physical computing equipment may be partitioned into several
"virtual" units, each of which can be operated and controlled [25-27]. It is possible to make more
effective use of unused computer resources by allocating them via the use of virtualization at the
level of the operating system. This effectively results in the creation of a scalable system consisting
of a number of separate computing units. The agility that is necessary to accelerate IT processes is
provided by virtualization, and costs are reduced as a result of increased infrastructure usage. The
process of the user being able to provide resources on demand may be automated via the usage of
autonomous computing. Automation quickens a process, cuts down on the amount of work needed
to complete it, and lowers the risk of mistakes made by humans by requiring them to participate in
it less[20, 28-30]. The provision of measurements for the services used by cloud computing is
accomplished via the utilization of ideas derived from utility computing. The concept of cloud
computing was developed in an effort to solve the quality of service (QoS) and reliability issues that
plagued prior grid computing models. The following are some of the things that cloud computing is
similar to[31, 32]:

e Client—server computing refers, in a general sense, to any distributed program that makes a
distinction between service providers (servers) and service requestors. The client-server
paradigm is one such example (clients).

e A computer bureau is a service bureau that offers computer services. These kind of bureaus were
especially common from the 1960s through the 1980s.

e The term "grid computing” refers to a kind of distributed and parallel computing in which a
"super and virtual computer™” is created by combining the resources of a group of networked

computers that are only loosely tied to one another in order to do extremely big tasks.
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c. Fog Computing

Distributed computing paradigm that brings data, computation, storage, and application services
closer to the client or near-user edge devices, such as network routers. Also known as "fog
computing.” In addition, data processing occurs on the network level, on smart devices, and on the
end-user client side (for example, mobile devices), as opposed to transmitting the data to a distant
site for processing.The CISCO Company first implemented it. Closer compeering, data storage,
and device services are mainly supplied by FC rather than CC. This 'near-term term applies only to
customer-side devices such as cell telephones and embedded systems [15]. Though FC is a strong
market competitor, the company must resolve the following issues: standardization, portability of
software packages among different embedded computing data, resource-restricted embedded
device container management, and a strict support mechanism for regular cloud communication
[15, 33].

d. parallel computing

A kind of computation known as parallel computing involves running a number of different
computations or processes concurrently with one another. Large difficulties may often be broken
down into a series of smaller problems, each of which can be tackled and resolved in parallel. There
are several distinct types of parallel computing, including parallelism at the bit level, the instruction
level, the data level, and the job level. Parallelism has been used for a very long time in high-
performance computing, but recently, because to the physical limits that impede frequency growth,
it has received attention from a wider audience[6, 15]. In recent years, there has been a growing
concern regarding the amount of power that computers consume, and as a result, the amount of heat
that they produce. In response to this issue, parallel computing has emerged as the preeminent
paradigm in computer architecture, primarily taking the form of multi-core processors. Although
they are frequently used together and frequently confused with one another, parallel computing and
concurrent computing are two distinct concepts despite their close relationship[34-36]. It is possible
to have parallelism without concurrency, and it is also possible to have concurrency without
parallelism (such as multitasking by time-sharing on a single-core CPU). A computer work is often
divided into many, sometimes many, extremely similar subtasks that may be handled individually
and whose results are merged after they have been completed as part of parallel computing. This
allows the task to be completed more quickly. On the other hand, in concurrent computing, the

various processes do not typically address related tasks. When they do, however, as is typical in
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distributed computing, the individual tasks may have a diverse nature and frequently call for some
inter-process communication while they are being carried out. Computers that are parallel can be
roughly categorized according to the level of parallelism that their underlying hardware
supports[31, 34]. Computers that are multi-core and multi-processor have multiple processing
elements contained within a single machine, whereas clusters, MPPs, and grids utilize multiple
computers to work on the same task simultaneously. For the purpose of speeding certain processes,
regular processors are frequently utilized in conjunction with specialized parallel computer
architectures. Explicitly parallel algorithms, particularly those that use concurrency, are more
difficult to write than sequential ones[35-37]. This is due to the fact that concurrency introduces
several new classes of potential software bugs, race conditions being the most common of these. In
some cases, parallelism is transparent to the programmer, such as in bit-level or instruction-level
parallelism; however, in other cases, explicitly parallel algorithms are more difficult to write than
sequential ones. Communication and synchronization issues between the many subtasks are often
some of the most significant barriers in the way of achieving optimum performance in parallel

programs[6, 38].

The need to expand cloud computing with fog computing arose in 2011 as a need in order to deal
with a high number of Internet of Things devices and massive data volumes for real-time
applications that require low-latency performance. The term "fog computing,” which is also known
as "edge computing,” refers to a kind of computing that is designed for distributed computing, in
which a large number of "peripheral™ devices connect to a cloud. The term "fog" alludes to the
cloud-like characteristics that it has, but it is located closer to the "ground," which are the devices
that make up the 10T[39-41]. The idea behind fog computing is to do as much processing as
possible using computing units co-located with the data-generating devices, so that processed rather
than raw data is forwarded, and bandwidth requirements are reduced. Many of these devices will
generate voluminous raw data (for example, from sensors), and rather than forwarding all of this
data to cloud-based servers to be processed, fog computing aims to do as much processing as
possible using computing units co-located with the data-generating devices. Because the data that
was processed is most likely to be required by the same devices that created the data, local
processing, as opposed to distant processing, reduces the amount of time that elapses between the
input and the response[41-43]. This is an additional advantage of local processing. This concept is
not completely novel: in computing environments that do not make use of the cloud, special-

purpose hardware (such as signal-processing chips that perform Fast Fourier Transforms) has for a
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long time been used to reduce latency and lessen the load placed on a central processing unit
(CPU). A control plane and a data plane are the two components that make up fog networking. On
the data plane, for instance, fog computing makes it possible for computing services to live at the
edge of the network rather than on servers located within a data center[44]. When compared to
cloud computing, fog computing places a greater emphasis on proximity to end-users and client
objectives (such as operational costs, security policies, and resource exploitation), dense
geographical distribution and context-awareness (for what concerns computational and loT
resources), latency reduction and backbone bandwidth savings to achieve better quality of service
(QoS)[8, and edge analytics/stream mining, which results in a superior user experience and

redundancy in the event of a failure[45].

The Internet of Things (1oT) is a concept that is supported by fog networking. In this idea, the
majority of the gadgets that are utilized by people on a regular basis will be linked to each other.
Mobile phones, wearable health monitoring devices, networked vehicles, and augmented reality
utilizing gadgets such as Google Glass are some examples of 10T applications. In many cases, the
resources available to 10T devices are restricted, and these devices also have limited processing
capabilities to execute cryptographic calculations. By carrying out these cryptographic calculations
instead, a fog node can ensure the safety of devices connected to the internet of things (1oT)[46].
Protecting critical military assets, whether they are permanent or mobile, is the responsibility of the
SPAWAR division of the United States Navy. This division is currently developing and testing a
secure, scalable Disruption Tolerant Mesh Network. When there is a disruption in access to the
internet, machine-control programs that are operating on the mesh nodes "take over." Use examples
include the Internet of Things, such as swarms of intelligent drones. With its project FogBus 2, the
University of Melbourne is addressing the challenges of collecting and processing data from
cameras, ECG devices, laptops, smartphones, and other Internet of Things devices. The project
utilizes edge/fog computing and Oracle Cloud Infrastructure to process data in real time. ISO/IEC
20248 is a method that allows the data of objects that have been identified by edge computing using
Automated Identification Data Carriers (AIDC), a barcode and/or RFID tag, to be read, interpreted,
verified, and made available into the "Fog" and on the "Edge," even when the AIDC tag has moved
on to a different location. This method was developed by the International Organization for
Standardization (ISO)[47].
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1. loTApplications

The primary objective of the Internet of Things is to create intelligent settings together with
self-aware, self-sufficient gadgets. These may include, among other things, smart products, smart
living, smart health, and smart cities. The applications of the Internet of Things in industry, the

medical profession, and home automation are discussed in the following section[48].
a. 10T in Industries

The Internet of Things has made it possible to develop significant industrial applications and
systems. In an loT smart transportation system, a licence holder may monitor the present position
and movement of cars. Additionally, the licence holder is able to anticipate their future position and
the flow of vehicular traffic. Earlier iterations of the Internet of Things were used to refer to the
process of identifying individual items via RFID[49]. In recent years, academics have begun to
associate the word with actuators, mobile devices, gadgets that use the Global Positioning System
(GPS), and sensors. The level of data privacy and information security offered by new Internet of
Things technologies and services is a primary factor in determining their level of adoption. The
Internet of Things makes it possible for a wide variety of things to be linked, tracked, and
monitored in this manner by means of the valuable information and confidential data that is
automatically gathered. Because there are so many assaults on the Internet of Things, protecting
users' privacy in this environment is a matter of more significance than it is in the setting of

conventional networks[50].
b. 10T in Personal Medical Devices

Devices connected to the internet of things are also commonly employed in healthcare systems for
the purpose of monitoring patients and assessing patients. Personal medical devices, often known as
PMDs, may be implanted directly into a patient's body or may be affixed to the patient's skin or
clothing on the outside of their bodies in order to monitor the patient's health. PMDs devices are
examples of the increasingly prevalent and popular category of pocket-sized electronic gadgets. In
2019, it is anticipated that the value of the market for these devices would be around 17 billion
dollars. The devices make communications with a base station via a wireless interface. The base
station can also read the state of the devices and medical reports, as well as change the settings of
the device or update the status of the device. The wireless interface introduces a significant number

of risks to the patients' privacy and safety[51].
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In the case of health care, the primary objective is to secure network security in order to protect

patients' right to privacy from being violated by malevolent actors. Attackers often have certain

objectives in mind before launching an assault on a mobile device. Typically, their objective is to

steal information, target devices in order to make use of the resources they provide, or obstruct the

operation of certain programs that monitor patients' conditions. There are a variety of ways that

medical equipment might be compromised, including overhead eavesdropping, which can result in

the disclosure of sensitive patient information; message error; and availability concerns, which can

include battery assaults. The following are some examples of potential cyber security risks relating
to the confidentiality, privacy, and safety of patients' medical records[52]:

1) Essential PMDs systems for any activity that makes use of battery power If the equipment is
connected to many networks, there is a significant risk that its availability, confidentiality,
privacy, and safety may be jeopardized.

2) Personal mobility devices do not include an authentication method for wireless connection.
Therefore, unauthorized individuals may simply access the information that is stored on the
device if they so want.

3) The absence of a secure identifying method shows the presence of devices that address the
many additional security risks that may result in harmful attacks. Attacks that deny service to
users may be initiated by an adversary.

4) As a consequence of the patient's loss of privacy, patient data is conveyed through a
communication medium that is susceptible to modification by third parties who are not allowed.

c. 1oT in Smart Home

loT Smart home services continued to expand at a rapid rate , and internet protocol IP
addresses enabled digital gadgets to connect with one another in an effective manner. In a setting
that replicates a smart home, each component of the smart house has an Internet connection. The
increased potential for malicious activity in a smart home setting is directly proportional to the
number of connected devices in that environment. When a smart home is run autonomously, there is
less of a possibility that it may be targeted by bad actors. Connected home appliances may now be
accessed from any location and at any time thanks to the Internet. Because of this, the likelihood of

malicious assaults on these devices has increased[53].

As can be seen in the image to the right, a smart home is made up of four components: a

service platform, a home gateway, smart devices, and a home network (2). A home network allows
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for several devices to intelligently speak with one another and exchange information in a smart
home. As a direct consequence of this, there is something known as a home gateway that is
responsible for controlling the flow of information between various smart devices that are linked to
an external network. The home network receives a variety of services from a number of different

suppliers thanks to the use of the service platform[54].

— HOomMme Network Home Gatewsy
Home Devices

Service Platform

Figure (2): Elements of a smart home

IV. Security Requirementsin loT

In 10T Everyone and everything is linked to one another so that services may be delivered at any
time, in any location, and via any device. The majority of devices that are linked to the internet do
not have effective methods for security, and as a result, they are vulnerable to a variety of privacy
and security concerns, including confidential access, integrity, and authenticity, amongst others.
When it comes to the Internet of Things, there are certain security standards that need to be met in
order to protect the network from malicious assaults [55]. The majority of devices that are linked
to the internet do not have effective methods for security, and as a result, they are vulnerable to a
variety of privacy and security concerns, including confidential access, integrity, and authenticity,
amongst others. When it comes to the Internet of Things, there are certain security standards that

need to be met in order to protect the network from malicious assaults[56].

* Resistance to assaults: The system should be capable of recovering in the event of a failure
during data transmission. For instance, if a server that is operating in a multi-user environment fails,
the system should be intelligent and robust enough to protect itself against intruders or an
eavesdropper. In this particular scenario, if it goes down, it will come back up without notifying the

consumers of its down state[57].
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e Authentication of Data: Both the data and the information associated with it need to be
validated. There is a technique for authentication that is employed, and it ensures that data can only

be sent from legitimate devices[58].

 Control of access: Only those with proper authorization may use the access control system. To
ensure that different users may only access the sections of the database or program that are relevant
to them, the administrator of the system is responsible for maintaining the users' login identities and
passwords as well as setting the access privileges granted to each user[59].

* Protecting the privacy of customers: by keeping their data and information secure Only those
who are authorized to protect the confidentiality of the customer should have access to their
personal information. This ensures that no unneeded authorized users from the system or any other

kind of client may access any client information at any time[60].
V. 10TSecurity, Privacy, Threats and Challenges

The Internet of Things era has brought about several lifestyle shifts. The Internet of Things, despite
the many advantages it offers, exposes our life to a number of different security risks on a regular
basis. The majority of security risks are associated with the disclosure of sensitive information or
the discontinuation of essential services [61]. In the Internet of Things, security threats directly
affect the physical security risks. User specificities are also an important part because a great deal of
personally identifiable information is shared between various kinds of devices, and the Internet of
Things consists of a variety of devices and platforms.

As a result, it is vital to have a trustworthy system in place to safeguard personal information. In
addition, for Internet of Things services, numerous varieties of devices may connect over a variety
of networks. This indicates that there are many concerns over the users' right to privacy as well as
the network layer's level of security. The Internet of Things (loT) faces the following security
risks[62]:

1) E2E Data life cycle protection:

Complete network coverage offers data protection from beginning to finish, which is essential for
maintaining data safety in an Internet of Things context. Data are gathered from the many linked
devices and instantly shared with others who are not directly involved. Therefore, throughout the
whole of the data life cycle, it is necessary to have a data protection framework, as well as data
confidentiality and information privacy management[63].
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2) Secure thing planning:

The manner in which the various gadgets in this region communicate with one another and are
connected to one another changes according to the circumstances. Because of this, they should be
capable of keeping the same degree of security. For instance, when local devices and sensors used
in a home-based network connect securely with one other, their communication with external
devices should also function on similar security standard. This is to ensure that the data is not
compromised[64].

3) Visible/usable security and privacy

The majority of privacy and security breaches are caused by users' incorrect setup settings. It is not
feasible to expect consumers to be able to adopt these privacy regulations and the complicated
security mechanism due to the high level of difficulty involved. It is essential to choose security and

privacy regulations that can be automatically applied to the environment[65].

a. Security Threats in Smart Home
Because the majority of service providers do not factor in security requirements throughout
the development stage of their products, smart home services are vulnerable to cyberattacks.
Eavesdropping, distributed denial-of-service (DDoS) attacks, information leaks, and other forms of
intrusion are all examples of potential security risks in a smart home. Unauthorized users are able to
access and endanger the smart home network[66]. The potential dangers to the smart house's
security are broken down in the following figure: (3).

Home Network Home Gateway

Home Davices
Service Platform

Figure (3): Threats in smart home in loT
1) Trespass
If a malicious code is used to lock a secure smart door or an unauthorized end enters it, an attacker

is able to break into the smart home without breaking the doorway, as depicted in figure (4). Loss of
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life or property may occur as a direct consequence of this impact. We get rid of these kinds of

assaults, and passwords should be changed regularly and include at least ten characters.

Figure (4): Example of trespass attack, hacking a door lock

This is because it is extremely difficult for attackers to crack a lengthy password, and we should
take advantage of this fact. In a similar fashion, the method for authenticating users and controlling
access might also be used[67].

2) Monitoring and personal information leakage:

Because one of the most essential functions of a smart home is to ensure the inhabitants' safety,
several sensors are installed in these homes to keep an eye out for things like housebreaking,
children, and fires. If an attacker manages to hack into these sensors, he will be able to watch the
residence and get personal information, as seen in figure 1. (5). A data encryption protocol must be
implemented between the gateway and the sensors, or user identification must be implemented, in

order to identify any individuals who are not allowed to use the system[68].

Monitoring

Figure (5): Example of monitoring personal information
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3) DoS/DDoS

It is possible for malicious actors to get access to the smart home network and send mass messages
to clear smart devices using protocols like Clear to Send (CTS)/Request to Send (RTS)[69]. They
also have the capability of attacking the target device with malicious programs in order to carry out
a denial of service attack on other devices that are linked to a smart home, as seen in figure (6). As a
consequence of these assaults, smart gadgets are unable to perform their intended functions since
their resources have been drained. It is essential to implement authentication in order to identify and

prohibit illegal access in order to avoid becoming the victim of such an assault.

| . i
'\\‘\, Ry U \\\
N et

Gateway

Figure (6): Example of DDoS attack
4) Forgery

When smart home devices connect with the application server, an attacker has the potential to
gather packages by altering the routing table at the gateway, as seen in figure (7). Even when the
Secure Socket Layer method is used, the attacker may still get around the faked certificate[70]. The
perpetrator of the assault runs the risk of erroneously interpreting the contents of the data or
compromising its confidentiality in this manner. Applying the SSL approach in conjunction with an
appropriate authentication mechanism is what is required to make the smart home network resistant
to the assault. To prevent illegal devices from gaining access to a smart home network, it is

essential to take preventative measures.
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Figure (7): Example of falsification

The Internet of Things (10T) is a concept that envisions a future in which physical items that
are linked to the internet are able to interact with one another and identify themselves to other
devices [15]. The Internet of Things is made up of many "smart" items, such as smartphones,
tablets, and other electronic devices (8). communication between the various components of this
system is accomplished by the use of radio frequency identification (RFID), quick response (QR)
codes, or wireless technologies[71].

The Internet of Things helps develop connections between people and between people and
physical items. A tangible item that may be exchanged for other physical ones. The research
conducted by IDC predicts that there will be 30 billion Internet access devices in use by the year
2020. Because of the exponential expansion of data on the Internet, we need a network that is both

more useful and more secure[72].

Smanphone Acrogtane

Car
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Figure (8): Example of 10T system
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b. 10T Challenges

loT has its greatest obstacle in the form of security issues. Data on IoT applications might
be business, industrial, consumer or personal. Such application data need to be safeguarded and
must continue to be kept secret in the face of potential theft and manipulation. For instance, an
application built on the Internet of Things might save the outcomes of patient health or shopping
store data. Even while the Internet of Things makes it easier for devices to communicate with one
another, there are still problems with scalability, availability, and reaction time. When data are sent
over the internet in a safe manner, there is a potential risk to one's security. Under government
requirements such as the Health Insurance Portability and Accountability (HIPA) act, the
application of the Safety Measures Act is possible when data are moved across international
boundaries. The most significant and currently relevant security concerns are covered among the

many diverse security challenges[73].

1) Data Privacy: Some manufacturers of smart TVs gather data on their customers in order to
study the watching patterns of those consumers. Because of this, the data acquired by smart TVs

may provide a difficulty for the protection of data privacy during transmission.

2) Protecting User Data: Another significant obstacle is protecting user data. It is essential to
conceal oneself from any monitoring equipment on the Internet when data is being sent without

interruption.

3) Concerns On Insurance: firms that install 10T devices in automobiles gather data regarding the

driver's health and driving state in order to make choices regarding policies.

4) A Lack of a Common Standard: Due to the fact that there are different standards for Internet of
Things devices and businesses that manufacture Internet of Things devices, distinguishing between

authorized and non-permitted devices that are linked to the internet provides a significant issue.

5) Concerns Regarding the Technology: Because the Internet of Things (loT) devices are
becoming more widely used, the amount of traffic that is produced by these devices is also growing.
As a result, the capacity of the network has to be enhanced, and there is also a problem involved in

storing a massive quantity of data for the sake of analysis and, ultimately, continuing storage.

6) Threats to Information Security and Weaknesses in System Design: In the realm of Internet of

Things (loT) security, a significant amount of work has been done. System security, network
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security, and application security are the three categories into which the related work may be

categorized [17].

I. System Security: System security focuses primarily on the Internet of Things (I0T) system in
order to recognize various security difficulties, build various security frameworks, and give
suitable security recommendations for the purpose of maintaining network security.

Ii. Application Security: The security application works on the 10T application to manage any
security concerns that may arise in line with the requirements of the scenario.

iii. Network security: Network security is concerned with protecting the communications network

that different Internet of Things devices use to communicate with one another.

Concerns with national security in relation to an independent working group on counter-terrorism
are going to be covered in the next section, as well as the classification of threats to national

security into four main categories.
V1. Analysis of Different Types of Attacks and Possible Solutions

The Internet of Things is vulnerable to many different kinds of assaults, such as active and
passive attacks, which have the potential to quickly result in a disruption of its operation and the
elimination of the advantages of its services. An intruder never makes any kind of direct physical
assault during a passive attack. Instead, they may only feel the node or take the information.
However, the active assaults cause a physical disruption to the performance. These additional
kinds of active assaults may be broken down into two categories: internal attacks and external
attacks. These kinds of exploitable vulnerabilities may hinder the devices from engaging in
intelligent communication. Therefore, it is necessary to implement some security limits in order to
protect devices against malicious assaults. In this part, we will cover the many forms of assault, the
nature and behavior of attack, as well as the amount of danger posed by attack. The many degrees
of assaults are categorized into four distinct sorts according to their behavior, each of which

suggests a potential countermeasure to the danger or attack[74].

1) A low-level attack: is when an adversary attempts to attack a network but is ultimately
unsuccessful.

2) Medium-level attack: The attacker or intruder, or an eavesdropper, just listens to the
median, but does not modify the data’s integrity in any way.

3) High-level attack: If a network assault has been carried out and the data's integrity has

been affected or the data has been updated.
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4) Extremely High-level Attack: An attack on a network intruder or attacker that involves

unauthorized access to a network and the performance of a prohibited action, rendering the
network unusable, sending bulk messages, or jamming a network.

VIIl. Privacy

The Internet of Things' (10T) potential utility is directly proportional to how effectively it can honor
the privacy preferences of individual users. It's possible that worries about privacy and the possible
dangers that come along with the Internet of Things will play a key role in slowing down its
widespread adoption[75]. It is necessary to be aware that the rights to privacy and the respect for
user privacy are crucial in guaranteeing that users will have confidence and self-assurance in the
Internet of Things, the connected device, and the associated services that are provided. Knowing
this is essential. A significant amount of effort is being put in to guarantee that the Internet of
Things (loT) is redefining the privacy problems that have been brought up, such as the rise in

monitoring and spying.

One of the reasons why people are concerned about their privacy is because of the
ubiquitous sent intelligence integrated artifacts, which allow the sampling process and information
dissemination in the internet of things to be carried out almost everywhere. Because there is no
unique mechanism in place, it will be decidedly more comfortable to access the personal
information from any corner of the world. The ubiquitous connectivity provided by the Internet
access is also an essential factor that helps in understanding this problem. This is because unless
there is a uniqgue mechanism put in place, it will be possible to access the personal information from

anywhere in the world[76].

VIIl. Related work

Some excerpts from a literature analysis about the safety and confidentiality of the internet of things
(1oT):

Bu at el. In 2011[77], network users were seen as a collection of predetermined groups, and each
user was given a single group to which they belonged. Users who have the same access rights
belong to the same group because groups are built in such a manner that they are formed. The core
of the concept is a "privacy-preserving" ring signature method, in which the individuals that make

up each group serve as the nodes that make up the ring.
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This technology enables Internet of Things devices, also known as signature verifiers, to provide

access to authorized users, also known as signatories, without disclosing the identities of those

users, whether they are the owner of the sensor data or other users. The sole piece of information

that is made public about inquiries is a collection known as the gid collection. This collection

discloses the identification of the group ID of signatories from which the inquiry came, but does not

indicate which two sites are in question. Experiments were carried out on a genuine Imote2

platform that was running TinyOS6 in order to demonstrate the efficacy and viability of the method
in relation to actual WSN and IoT application.

Wang, at el. [78]A lightweight protocol for the safe remote control of Internet of Things devices by
gateway controllers such as tablets or smart phones was suggested in 2013. This protocol is immune
to traditional attacks such as DoS desynchronization, relay, and people are in the middle assaults,
and it maintains the privacy of communications by ensuring that control messages between smart
devices and controllers cannot be monitored. The fact that every Internet of Things device has to
exchange symmetric keys with the trust center as well as any valid input controllers that operate
that device does, however, pose certain issues with the scalability of the protocol as a whole. In
addition, the protocol has an overhead that is proportional to the amount of messages that are
traded.

Hamdi at el. [79]An adaptive security solution for Internet of Things (10T) devices that is based on
Markov game theory was offered as a contribution in 2014. They began by putting up a
mathematical model that would reflect the context of the Internet of Things ecosystem. This model
would be built on three fundamental components: communication, energy usage, and intruder

models.

In addition, a model based on game theory has been presented in order to guarantee a balance
between security and power consumption, which is a significant obstacle in regards to internet of
things systems. There are a lot of adaptive security policies that are being examined. Their objective
is to ascertain what action each smart object ought to carry out in accordance with the context in

which it is located, either activating or deactivating security services.

The Internet of Things is now playing a significant part in the sector. It is seen as a potentially
useful approach for automating the manufacturing process and exercising control over the
production chain. The creation of an intelligent industrial ecosystem is the goal of the Industrial
Internet of Things, which does this by using modern technology such as Wireless Sensor Networks
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(WSN), Machine-to-Machine (M2M) communication, and automation technologies such as Big

Data.

According to Sadeghi et al. in 2015, cyber-physical systems and integrated mobile technology are
presently ubiquitous. This includes everything from vital infrastructure and contemporary industrial
control systems to cars. The Internet of Things (1oT) and Industry 4.0 are two current concepts that
provide creative business models and new user experiences. These are made possible by robust
connectivity and the efficient use of new generations of interconnected devices. These systems
create, analyze, and share significant volumes of relevant data with one another. As a result of lax
security and the prevalence of hidden beliefs, the Internet of Things (10T) is an appealing target for
cyberattacks, which in turn inflict people bodily damage and make their lives more difficult.
Cybersecurity and privacy are essential in this day and age since both might constitute a risk.
Because of the complexity of these systems and the possible effect of cyberattacks, connected
industrial Internet of Things systems face new challenges. The development of universal security
frameworks for industrial 10T systems is one approach that might be taken to address concerns
about data protection and security. The currently available Internet of Things platforms are not quite

advanced enough to provide the necessary level of functionality.

Sicari at el. [80]In 2016, despite the fact that efforts were made to make the WSN more secure,
questions were raised. Adapting to the heterogeneous features of 10T devices, deciding the security
management of network layers, evaluating whether or not it is feasible to reuse encryption
techniques, and confirming end-to-end integrity are all required to answer this issue. The authors
also cite more additional efforts that include lightweight encryption techniques, such as elliptic
curve cryptography (ECC), to protect privacy and avoid forgery attempts. These efforts, which
require additional standardization efforts to meet the confidentiality expectations of IoT

infrastructure, are cited as being necessary.

Leloglu [81] In 2016 believes that despite the enormous advantages that consumers gain from the
Internet of Things, there are concomitant issues that need to be looked at. This is because Leloglu
believes that these challenges need to be addressed. The primary issues raised were those relating to
online privacy and data security. These two issues provide a significant challenge for a wide variety
of private companies as well as governmental entities. Notable breaches of computer network
security have shown vulnerabilities in 10T technology. Simply put, this is due to the fact that the

interconnection of networks in the Internet of Things enables access from the anonymous and
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untrusted internet, which necessitates the development of new security solutions. When it comes to
the implementation of an Internet of Things security system, on the other hand, it is essential to
place a strong emphasis on the fundamental standards and principles that underpin a cyber security

framework.

In 2016, Bouabdallah et al. [82] and colleagues developed a system for adaptive security for
Internet of Things devices that takes into account the reliability of sensor devices. Every sensor
node does a periodic calculation of the confidence level of its neighbors. This calculation is based
on the sensor node's own observations and experiences, as well as the experiences and suggestions
it receives from its other neighbors. Each node's dynamic decision on whether or not to befriend

each of its neighbors may be guided by the confidence levels that have been assessed.

In 2019, Haase and Labrique[83] present an additional method of achieving security that is based
on an asymmetric PAKE protocol. Their approach makes use of a key-exchange protocol that is
password-protected and was developed exclusively for the Industrial Internet of Things (110T). This
article presents the most recent advancements in the PAKE protocol and offers a viable solution for
authenticated key establishment in the Internet of Things (110T) while using limited devices. Their
AuCPace protocol, which they have suggested, carries out a total of 8 messages (4 each direction).
The customer need three different exponents, one PBKDF function, and six different hash
algorithms. The server requires a total of four exponents, often known as point multiplication, as
well as six hash functions. The majority of these systems do not normally include support for group

encryption.
IX. Conclusion

The primary objective of this study was to draw attention to important security concerns
with regard to lot in particular, with a special emphasis on assaults to security and privacy as well as
potential mitigation strategies. As a result of their not being a security mechanism on loT devices,
many of them become easy targets, despite the fact that the victim is aware that they are infected. In
this work, several aspects of security, including confidentiality, integrity, authentication, and so on,
are discussed. In this study, twelve distinct kinds of assaults are categorized according to their
degree of severity as low, medium, high, or extremely high, as well as their nature and behavior and

the methods that have been presented to prevent such attacks.

It is of the utmost necessity to install a security mechanism in IoT communications devices

and networks, especially in light of the fact that the importance of security in Internet of Things
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applications cannot be overstated. It is suggested that the default passwords for devices not be used

and that security requirements be reviewed before devices are used for the first time. This is done to

keep devices from being accessed by unauthorized individuals or security risks. Interrupting

functionalities that aren't being utilized might potentially lower the risk of security breaches.

Researching the many different security protocols used on Internet of Things devices and networks

is also very significant.
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