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Abstract

Credit Card is universally accepted both offline and online. With credit
card one can make cashless purchases. Making transactions for money and
other things is now easy, convenient, and commonplace. The number of
credit card thefts increases along with technological advancements.
Financial fraud has a huge compounding effect in the worldwide statement
enhancement. The economy has suffered billion-dollar losses due to these
frauds. These transactions are carried out so deftly that they appear
authentic. Fundamental design methods and other simple approaches won't
be able to function as a result. In order to decrease confusion and promote
order, all banks now require a fraud detection method which is well-

organized. In this study, machine learning is used to identify Master Card
fraud. In order to enhance the most effective response to fraud detection
issues, the Random Forest Algorithm and OD approaches are also utilized.
It is still shown to reduce false alarms and improve fraud detection. The
collection of data of credit card transactions has been made since 284,807
communications have been made by European cardholders. To recognize
and stop the scam, some of these techniques might be applied to the credit
card scam detection system of the bank.

Keywords: Local outlier factor, Random Forest algorithm, detection of
Credit card fraud, Logistic Regression, Machine Learning,

I. INTRODUCTION

The banking sector, major firms, and the government are at risk of suffering significant losses
due to the growth in financial fraud. [1]. Credit card fraud occurs when a perpetrator uses a
card without the permission of owner. Using the card physically or using the card's sensitive
data, like the number of card, CVV number, valid till year, and card holder name, without the
cardholder's consent, are two ways that credit card fraud can be conducted. [2]. This
information could be used by thieves to start large purchases or transactions before the
cardholder is aware of them. The goal is to accurately identify every fraudulent transaction
while minimizing faulty scam setups. Based on the user's previous transactions, the system
determines patterns in the payment method.(at least 10 to 15 transactions) [3]. The problem
with detecting credit card scams includes the transactions that were similar and later decided
to be scam. Utilize the methods like random forest algorithm and logistic regression, etc. to

Vol. 69 No. 1 (2020) 236
http://philstat.org.ph


http://philstat.org.ph/
mailto:1sasikiran.j@qiscet.edu.in

Mathematical Statistician and Engineering Applications
ISSN: 2094-0343
2326-9865

increase the likelihood of correctness. The most crucial tool for ensuring the certainty of data
is the access mechanism. As promised, the system and data will be accessible to authorized
users. It is feasible to identify users who seek to illegally exploit a system. This strategy is
used by the System for security [4]. The hybrid classifiers, which mix NN and DCNN, are
still in use for classification. Additionally, the model MS-SL makes sure that the level of the
NN's invisible neurons is set to the perfect level. [5]. In this paper, ML and concepts of data
science are discussed. Additionally, it contrasts techniques for detecting credit card fraud that
use the local outlier factor algorithm, isolated forest, SVM, and logistic regression. It
demonstrates how these two professions can work together to address complex problems. In
the end, the evaluation of the presenting judgments of these four methodologies is done using
the correctness, compassion, specificity, and stability of cataloguing degrees.

1. RELATEDWORKS

John Richard D. Kho and Larry A. Vea et al proposed the Credit Card Scam Recognition
Based on Operation Behavior. The previously chaotic behavior that was modeled using long-
standing Magnetic stripe card tools has mostly been controlled with the widespread
introduction of EMV chip cards. In spite of this, a number of papers are prepared to cast
doubt on the plan and the necessity of EMV. It is crucial to remember this even if the essay
cautions that the prototype of discovery needs to be available if the skill fails. [6]. Credit Card
Fraud Detection Survey was a proposal by Suman et al. Banks has greater authority than
ever in the modern world to safeguard the money of their clients from fraud. The main
objective of this essay is to describe techniques for spotting credit card scams [7]. By utilising
these technologies, credit card theft can be identified and a compliance result can be reached.
According to S. P. Maniraj, Aditya Saini, and others, credit card frauds may be identified
using ML algorithms and data science. Clients won’t be billed for medications they didn't buy
as long as recognition card firms can spot fraudulent acclaim card transactions. Machine
learning makes the assumption that such a broken container exists. [8]. The statistics of those
who have fallen victim to scams are available when searching for Credit Card Scams
problems, which includes displaying previous credit card conversations. [9]. A machine
learning team has been established by the USB(University of Louisiana at Lafayette) and
Kaggle to fight credit card fraud. The information required to create the model of
implementation was available. Data were biased (lesser fraud instances were given) [10].

1. PROPOSED SYSTEM ARCHITECTURE

Random forest comes under the category of supervised learning. The problems which consist
of classification or regression can be solved with it. Moreover, it can be viewed as the most
convenient and adjustable algorithm. The strength of the forest depends on number of trees in
it. If there are more trees the forest is said to be strong. On arbitrarily chosen data samples,
random forests creates decision trees and collect projections from each tree, then choose on
the best option. Additionally, it offers a fairly accurate indicator of the feature's relevance.
The built-in CART support in Python SKLEARN works with all decision trees and random
forest classifiers. Applications for random forests include recommendation systems such as
restaurant recommendation, classification of pictures, and feature selection problems. It can
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be employed to categorize dependable loan candidates, spot fraud, and forecast sickness. The
Boruta algorithm, that selects important features in a dataset, is built around it. Throughout
this project, we use the built-in Random Forest technique in Python to identify credit card
fraud transactions. We collected this dataset from the 'kaggle’ website at the URL below

URL for the dataset(from Kaggle): https://www.kaggle.com/mlg-ulb/creditcardfraud

Transaction data has been transformed to a numerical representation using the PCA algorithm
to protect consumers' privacy. Instances from the dataset are listed below.

"Time","V1","V2" "V3" "V4" "V5" "V6" "V7", "V8", "V9o" "V10" "V11" "V12" "V13", "V14"
S'VA5" "V16T, V1T, V18", V19T V20" V21", V22" "V23" "V 24" "\ 25" "'\ 26" "V 27" "
Vv28","Amount”,"Class"

4,0.22965763450793,1.141003507049326,0.0453707735899449,0.20261273673594,1.19188
0988597645,0.272708122899098,0.00515900288250983,0.0812129398830894,0.464959994
783886,-0.0992543211289237, -1.41690724314928,

-0.153825826253651,0.75106271556262,0.16737196252175
0.0501435942254188,-0.443586797916727,0.00282051247234708,-0.61198733994012,

-0.0455750446637976,-0.21963255278686,-0.167716265815783,-0.270709726172363,
-0.154103786809305,-0.780055415004671,0.75013693580659,-0.25723684591 71309,
0.0345074297438413,0.00516776890624916,4.99,0

9,-0.33826175242575,1.11959337641566,1.04436655157316,-0.222187276738296,
0.49936080649727, -0.24676110061991,0.651583206489972,0.0695385865186387,

-0.736727316364109, -0.366845639206541,1.01761446783262,0.836389570307029
1.00684351373408,-0.443522816876142,0.150219101422635,0.739452777052119
-0.540979921943059,0.47667726004282,0.451772964394125,0.203711454727929
-0.246913936910008,-0.633752642406113,-0.12079408408185,-0.385049925313426
-0.0697330460416923,0.0941988339514961,0.246219304619926,0.0830756493473326
3.68,0
16,0.694884775607337,-1.36181910308009,1.02922103956032,0.834159299216716
-1.19120879445965,1.30910881872952,-0.878585911450457,0.4452901278385
-0.446195831557423,0.568520735086962,1.01915061274695,1.29832870056251
0.420480265280796,-0.372650997239682,-0.807979512809369,-2.04455748288968
0.515663469043577,0.625847298442513,-1.30040816880609,-0.138333940419021
-0.295582931552029,-0.571955006812512,-0.0508807005036795,-0.304214501020644
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0.0720010061385359,-0.422234430367677,0.0865533980909977,0.0634986493439305

231.71,0

The column names highlighted above are the titles of the other decimal columns of the
dataset. The last column in the above three rows has a class label, in which 0 indicates that
transaction values are normal and 1 indicates that fraudulent values are present. The Random
Forest algorithm can be used to train the "CreditCardFraud.csv" file. Test data is
uploaded. The Random Forest train model will be tested with the test data to decide whether
the test data contains basic or fraudulent transaction signatures. When test data is uploaded, it
will simply consist transaction data; there won't be a class label. The application will then
forecast and provide the outcome. Figure 1 shows the test data file.

a EditPlus - [E:\manoj\CreditCard\dataset\test_data] -
File Edit View Search Document Project Tools Browser Window Help _ax
Jed@lhavDd X[« SR ECE AW =8 05RO
Directory  Cliptext t 7 + t t 1I——+——g2 + 3 + 4 + 5 + —
E: “
[ﬁ]&\ 3528,-0.189114843888824,0.133558376740387,-0.0210530534538215,149.62
23 manoj 18143,0.125894532368176,-0.00898309914322813,0.0147241691924927,2.69
‘3 BreastCancer .177839798284401,0.261145002567677,-0.143275874698919,0
(£ dataset .177839798284401,0.261145002567677,-0.143275874698919,0
28106,-0.20496€1889048451,-0.292247194159781,-0.05895955070930744,27.7
basepaperpdl 4 0.3383816€9720943,-0.352131699441536,-0.422725981644548,82.29
CancerPrediction.py 84143186059059,-0.42254203234575,0.0470780379929637, 64.04
S\EHR‘EEtNSHOTS‘thX ,—0.657487754764504,-0.827135714578603,0.849573379985768, 59
e redistxBd.exe 2,0.4989372478768272,-0.0244941197637929,0.0093174473995589¢6, 31.81
B 78795733,0.621477774448982,-0.0781027401317497,0.0325123056509956, 180.16
All Files (*) ~|[]< 3
1 oPersonalitypy o creditcard.csv o test_data @ Noname 2 o CancerPrediction.py
For Help, press F1 n 7 col 519 12 00 PC ANSI
) 0201
OTypeheremsear(h - L Az dx 16-11-2019 54

Fig.1 Test data file

There are no 0 or 1 values in test data file shown in above screen, random forest algorithm

will be used by the application to perform prediction from the given test data and give the
result.

V. RESULTS AND DISCUSSION

fig.2 to fig. 9. Shows the execution process and screenshots of the work

Double click on ‘run.bat’ file to run the project and below screen will be visible.
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§ Credit Card Fraud Detection

X

Credit Card Fraud Detection Using Random Forest Tree Based Classifier

Upload Credit Card Dataset | Generate Train & Test Model

Run Random Forest Algorithm |

Clean & Fraud Transaction Detection Graph ‘ Exit

Detect Fraud From Test Data ‘

H o Type here to search

i [
* erizo0 A

Fig.2 Credit Card Dataset upload
Select the ‘Upload Credit Card Dataset’ button.

[2
§ Open b
4 || « manoj » CreditCard > dataset vl » ping Random Forest Tree Based Classifier
Organize v New folder - ™ @
~  MName Date modified Type
s Quick access
I Desktop 1] (red\t(arfj Microsoft Excel C...
| information Text Document
& Dounloads ) test_data File
= Documents
=] Pictures
CrudeQil
dataset
dataset
paper
@ OneDrive
[ This PC ol® 3
File name: | creditcard ~

Upload Credit Card Dataset

Generate Train & Test Model

Run Random Forest Algorithm ‘

Clean & Fraud Transaction Detection Graph | Exit

Detect Fraud From Test Data

H O Type here to search

0228

"~ 16-11-2019 E4

Figure.3 Browse Credit Card Dataset

Below screen will be visible after uploading dataset
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— o x

# Credit Card Fraud Detection

Credit Card Fraud Detection Using Random Forest Tree Based Classifier

E:/manoj/CreditCard/dataset/creditcard.csv loaded

Upload Credit Card Dataset

Generate Train & Test Model Run Random Forest Algorithm ‘

Detect Fraud From Test Data

Clean & Fraud Transaction Detection Graph

Exit

ﬂ Q Type here to search

Fig.4 Train and Test Model generated

Now select ‘Generate Train and Test Model’. It will produce the model of training for
Random Forest Algorithm

§ Credit Card Fraud Detection

Credit Card Fraud Detection Using Random Forest Tree Based Classifier

E:/manoj/CreditCard/dataset/creditcard.csv loaded
Train & Test Model Generated

Total Dataset Size : 284507

Split Training Size : 199364
Split Test Size : 85443

Upload Credit Card Dataset

Generate Train & Test Model Run Random Forest Algorithm ‘

Detect Fraud From Test Data

Clean & Fraud Transaction Detection Graph | Exit

. 0229
H o Type here to search o _

& i BB

Figure 5 shows the total number of records in dataset

Total records available in dataset will be visible on the screen after generating training model
and then the information of records that is how many records used for training and how many

used for testing. Now click on “Run Random Forest Algorithm’ button to generate Random
Forest model on train and test data.
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- ®

¢ Credit Card Fraud Detection

Credit Card Fraud Detection Using Random Forest Tree Based Classifier

E:/manoj/CreditCard/dataset/creditcard.csv loaded
Train & Test Model Generated

Total Dataset Size : 234807
Split Training Size : 199364
Split Test Size : 85443
Prediction Resulis

Random Forest Accuracy

Accuracy : 99.78816286881312

Upload Credit Card Dataset | Generate Train & Test Model Run Random Forest Algorithm ‘
Detect Fraud From Test Data ‘ Clean & Fraud Transaction Detection Graph ‘ Exit

02:32
O Type here to search i A A 8 7 dx

16-11-2019 L

Fig. 6 Run Random Forest Algorithm

In above screen we can see Random Forest generate 99.78% percent accuracy while building
model on train and test data. Now click on ‘Detect Fraud from Test Data’ button to upload
test data and to predict whether test data contains normal or fraud transaction.

[

Credit Card Fraud Detection Using Random Forest Tree Based Classifier

¢ open ®
A ||« mangj > CreditCard > dateset v ©| | Search dataset P
Organize ¥ New folder =« [
A Name Date modified Type
 Quick access
0 Desitop 4] creditcard 05-11- 9 Microsoft Excel C...
] information 15-11- 1 TextDocument
J Downloads " test_data 16-11-2019 01:11 File
5| Decuments
=] Pictures
Crude0il
dataset
dataset
paper
@ OneDrive
3 This PC ole N
File name: |test_data v
Upload Credit Card Dataset | Generate Train & Test Model Run Random Forest Algorithm ‘

Detect Fraud From Test Data

Clean & Fraud Transaction Detection Graph ‘ Exit

O Type h h = SR 7z dx 0233 =]
ype here ta searc . o 7 B

Fig.7 Browse Test data file

In above screen | am uploading test dataset and after uploading test data will get below
prediction details.
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§ Credit Card Fraud Detection - X

Credit Card Fraud Detection Using Random Forest Tree Based Classifier

~U.UDZI0UDL -U.U/DDULID U.UDDIVIDD -U.2D342013 -U.100Y /441 1.01L/L000
1.06523531 0.48909502 -0.1437723 0.6 9 0.46391704 -0.11480466

-0.18336127 -0.14578304 -0.06908314 -0.22577525 -0.63867195 0.10128802

-0.33984648 0.1671704 0.12589453 -0.0089831 0.01472417], Predicted = Transaction Contains Cleaned Signatures

X=[ 4.06000000e+02 -2.31222654e+00 1.95199201e+00 -1.60985073e+00
3.99790559¢+00 -5.22187865e-01 -1.42654532e+00 -2.53738731e+00
1.39165725e+00 -2.77008928e+00 -2.77227214e+00 3.20203321e+00

-2.89990739e+00 -5.95221881e-01 -4.28925378e+00 3.89724120e-01
-1.14074718e+00 -2.83005567e+00 -1.68224682e-02 4.16955705e-01
1.26910559e-01 5.17232371e-01 -3.50493686e-02 -4.65211076e-01
3.20198199¢-01 4.45191675e-02 1.77839798¢-01 2.61145003e-01

-1.43275875e-01], Predicted = [@ TN ERITT Wy T EET TG

X=[ 4.06000000e+02 -2.31222654e+00 1.95199201e+00 -1.60985073e+00
3.99790559e+00 -5.22187865e-01 -1.42654532e+00 -2.53738731e+00
1.39165725e+00 -2.77008928e+00 -2.77227214e+00 3.20203321e+00

-2.89990739e+00 -5.95221881e-01 -4.28925378e+00 3.89724120e-01
-1.14074718e+00 -2.83005567e+00 -1.68224682e-02 4.16955705e-01
1.26910559e-01 5.17232371e-01 -3.50493686e-02 -4.65211076e-01

Upload Credit Card Dataset Generate Train & Test Model Run Random Forest Algorithm ‘
Detect Fraud From Test Data | Clean & Fraud Transaction Detection Graph ‘ Exit

HOType here to search £ Aoz dx mﬂlﬁj}m =}
Fig.8 Prediction Details

In above screen beside each test data application will display output as whether transaction
contains cleaned or fraud signatures. Now click on ‘Clean & Fraud Transaction Detection
Graph’ button to see total test transaction with clean and fraud signature in graphical format.
See below screen

Credit Card Fraud Detection Using Random Forest Tree Based Classifier
(%) Figure 1 - O X

-U.UBLIOUDL -U.U [3BULYD U.UBDLULY
1.06523531 0.48909502 -0.1437723
-0.18336127 -0.14578304 -0.069083
-0.33984648 0.1671704 0.1258945

X=[ 4.06000000e+02 -2.31222654eH
3.99790559e+00 -5.22187865e-01 -
1.39165725e+00 -2.77008928e-+00

-2.89990739e+00 -5.95221881e-01 -

-1.14074718e+00 -2.83005567e+00
1.26910559e-01 5.17232371e-01-3
3.20198199e-01 4.45191675¢-02 1

-1.43275875e-01], Predicted = Cont:

X=[ 4.06000000e+02 -2.31222654e+
3.99790559e+00 -5.22187865e-01 -
1.39165725e+00 -2.77008928e+00

-2.89990739¢+00 -5.95221881e-01 -

-1.14074718e+00 -2.83005567e+00
1.26910559e-01 5.17232371e-01-3

Total Transactions Normal Transaction Fraud Transaction

Upload Credit Card Dataset ﬂ‘ (_‘_)| ,}.‘Q“:.j

Detect Fraud From Test Data 1 Clean & Fraud Transaction Detection Graph 1 Exit

H O Type here to search

Fig.9 Clean & Fraud Transaction Detection Graph
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In above graph we can see total test data and number of normal and fraud transaction
detected. In above graph x-axis represents type and y-axis represents count of clean and fraud
transaction

V. FUTURE SCOPE AND CONCLUSION

When it comes to referring to this criminal deception as "Credit card fraud, there is no
reluctance. In this study, the Local Outlier Factor and Random Forest techniques are
compared. Along with this, a section on credit card fraud was included. The findings of the
study show that Isolation Forest is an important presenting tool despite the uneven data and
the compressed timeframe. Because it is built on machine learning techniques, the database
can only determine its own existence by creating more records over time. The main goal of
scheme authorizations was to keep sections of often occurring procedures connected so that
their outcomes may be combined to improve the correctness of final result. This prototype
might be improved by including more steps. As the dataset is increased, the accuracy of
procedure improves. More data will improve the prototype's accuracy in identifying frauds
and lower the amount of false positives.
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