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Abstract 

Numerous security and privacy issues with IoT systems must be properly 

considered. There are benefits and drawbacks to both centralized and decentralized 

methods. Delays, computing expenses, and energy concerns constrain decentralized 

systems, whereas scalability constrain centralized solutions. We proposed a multi-

agent architecture to enable straightforward, decentralized IoT access control 

security solutions. The responsibility for providing the necessary security for cloud 

computing, local IoT device connectivity, fog node security, core fog node security, 

and access control falls on blockchain management. The proposed architecture is a 

versatile strategy that may be applied to various IoT applications. Additionally, 

because they tend to focus on access control issues in specific IoT applications, 

such as smart homes, earlier research has not effectively addressed IoT obstacles. 

The authors are aware that the application and effectiveness of the solution in 

comparison to similar studies must be assessed during the implementation and 

testing phases. 

Keywords: IoT, Cloud, Blockchain, Security, throughput. 

 

 

1. Introduction  

The IoT is an expansion of the Internet's capabilities that links various digital devices 

together for the purpose of exchanging data with one another. The Internet of Things, or IoT, is a 

network of interconnected electronic gadgets. Having devices that are both individually identifiable 

and capable of exchanging data with one another paves the way for improved human and 

commercial interaction and the development of more informed policy choices. 

IoT will bring about revolutionary advances that improve human life, but it will also bring 

up various security concerns relating to privacy, system configuration, information 
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storage/management, and access control, therefore this scenario warrants serious examination. [1]. 

One of the biggest obstacles of the internet of things is resolving security and privacy concerns. One 

of the main components of the Internet of Things that can cause security problems is its 

heterogeneity [2]. 

Authentication and authorization solutions design is a crucial part of solving security and 

privacy problems in low-resource IoT devices [3]. To handle the distribution of lightweight and 

decentralized IoT safe access control, we present an architecture based on a multi-agent system and 

employ a private distributed blockchain. The proposed solution's primary focus is on protecting the 

integrity of data transmitted across IoT gadgets, fog nodes, and the cloud. 

Background of Access Control System in IoT 

Utilizing blockchain technology in IoT, the recent work of [4] eliminates the need for a 

centralized server. Blockchain technology enables IoT devices and users to keep a distributed 

database where sensor data may be maintained by individuals in a manner analogous to that of 

crypto currency [4]. Only a small number of recent papers [5, 6] have proposed analogous methods 

for other contexts. However, the confidentiality of transactional data is not safeguarded by these 

methods. The reason for this is that every method employs symmetric key encryption for protecting 

sensitive information. Here are a few common entry points into the information contained within 

the Internet of Things. 

Access Control in IoT 

Authentication and authorization of communication rights and resource access in 

accordance with predetermined security standards and regulations is what Access Control (AC) is 

all about [4]. The term "access control" (AC) is used to describe the process by which authorized 

entities are granted permission to use a system's resources according to a set of rules. 

The issue of applying an appropriate access control model to billions of IoT devices is not 

an easy one. Despite the significant research done on authentication and authorization concerns in 

the literature, these problems have only just begun to surface in the Internet of Things (IoT) setting. 

While widely used in IT infrastructure, access control mechanisms such as access control list 

(ACL), role-based access control (RBAC), and attribute-based access control (ABAC) aren't 

optimal for providing scalable, efficient, and easily manageable applicability in an Internet of 

Things (IoT) setting [1]. 

While ACL's centralized architecture allows for improved management and tracking of 

actions, it still places limitations on where access control measures can be deployed. Confusion in 

duty problems arises as the number of IoT devices increases because of the corresponding rise in 

the complexity of access restrictions. Because of its centralized architecture, ACL has poor 

granularity and scalability and is very vulnerable to a single point of failure [5]. 

By leveraging the Internet of Things (IoT) strategy, the RBAC model provides a resource 

access authorization mechanism to users based on roles and stated principles such as priority, the 

separation of duties, and administrative function partitioning [6]. In a highly decentralized network, 
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these methods fall short of completely satisfying the demands of access control mechanisms and 

inter-device communication. For an IoT setting, you need a Capability-Based Access Control 

(CapAC) solution because of the problems with traditional access control methods. The ABAC 

model directly correlates qualities with subjects, hence mitigating the role explosion issue in 

RBAC. Attribute certificates of users are used to determine who gets what [5]. The complexity of 

the ABAC model and the importance of policy management both rise in tandem with the number of 

IoT devices [2]. 

For extremely extensive IoT-based infrastructures, a capability model is put into action. 

Each topic in this model has its own capability list that specifies which target objects it can interact 

with [7]. CapAC has been successfully implemented on a broad scale, although it presents a number 

of difficulties in the areas of access right propagation, and revocation.  

1.1 Access Control Challenges in IoT 

The main challenges of applying existing access control mechanisms in the IoT environment are as 

follows: 

1. Reusability of existing solutions. 

Although access control techniques have been the subject of substantial research and have been 

successfully implemented in the real world, they cannot be retrofitted onto an existing IoT 

infrastructure as-is due to their complexity and non-compliance with IoT standards. It takes time to 

implement, deploy, and accept a system built from the ground up [1]. 

2. Centralized vs. distributed access control mechanisms 

Accessible control rules are provided by centralized solutions, yet there is only one potential 

failure point. Scalability problems [8] prevent centralized, state-of-the-art security frameworks from 

being implemented in an IoT setting. Users in a centralized end-to-end mechanism do not have 

control over who can see their information. This decentralized approach to the problem ensures 

confidentiality with minimal expense and no need for trust in a central authority. These 

decentralized systems are challenging to administer and call for constant tweaks to the access 

control policies on individual devices. 

3. Scalability 

The number of devices that can communicate with one another is growing at an unprecedented 

rate, which is making the task of managing these connections more difficult than ever. Scalability is 

a key feature of any decentralized and distributed access control method for the Internet of Things 

[9], as the number of connected devices is expected to explode. 

4. Heterogeneity 

The infrastructure supporting the Internet of Things is decentralized and made up of a wide 

variety of heterogeneous, networked devices running on a wide variety of underlying technologies. 
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Providing a scalable, robust, and secure IoT environment is greatly hampered by the fact that the 

underlying authentication and authorization policies of these technologies vary across domains. 

5. Resource constraints 

Low-power, loss-prone networks connect IoT devices, which are limited in their ability to 

compute and store data. The access control system should make it simple to deal with the 

aforementioned problems, given the available means [10]. 

As a result, the access control mechanism needed to take into account new criteria, such as 

those related to the IoT ecosystem, including dispersion, scalability, heterogeneity, and a 

lightweight design. 

The following is a brief overview of the work's contributions: 

The main contribution of this work is a novel blockchain-based architecture for the Internet 

of Things (IoT) security. The method makes use of a multi-agent system using SABE that is based 

on decentralised access control. The solution makes use of a private hierarchical blockchain to 

increase the IoT system's security and meet the requirements of low-power IoT devices. 

The usage of mobile agent software, which can significantly contribute to the reduction of 

traffic overheads, serves as further evidence that we developed a generic, lightweight, and scalable 

solution that can be utilized by a variety of IoT applications. 

Ours stresses the efficient and effective security of each layer of an IoT architecture using a 

private hierarchical blockchain structure, in contrast to competing solutions, and allows a, 

incorporating of mobility and intelligence, and application Mandatory Access Control (MAC), 

which is based on a hierarchical security level. 

The remainder of the paper is organized as follows: Section 2 discusses the present IoT 

access control scheme. We quickly examine blockchain in Section 3 and how it relates to the 

Internet of Things. In Section 4, presents the findings, their analysis, and a discussion of them. The 

project is finished, and Section 5 discusses the project's future. 

2.  Literature Review 

The relevant work in this paper can be divided into three primary categories with some overlap: 

multi-agent systems for access control, existing security control solutions in IoT, and blockchain-

based access control for IoT. 

2.1 Survey on Encryption Methods for security 

Data encryption is an effective method to minimize data privacy and preserve data 

confidentiality. Unidentified privacy-preserving with authentication scheme was proposed in (Z. 

Guan et al.,2019) which is used to control smart devices and fog nodes nearby. The Paillier 

encryption algorithm was used to protect data privacy during data aggregation. A lightweight data-

conserving compression scheme was introduced for computation in (R. Lu et al. 2017). This 

approach distinguished by the use of homomorphic Paillier encryption, Chinese Remainder 
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Theorem, and one-way hash chain techniques not only to combine data of hybrid IoT systems into 

one but also to insert fake data at the edge of the network at an early stage. 

A novel security service has been proposed in (N. Abbas et. al. 2019) to offer start to finish security 

for IoT gadgets at the fog layer access the character-based encryption and mark cryptographic 

plans. This scheme provides security features like authentication, anonymity and non-repudiation.  

In (Yousefi et al.,2017), the author proposed a hybrid encryption algorithm which implemented to 

minimize safety risks and increase the speed and less computational difficulty of the encryption. 

The intent of this hybrid algorithm is knowledge privacy, secrecy, non-repudiation in information 

exchange for IoT. 

An Identity-Based Encryption method presented in (N. Farjana et al.,2019) which guarantee secure 

information transmission to authorized users. Four-tiered hierarchical identity-based architecture for 

fog computing to offer data security 

Table 1 shows encryption methods. 

Author & citation Technique Method 

(Sheshrao et al. 2016) 
Homomorphic 

Encryption 

Multilevel security is used to protect data. Additionally, 

personal data is safeguarded.  

(Vishwanath et al. 

2016) 

Advanced 

Encryption 

Standard (AES) 

Encryption and decoding are accomplished using a 

single standard key. Three datasets were used to assess 

security at the fog level.  

(Farjana et al.,2019) 

Identity-Based 

Encryption 

(IBE) 

Suggested a four-tiered hierarchical design and 

employed the IBE approach to secure the fog. 

Efficiencies increased by 30%  

(Wang et al. ,2017) 

Data 

Aggregation 

Technique with 

Homomorphic 

Encryption 

Securely upload data to public cloud services while 

protecting user identities. Preserve fog node bandwidth  

 

(Xu et al. 2018) Attribute-based 

Encryption and 

Attribute-based 

Decryption  

The logical combination 

of both encryption and 

signature and form 

encryption. 

Confidentiality and 

authentication of 

sensitive information 

achieved  
 

Attribute-based 

Encryption and 

Attribute-based 

Decryption  

Combination of encryption, signatures, and form 

encryption. Attained confidentiality and authenticity of 

critical information  
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2.2 Access control mechanism with smart contract for data sharing 

It is plainly inconvenient and inefficient to transmit paper medical record between multiple 

hospitals by client themselves. Sharing healthcare data is regarded as a critical strategy for 

improving healthcare quality and lowering medical expenses. Though current E-IOT systems 

provide a lot of ease, there are still a lot of roadblocks in the way of secure and scalable data 

exchange across many companies, which limits the advancement of medical decision-making and 

research. In a centralized system, there is a risk of a single-point attack and data leakage. 

Furthermore, client are unable to retain control of their personal information in order to share it with 

someone they trust. It could lead to the unauthorized use of personal information by inquiring 

groups. Furthermore, different competitive organizations that lack trust partnerships are unable to 

share data, which will hamper data sharing progress. In this case, it is necessary to ensure security 

and privacy protection and return the control right of data back to users in order to encourage data 

sharing. It is relatively simply to deal with security and privacy issues when data resides in a single 

organization, but it will be challenging in the case of secure health information exchange across 

different domains. Meanwhile, it should think about ways to stimulate more efficient collaboration 

in the medical field. One typical solution is to use a secure access control system that allows only 

authorized entities to access shared data. This approach involves an access policy, which is 

typically made up of an access control list (ACL) linked to the data owner. An access control list 

(ACL) is a list of requestors who have authorization to access data, as well as the permissions (read, 

write, update) they have on that data. Authorization is the process of allowing authenticated users 

permission to access protected resources in accordance with preset access policies. Authentication 

is always done first, followed by permission. This mechanism's access policies are primarily 

concerned with who is executing which actions on which data objects for which goals.. Traditional 

access control approaches for E-IOTs sharing are deployed, managed and run by third parties. Users 

always assume that third parties (e.g. cloud servers) perform authentication and access requests on 

data usage honestly. However, in fact, the server is honest but curious. It is promising that 

combining blockchain with access control mechanism is to build a trustworthy system. Users can 

realize secure self-management of their own data and keep shared data private.  

Peterson et al. (2016) proposed that client would only be able to authorize access to their 

records under specified circumstances, according to the proposal (research of a certain type, and for 

a given time range). Data requestors must meet these conditions to access the given data, according 

to a smart contract posted directly on the blockchain. The system will terminate the session if the 

requestor does not have the necessary access rights.  

Similarly, smart contracts in Dan et al., (2016) can be used to grant and revoke access rights, 

as well as alert providers of updated information as they move in and out of networks. 

Azaria et al. (2016) MedRec is a decentralized record management system built on the 

blockchain. Client-Provider Relationship Contracts are used in this system to connect any two 

nodes where client manage and share medical records with healthcare providers. Providers can add 

or modify this record in the case of client’s permissions. When malevolent entities violate data 

access rights, a record is kept in the block to trace them down. They also created a user-friendly 
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graphical interface that enables client to communicate off-chain data while maintaining fine-grained 

access control.  

Nguyen et al. (2019) When mobile users send requests, the admin component built an access 

protocol based on smart contracts. To prevent malicious attacks and guarantee trustworthy E-IOT 

sharing, smart contracts will check any transaction using preset access protocol policies. However, 

due to processing transactions such as Area ID, mobile gateway ID, and client ID, interested miners 

may infer personal information during the mining process. 

Liang et al. (2017) Hyperledger Fabric's channel concept, which isolates different types of activities 

for users in different channels to share different grained data, was creatively used. chaincode (smart 

contract) with various access types, permissioned operations, and selected shared data indicated in 

the certificate by data owners can be launched in the channel. A channel system like this makes 

effective use of Fabric to promote data privacy in addition to data exchange. 

The majority of the access control policies listed above specify who is allowed to do which 

approved activities on which parts of the data. Policies of various types are employed in many 

contexts, such as those based on roles, purposes, qualities, and so on. The majority of the systems 

mentioned above are part of RBAC (role-based access control) schemes. 

Yue et al. (2016) designed Healthcare Data Gateway is a blockchain-based app architecture for 

smartphones and computers (HDG). They presented a purpose-centric access control paradigm with 

two sorts of data based on access purposes: raw data (healthcare service) and statistics data (medical 

research). Throughout the workflow, each transaction is processed using various sharing 

mechanisms for various goals. This system enables client to simply manage and monitor their 

healthcare data sharing. In most systems, smart contracts have predetermined access regulations 

based on requestors' roles/purposes and privileges based on role/purpose. However, it is inflexible 

when dealing with unforeseen or dynamic situations, which could provide a security risk. 

 ( Fernández-Alemán et al., 2013 ). Another technique, Attribute-Based Access Control (ABAC), 

has been implemented in secure systems to address remaining difficulties with RBAC extensions 

and to improve security in specific situations. The ABAC-based system extends role-based features 

to attributes and establishes various policies for different groups of attributes in access requests. 

These traits are used to characterize the characteristics of subjects, resources, and the environment, 

among other things. Access to sharing data is granted only if the requestor's characteristics set 

complies with preset access policies ( Dias et al., 2018 ). 

Maesa et al., (2018) proposed a blockchain-based attribute based access control scheme 

according to the XACML standard for the compatibility of smart contracts. They go into great 

depth about how to design and translate access policies. Their method ensures that valid requestors 

are properly assessed, while malicious or malfunctioning entities are denied access to any resource. 

Pussewalage and Oleshchuk, (2018) proposed a delegable attribute-based access control 

system based on blockchain for managing authorization operations and reducing key management 

overhead through attribute revocation. They devised a maximum permitted length chain of 
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delegations, consisting of the delegate and his subsequent delegations, in order to give flexible 

relegatable access with lower revocation computational overhead. 

2.3 Survey on e-IoT data management 

Based on Objectives, Models, Architecture, and Mechanisms, Ouaddah et al. [1] gave a 

thorough analysis of the current access control methods in the Internet of Things (OM-AM). The 

study also included a taxonomy that was based on an exhaustive review by the authors. In relation 

to the IoT environment, the article examined the benefits and drawbacks of access control models 

and protocols. Additionally, they provided a blockchain-based decentralised access control system 

for the Internet of Things called FairAccess [10]. To protect users' privacy, the framework 

employed the pseudonymous technique. To grant, get, delegate, and revoke access based on access 

tokens, they developed a new form of transaction. The Attribute-Based Access Control concept is 

the foundation for this. The FairAccess authorization system is based on authorization tokens, 

which grant access rights to a certain resource to the requester or receiver. This resource is defined 

by its address and a smart contract that expresses its access control regulations. However, this 

framework might result in a delay as a result of owner communication, solely using tokenization for 

permission, and ending a token or asking for new access from the owner. 

For Internet of Things (IoT) devices, Novo [8] proposes scalable decentralised access 

management based on blockchain technology. In order to reduce network overheads, the 

architecture excluded IoT devices from the blockchain network. Regarding IoT access control, the 

system has a number of benefits, including mobility, accessibility, parallelism, lightweight 

architecture, scalability, and transparency. This framework provides managers that make it possible 

to register and verify IoT devices. The distribution of query rights via management hubs increases 

the scalability of this method, but if the manager is unscrupulous, it could pose security risks. 

Liu et al[13] .'s developed an authentication and access control mechanism for an IoT 

infrastructure that uses an RBAC authorization approach based on the user's role and an ECC 

(Elliptic Curve Cryptosystem)-based security key. Due to the high user count and RBAC's inability 

to pre-assign permission, the suggested approach is not scaleable in an IoT setting. The security 

assessment of the proposed protocol is weak, and frequent message exchanges are required. 

By combining secure session key formation, preserving user anonymity, and mutual 

authentication, Ndibanje et al. [14] increased the efficiency at a low communication cost. This 

method falls short in protecting the authenticity of sent messages, though. 

By concentrating on user and system preferences to grant or deny access, Touati et al. [16] 

suggested an activity control method (a broader version of context-aware access control). For 

dynamic access policy adaption, they used a finite state machine and ciphertext-policy attribute-

based encryption (CP-ABE). 

The key/attribute revocation issue was also the focus of Touati et al. [17]'s batch-based CP-

ABE solution. The suggested approach decreases overall complexity and overheads and does not 

call for additional nodes for processing. For access service management, the Cap-BAC approach is 
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based on the least privileged concept. To grant access to the necessary resources, the service 

provider requires an authorization certificate from the user. 

3. Proposed approach: 

The developed permissioned blockchain-based secured cloud store data introduces for choosing 

the optimal key for the encryption of medical text data to make highly secured cloud records. GOA 

[26] is used in the developed model owing to its improved efficiency in determining the optimal 

solution and does not undergo the local optimum problem. The developed Approach is enclosed 

with the deviation-based concept for updating the final position of candidates to obtain the optimal 

solution. First, the GOA deviation is estimated with “the solution in GOA without any 

computations in it that is represented by 1dv ”. Similarly, the DHOA deviation is computed and it is 

expressed 2dv without any computation in the DHOA. The final position upgrade is taken place as 

shown in Eq. (2). 

21 dvdvPosPos                                                        (2) 

The pseudo-code of the proposed GHO is given in Algorithm 1. Here, the successor position of the 

hunter is depicted as
spXt . Then, determine the fitness value for every search agent and update both 

the leader and successor position until the stopping condition to be satisfied. Finally, the best 

solution is attained. 

 

Steps and algorithm definitions for permissioned blockchain-based EHR security 

Permissioned Blockchain Steps 

The Cloud data sharing scheme is involved on the permissioned blockchain enclosed with different 

steps and six different algorithms as given below. 

System Initialization: 

   SkPu,Setup  : Here, the setup algorithm is processed with the help of system manager. The 

input is obtained as security parameter   and the output is given as the master secret key Sk  and 

public parameters Pu . 
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Key Generation: 

  TKSuPuSk ,,KeyGen : Here, the secret key generation algorithm is involved and controlled by the 

system manager. The input is acquired as the attribute set Su  of a user, public parameters Pu and 

master secret key Sk . Similarly, the output is regarded as the secret keyTK . 

Data Storage: 

   DJNUSPuEnc ,,,,  Here, the encryption algorithm is used, which the admin handles. The 

EHRs N , keywords set U  of shared cloud records, access control structure S of client Pt  and public 

parameters Pu  are used as the input for the algorithm. The output is accomplished to be a ciphertext 

D and keywords index J . 

Data Query: 

  USTKUPu ,,Trapdoor The user is employed for handling the trapdoor generation algorithm, where 

the input is acquired as the secret key TK , search keywords set U  and public parameters Pu , and 

the algorithm's output is attained as search trapdoor US  . 

  DSJ U ,Search : Here, the search algorithm is processed with the support of participants, who are 

presented in the permissioned blockchain. Here, the input is acquired as the search trapdoor US  and 

keywords index J  and the output is received as the ciphertext D . 

Data Decryption: 

  NDSkPu ,,Decrypt : The user is accessed with the decryption algorithm with the input as 

ciphertext D , secret key Sk and public parameters Pu . Finally, the decryption algorithm provides the 

message N as the output. 

Steps and algorithm definitions for permissioned blockchain-based E-IOT security 

I. Permissioned Blockchain Steps 

The E-IOT sharing scheme is involved on the permissioned blockchain enclosed with different 

steps and six different algorithms as given below. 

System Initialization: 

   SkPu,Setup  : Here, the setup algorithm is processed with the help of system manager. The 

input is obtained as a security parameter   and the output is given as the master secret key Sk  and 

public parameters Pu . 

Key Generation: 

  TKSuPuSk ,,KeyGen : Here, the secret key generation algorithm is involved and controlled by 

the system manager. The input is acquired as the attribute set Su  of a user, public parameters, 

Pu and master secret key Sk . Similarly, the output is regarded as the secret keyTK . 
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Data Storage: 

   DJNUSPuEnc ,,,,  Here, the encryption algorithm is used, which the admin handles. The E-

IOTs N , keywords set U  of shared E-IOTs, access control structure S of client Pt  and public 

parameters Pu  are used as the input for the algorithm. The output is accomplished to be a ciphertext 

D and keywords index J . 

Data Query: 

  USTKUPu ,,Trapdoor The user is employed for handling the trapdoor generation algorithm, where 

the input is acquired as the secret key TK , search keywords set U  and public parameters Pu , and 

the algorithm's output is attained as search trapdoor US  . 

  DSJ U ,Search : Here, the search algorithm is processed with the support of participants, who are 

presented in the permissioned blockchain. Here, the input is acquired as the search trapdoor US  and 

keywords index J  and the output is received as the ciphertext D . 

Data Decryption: 

  NDSkPu ,,Decrypt : The user is accessed with the decryption algorithm with the input as 

ciphertext D , secret key Sk and public parameters Pu . Finally, the decryption algorithm provides the 

message N as the output. 

II. Process Carried out for Retrieval of E-IOT using Permissioned Blockchain  

The developed method is enclosed with three stages: "system setup, data generation and storage, 

and data search and access". 

Stage 1-System setup: 

  Setup : The input is given as the security parameter  and considered the two different 

multiplicative cyclic groups such as 1H  and 2H  along with the generator q  and the two 

generators of 1H be denoted as 1h and 2h . Assume 211: HHHf  to be an admissible bilinear 

map. The system has chosen the variables
 qA ,
 and has computed






222 ,, hhh  . Then, the 

four different has functions are chosen as
  

 qAI 1,0:1 ,
 qAHI 12 :
, 23 : HAI q 



 and 

  1,0: 24 HI . The system parameters are described 

as













 432122221 ,,,,,,,,,, HHHHhhhhhfqPu 





is used and the master secret key Sk  is generated 

with secret as in Eq. (13). 

 ,Sk                                                                  (13) 
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  KeyGen : Here, the system manager takes the responsibility of choosing
 qAs
 and the 

computation of


 s

hS



 1 ,

s

hhS 







21 are done. The selection of
 qb Au
is done for all 

attributes Tb and further, determine
bu

b hY 1  and
 bIus

b
bhhZ 1

11 . Finally, the attribute authority 

passes the secret keyTK  towards the users as in Eq. (14). 

  TbZYSSTK bb  ,,,                                     (14) 

Stage 2: “Data generation and storage” 

The client Pt  visits the hospital for treating their illness, where the hospital server has randomly 

chosen 
 qAi
and has computed  iI3 and the server has reserved  . Here, the term i is used as the 

secret key between the admin E  and client at the time of consultation. The admin E s responsible for 

handling the encryption algorithm as given below. 

  vnEnc , : In the first step, the admin E  has produced the health records   1,0N  related to the 

client Pt  and also has utilized the assess structure  i,  for computing 



i

hD 10  and   ihhfIND 1141 , . In the second step, the admin is involved in extracting the 

keywords sets
 qAcb,
 for designing the polynomial equations according to the 

keyword  nuuuU ,,, 21  s given in Eq. (15). 

          

01

1

1

12111

bybybyb

cuIyuIyuIybyh

n

n

n

n

n







 



 (15) 

Here, for every kb ,  nk ,,2,1  is used for computing
kb

k hM

2 ,

ci hhG 220  and
ihG 

21  . The output of the 

encryption algorithm is shown in Eq. (16) and Eq. (17). 

 10 ,, DDDN                                                         (16) 

  



wwwku CBGGMJ ,,,, 10                                 (17) 

The admin E ha uploaded the ciphertext ND and uJ into the database server of the E-IOT system 

present in the hospital. After uploading the data, the cloud server needs to be verifying the 

authentication of a admin. The admin E  has arbitrarily selected 
 qAss 21, for every attribute Tb  and 

has selected
 qb Au '

 and has computed
 bIuss bhh 1

'
21

2

,

21  and hh bus 


2

22 . Then, the admin transmits  i,, 21   

towards the E-IOT server that is used for
 

i
bI

Ii 











1

1
2



and also has determined  iI3  to be true or 

not. Then, the correctness is given in Eq. (18). 
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                                       (18) 

The manager present in the E-IOT system is involved for extracting the block cJE , which is the 

identification of the hospital and the client identity is indicated by PtJE and the secure keyword is 

expressed by uJ . The server in the EH system is used to broadcast the new transactions towards the 

blockchain denoted by
 uPtcJ JJEJEUY

u
,,

. 

Stage 3: “Data search and access” 

 Trapdoor : The trapdoor US  belongs to the keyword set is indicated as in Eq. (19). 

  TbZYFLLS bbjU  ,,,, 10                            (19) 

 Search : The searcher is performed with the attributes on the permissioned blockchain 

belongs to trapdoor and has computed the secret value of the leaf node as in Eq. (20). 

   0

21
3, wiss

w hhfF                                            (20) 

 Decrypt The data user has obtained the ciphertext  10 D,DU,D   through the hospital server, 

and the ciphertext's decryptions are performed with the ciphertext. 

 
 

 si

Wb

Wb
w hhf

CYf

BZf
F 21,

,

,


                                   (21) 

 
















wF

DSf
I

D
N

0
4

1

,

                                                  (22) 

The above two equations shows the decryption of medical records for regaining the data related to 

the client. 

In contrast to previous studies, this one is meant to offer a lightweight, scalable, and secure 

solution. We propose a protocol for capability-based Internet of Things (IoT) access control 

architecture design based on the use of a blockchain-based decentralised identity, and we analyse 

the system interactions that arise from this design. All aspects of the suggested method, including 

its practicability, safety, and efficiency, are assessed [19]. 

Our method ensures the confidentiality and security of our customers' data. In the proposed method, 

the client comes first so that the security policy can retrieve the client's medical records. The policy 
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trades can be obtained using the publicly accessible blockchain. As a result of the public blockchain 

only storing a transient client ID, it is not possible to record the client's access history to data. In 

addition, our system reviews clients based on who is responsible for data analysis. This means they 

have full access to it, albeit being housed on a server. 

4. Result Analysis 

The permissioned blockchain-based secured cloud storage model is developed in Python and 

further analysis was conducted to verify the transactional latency, time taken, and effectiveness of 

the system. The evaluation was made between the developed and state-of-the-art methods to show 

improvement in the blockchain-based cloud data transmission model. The population size of 10 and 

maximum count of iterations as 100 was utilized in the developed model [29]. The proposed CCP-

ABE was distinguished with other existing algorithms like “ Whale Optimization Algorithm 

(WOA) [28], Coronavirus Herd Immunity Optimization (CHIO) [29], GOA [26] and DHOA [27] 

and machine learning algorithms like BIoTHR [3] and EACMS [4]”. 

Convergence analysis  

 The convergence rate of the proposed model is evaluated with different existing algorithms 

at the increasing iterations as depicted in Fig. 3. The proposed CCP-ABE-based EHR transmission 

model secures less ciphertext size, computation cost and encryption cost by tuning the encrypted 

keys for encryption and decryption, which is observed by comparing with the conventional 

optimization techniques. The betterment of the proposed model is observed to be 14.2%, 13.3%, 

12.02% and 12.4% enhanced than WOA-CCP-ABE, CHIO-CCP-ABE, GOA-CCP-ABE and 

DHOA-CCP-ABE, respectively at the 40
th

 iterations. Hence, it is verified that the suggested 

HGHO-CCP-ABE-based model has secured the cloud store data transmission with superior 

performance. 

 

 

Figure 01: Convergence analysis on proposed permissioned blockchain-based secured Cloud 

storage data model 
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Decryption time analysis  

The proposed model based on heuristic-based CCP-ABE approach is analyzed to show 

efficient decryption performance with its time efficiency as in Fig. 2. Here, the analyses are done 

between both the algorithms and other baseline approaches. The developed method reveals 

minimum decryption time for retrieving the medical records, where the proposed model is 11.67% 

and 13.6% superior to BIoTHR and EACMS, respectively.  

 

 

(a) (b) 

 

Figure 02: Decryption time analysis on proposed permissioned blockchain-based secured 

cloud storage model with “(a) different heuristic algorithms and (b) existing models” 

 

Encryption time analysis  

The evaluation was made between the proposed and conventional algorithms to check the 

encryption time of the cloud records as in Fig. 3. The proposed CCP-ABE shows 12.6% and 13.2% 

improved than BIoTHR and EACMS, which demonstrates the less encryption time is required for 

the proposed model.  

  

(a) (b) 

Figure 03: Encryption time analysis on proposed permissioned blockchain-based secured 

cloud storage model with “(a) different heuristic algorithms and (b) existing models” 
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5. Conclusion  

The use of blockchain in e-IoT systems plays a critical role in present IoT industry, 

according to the study and the way the blockchain is embraced by different sectors. This may 

contribute to automated processes for data collection and reviewing, correcting and aggregating 

data from multiple sources that are permanent, tamper-resistant and provide safe data that have a 

lower risk of cybercrime. It supports distributed data with redundancy and device fault tolerance. In 

this research, the IoT industry is addressing current issues. In order to achieve privacy and 

protection for client information within the E-IOT program, we suggest a system architecture and 

access control policy algorithm based on blockchain based cryptographic method for participants & 

accessing the data securely. Implementation of a blockchain network-based E-IOT sharing 

framework. The research suggested removes the central authority and the system’s inherent failure. 

System protection is accomplished by secure technology, as the ledger cannot be changed by any 

person as proposed system uses the keys for sharing and accessing the data. The caliper 

performance evaluations of the proposed system are completed with the configuration of block size, 

block build time, endorsement policies, and the proposed optimization of assessment methods, such 

as latency, capacity, and network safety to achieve better results, for various scenarios. This 

demonstrates the potential and value of blockchains in different fields and demonstrates the 

possibility to replace existing sanitation systems with next groundbreaking technologies. 
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