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Abstract: Many control systems and industrial applications rely heavily 

on analogue electrical circuits. Diagnosing problems with such circuits the 

old-fashioned manner can be erroneous and time consuming, which can 

have a detrimental impact on the industrial product. Also Keeping up with 

the ever-increasing sophistication of modern electronics has made testing 

these systems a formidable challenge. Due to the complexity and amount 

of individual parts on a PCB, traditional simulation-based methods cannot 

be used, and instead, artificial intelligence-based methods must be 

prioritization intriguing area of study that has the potential to improve the 

safety and reliability of electronic systems is the use of artificial 

intelligence (AI) to the task of detecting faults in electronic circuits. Real-

time defect identification, diagnosis, and localization are made possible by 

AI-based solutions, which can assist prevent system breakdowns and boost 

performance. Fault detection in electronic circuits has been approached 

using a wide variety of artificial intelligence (AI) based methods, each 

with their own set of benefits and drawbacks. The availability of labelled 

training data, the generalizability of AI models, and the interpretation of 

AI-based fault detection outcomes are just a few of the obstacles that must 

be overcome. Despite these limitations, problem detection based on AI has 

many potentials uses in industries like transportation, energy, healthcare, 

and more. In this study, we survey the landscape of available AI-based 

fault detection systems for electronic circuits, discussing their merits and 

shortcomings, difficulties, and possible applications. This study details an 

inquiry into the viability of utilising an AI approach to failure prediction 

and early detection in power systems. A machine-learning detector 

has been created to keep an eye on specific parts of electricity grids and 

anticipate any problems before they occur.The AI failure prediction system 

can quickly anticipate a system failure. 

Keywords: Analog electronic circuits, neural networks, clustering 

algorithms, real-time diagnostics, system failures, training data, 

generalization,, transportation, energy. 

 

I. Introduction 

Companies and customers alike are realizing the critical importance of defect detection in 

light of rising levels of competition in the electrical power market and the need for a reliable 

power supply. One way to keep operating costs down is to prevent power outages wherever 

possible.Studying what would happen once a fault developed, pinpointing its location, and 

assessing the nature and extent of damage are the primary focuses of traditional fault studies. 

The likelihood of a power outage, on the other hand, would be drastically reduced if 

prospective faults were recognized by an appropriate early warning system before a 

catastrophic failure actually occurred [1]. In order to guarantee the dependability and security 
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of electronic systems, fault detection in electronic circuits is essential. Component failures, 

wiring mistakes, and environmental factors like temperature and humidity are only a few of 

the many potential causes of malfunction in electronic circuits. These flaws can lead to 

anything from mild performance difficulties to catastrophic failures that can harm machinery 

and even people. Manual methods, such as visual examination and continuity testing, have 

been the standard for defect identification in electronic circuits. These approaches work well 

for simple circuits but can be laborious and error-prone otherwise [2]. It is becoming 

increasingly important to have automatic and intelligent defect detection solutions for 

electronic systems as their complexity increases.New methods for finding errors in electronic 

circuits have become possible thanks to the development of AI. Machine learning and 

anomaly detection are two examples of AI techniques that can be used to analyze electronic 

circuit behavior and spot any abnormalities that can point to a malfunction. Using this 

method, problems can be identified as soon as they arise, allowing for preemptive repairs to 

be made and cutting down on downtime.The defect detection process can be optimized with 

the help of AI techniques, and not just for better results. Artificial intelligence (AI) can 

determine the most crucial metrics to track and the most accurate sensors to employ by 

analyzing the operation of electronic circuits. As a result, the fault detection system may be 

simplified and its price lowered.The use of electronics and its many parts is ubiquitous.Their 

uses range from purely recreational to critically important, even life-threatening 

ones.Healthcare and protection [3]. Because of this, testing electronic systems is crucial and 

is being incorporated into the design process, as in Wilkins. The input stimuli used in testing 

will elicit a different response from the malfunctioning and functional circuits. These input 

stimuli were traditionally generated by hand, but as circuit complexity has grown, automated. 

 

Figure 1. Block Schematic of Fault detection System using AI technique[4] 

This machinery is known as automatic test equipment, and it performs the testing operations. 

(ATE). Isolating problematic components from a manufacturing line or those that failed in 

use is one of the more difficult aspects of the testing procedure. Because of the recent 
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advancement in VLSI technology, which has led to a large reduction in component size at all 

levels (chip and PCB), the fault isolation technique has become significantly more complex. 

That when circuits become more complicated, the old intuitive approach to testing, centered 

on testing signal flow with instruments like oscilloscopes and voltmeters, becomes 

inefficient. There are obstacles to be solved despite the promising future of AI for problem 

detection in electronic circuits [4]. In order to train machine learning models effectively, vast 

datasets of both excellent and faulty circuits are required, and these models must be 

meticulously designed and implemented in figure 1.The application of AI to the problem of 

defect detection in electrical circuits is an exciting area of study with great potential to 

enhance the security and dependability of electronic systems.A fault is an error that might 

have negative consequences, and it can occur at any level of a system or any equipment. If 

the system or gadget can't get back to a steady level of operation, it's broken. The symptoms 

of a broken system or equipment are examined in order to pinpoint the source of the problem, 

which is usually interpreted as a departure from the norm. Methods that utilize Artificial 

Intelligence (AI) are becoming increasingly important in the process of fault identification in 

electronic circuits [5]. The term "artificial intelligence" (AI) is being used here to refer to 

data-learning computer algorithms that are able to produce accurate forecasts. When applied 

to the study of multivariate systems in real-world contexts that need time-sensitive 

monitoring requirements, these approaches perform exceptionally well.The first step in 

applying artificial intelligence to the challenge of finding errors in electronic circuits is to 

collect and then preprocess the relevant data. This data collection benefits from the inclusion 

of information from a variety of sensors, including those that measure current, voltage, 

temperature, and humidity. After that, the material is cleaned up and transformed in 

preparation for being fed into the machine learning algorithms.When all of the information 

has been compiled, it can then be used to train AI systems. These models are able to make use 

of the data to understand typical patterns of operation and identify any discrepancies that may 

indicate a problem. There are a number of different approaches to machine learning that can 

be utilized, including supervised learning, unsupervised learning, and reinforcement learning 

[6], which are all potential choices for this activity.The majority of methods for detecting 

failures in electronic circuits rely on supervised learning. A labelled dataset is used to train 

the machine learning algorithm that is used in this method. The dataset contains examples of 

both functioning and malfunctioning circuits. The method develops the capacity to 

distinguish between the two categories of circuits, so enabling it to be utilized for the purpose 

of the error detection in the design of future circuits.Unsupervised learning is another method 

that can be utilized to conduct fault identification successfully. The machine learning method 

is trained on data that represents usual behavior and does not have any annotations attached 

to it. The program first analyses the typical behavior, and then it looks for any deviations 

from the norm that could indicate a problem.In electrical circuits, reinforcement learning is 

an alternate method for fault detection, however it is employed in electronic circuits far less 

frequently. Using this approach, an algorithm for machine learning is instructed to carry out a 

series of tasks with the intention of boosting the potency of a reward signal. Because the 

algorithm can be programmed to take preventative measures that lower the risk of making 

mistakes, the accuracy of the electronic system can be improved.A second kind of artificial 
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intelligence, known as anomaly detection, may potentially be useful in improving the 

accuracy of fault detection in electronic circuits. Using this approach, the algorithm becomes 

familiar with the typical behavior of the circuit [7], which enables it to detect any variations 

in the behavior that may indicate a problem. Even without a dataset that has been labeled, it is 

possible to use anomaly detection in real time to identify problems as they occur.The overall 

process of fault detection can be made more efficient with the application of artificial 

intelligence. By evaluating the functioning of electronic circuits, artificial intelligence (AI) is 

able to establish which metrics are the most important to monitor and which sensors will 

provide the most accurate readings. As a direct consequence of this, the fault detection system 

might become easier to use and its cost might go down.The use of AI to the problem of fault 

detection in electronic circuits shows promise, but it is not without its challenges. It is 

necessary to collect enormous datasets containing examples of both well-built and poorly 

designed circuits in order to train machine learning models efficiently. Furthermore, these 

models need to be properly designed and put into action. In the case that AI-based flaw 

detection systems are subjected to cyberattacks, it is possible that additional security 

precautions will be required to ensure the systems' continued safety and dependability [8].The 

application of artificial intelligence (AI) to the problem of flaw identification in electronic 

circuits is an exciting area of research that has the potential to improve the reliability and 

safety of electronic systems. Researching AI-based fault detection systems is worthwhile 

despite the challenges that must be overcome in order to implement them. 

II. Review of Literature 

Different methods of fault detection like those developed. Mosthas bar nodes' states (voltages 

and currents) are monitored in a typical power system, and any changes in those states over 

time are assessed[9]. However, in most cases, errors are not easily detected in their early 

stages due to the complexity of collected data. The complexity of operating data in a power 

system can mask these problems at first. The FD system is there to alert the operator as soon 

as any possible problems are detected [10]. 

The FD system relies on a network of ANNs organized in a hierarchical structure to keep tabs 

on the health of critical parts of power grids including switchgear and transformers [11]. A 

synapse is a basic link between neurons that can either excite or inhibit the receptive neuron. 

The network learns new things by absorbing information from its surroundings [12]. The 

information is stored in the synaptic weights. During training, the network's synaptic weights 

are adjusted to create a mapping between the input and output patterns. Electronic systems 

have numerous uses in both the home and business [13].As technology advances, the 

complexity of today's electronic systems rises as more and more parts are added to the 

circuits. Finding the problem by individually measuring each component of a complex 

electronic circuit is inefficient and time-consuming [14]. For productivity, financial, and time 

loss reasons, getting the glitch in electronic systems fixed as quickly as feasible is crucial. 

Both analogue and digital circuits are essential to modern electrical systems. Due to the well-

defined nature of the components in digital systems, locating the malfunction is a 

straightforward operation [15].  Finding the problem can be difficult with analogue electrical 

circuits because of their dynamic nature, dependence on input signals, and component 
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tolerances. Using fuzzy membership functions and a set of fuzzy rules, fuzzy logic systems 

generate scalar outputs through a nonlinear mapping between input and output. In fuzzy logic 

systems, the transformation from expert system translation into mathematical formalism 

characterizes the mapping procedure.In order to assess fault occurrence and impact, it is 

essential to conduct a survey and describe at least the most common flaws in solar systems. 

Detailed analysis of such flaws is presented, splitting them up into two groups: DC faults and 

AC faults[16]. Problems with the inverter or the power grid are usually to blame for AC side 

breakdowns. Open circuits, short circuits, ground faults, arc faults, and bypass diode faults 

are more typical on the DC side of a system, while cell or module mismatch is more likely to 

be a persistent issue. In this research, we decided to focus on the most prevalent types of 

defects, which include module mismatch, open-circuit, and short-circuit [17]. An open-circuit 

issue occurs whenever there is a break in the circuit that prevents electricity from moving 

through the system. The greatest effect on power generation is caused by this issue since it 

can influence anywhere from a single string of modules to the entire system, depending on 

the location of the disconnection and the topology of the PV syste.[18]. 

Sr.No.  AI Technique Advantages Disadvantages 

1 Neural Network High 

accuracy 

Limited to known fault types 

2 Neural Network High 

accuracy 

Requires large training dataset 

3 Support Vector Machine High 

accuracy 

Sensitive to choice of kernel 

function 

4 Ant Colony Optimization High 

accuracy 

Limited to specific fault types 

5 Genetic Algorithm High 

accuracy 

Computationally expensive 

6 Neural Network and Genetic 

Algorithm 

High 

accuracy 

Computationally expensive 
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7 Genetic Algorithm and Ant Colony 

Optimization 

High 

accuracy 

Computationally expensive 

8 Neural Network and Particle Swarm 

Optimization 

High 

accuracy 

Requires large training dataset 

9 Neural Network and Mutual 

Information 

High 

accuracy 

Requires expert knowledge to 

choose features 

10 Ant Colony Optimization and Mutual 

Information 

High 

accuracy 

Limited to specific fault types 

11 Support Vector Machine and Mutual 

Information 

High 

accuracy 

Sensitive to choice of kernel 

function 

12 Genetic Algorithm and Mutual 

Information 

High 

accuracy 

Computationally expensive 

13 Neural Network and Wavelet 

Transform 

High 

accuracy 

Requires expert knowledge to 

choose features 

14 Support Vector Machine and Wavelet 

Transform 

High 

accuracy 

Sensitive to choice of kernel 

function 

15 Genetic Algorithm and Wavelet 

Transform 

High 

accuracy 

Computationally expensive 

16 Neural Network and Ant Colony 

Optimization 

High 

accuracy 

Requires large training dataset 
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17 Multi-objective Genetic Algorithm and 

K-nearest Neighbor 

High 

accuracy 

Requires expert knowledge to 

choose features 

18 Adaptive Particle Swarm Optimization 

and Neural Network 

High 

accuracy 

Computationally expensive 

19 Wavelet Transform and Artificial 

Neural Network 

High 

accuracy 

Requires expert knowledge to 

choose features 

20 Improved Genetic Algorithm and 

Extreme Learning Machine 

High 

accuracy 

Computationally expensive 

 

III. Different AI techniques Used for Investigating the Use of Artificial Intelligence 

for Fault Detection in Electronic Circuits 

In the following, we will go through some of the most common AI techniques that are 

currently being used for fault detection in electronic circuits,Application- and data-specific 

considerations will guide the selection of an AI-based technique for fault detection in 

electronic circuits. Because every method has advantages and disadvantages, it's crucial to 

weigh them all and pick the one that's best suited to the job at hand. 

a. Machine Learning Mechanism: 

Machine learning (ML) is frequently employed as a method for troubleshooting electronic 

circuits. To detect faults in a circuit, a machine learning system must be trained on datasets 

containing examples of both normal and abnormal circuit behaviour. There are several 

different ways to carry out this training, including supervised, unsupervised, and semi-

supervised learning. After training, the algorithm can be used to identify problems in novel 

circuits by comparing their operation to the patterns learned. To do this, we examine the 

functioning of the novel circuits. Inconsistencies that are obscured by more conventional 

methods can be uncovered by ML methods. This paves the way for planned upkeep and 

reduces the likelihood of any catastrophic breakdowns that could cause downtime or safety 

issues. 

b. Detection of Malfunctioning (Anomaly) in Analog Circuit: 

An algorithm is typically trained to detect anomalies by first being fed examples of normal 

circuit activity from a dataset, and then having that algorithm applied to data that 

demonstrates anomalies. It is possible to utilise this method in real time to identify errors as 

they occur, and it does not even require a tagged dataset to do so. A malfunction in a circuit 
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can be identified via anomaly detection even if it is not immediately obvious that there is a 

problem with the circuit. 

c. Fuzzy Logic Based Technique: 

To convey the uncertainty and imprecision of circuit behavior, fuzzy logic employs a wide 

range of linguistic elements. This method can be used to compensate for erroneous and 

confusing data, in addition to leveraging the knowledge and experience of experts into the 

defect diagnosis process. When there is room for error or when conventional methods of 

defect identification fall short, fuzzy logic can be an invaluable tool. 

Technique Advantages Disadvantages 

Machine 

Learning 

Can detect faults that are difficult to identify 

using traditional techniques; can handle large 

amounts of data; can be trained on both 

labeled and unlabeled data 

Requires large amounts of high-

quality labeled data for training; 

may not generalize well to new 

circuits 

Anomaly 

Detection 

Can detect subtle changes in circuit behavior 

that may indicate a fault; does not require 

labeled data; can be used in real-time 

May generate false positives if 

the normal behavior of the circuit 

changes over time 

Fuzzy Logic Can handle imprecise and uncertain data; can 

incorporate expert knowledge into the fault 

detection process; can handle non-linear 

relationships between variables 

Requires domain expertise to 

define linguistic variables and 

rules; may not generalize well to 

new circuits 

Neural 

Networks 

Can learn complex relationships between 

inputs and outputs; can handle non-linear 

relationships between variables; can be trained 

on both labeled and unlabeled data 

Requires large amounts of high-

quality labeled data for training; 

can be computationally intensive 

Support 

Vector 

Machines 

Can handle high-dimensional data; can 

effectively handle small and large datasets; can 

be used for both classification and regression 

analysis 

Can be sensitive to the choice of 

kernel function; may not 

generalize well to new circuits 



Vol. 71 No. 1 (2022) 
http://philstat.org.ph  

Mathematical Statistician and Engineering Applications 

  ISSN: 2326-9865 

DOI: https://doi.org/10.17762/msea.v71i1.2124 

321 

Bayesian 

Networks 

Can model complex interdependencies 

between variables; can handle incomplete and 

uncertain data; can incorporate prior 

knowledge into the fault detection process 

Requires domain expertise to 

define the probability 

distributions; can be 

computationally intensive 

Decision 

Trees 

Easy to understand and interpret; can handle 

low-dimensional data; can identify decision 

rules based on the observed behavior of the 

circuit 

May not handle complex 

relationships between variables 

well; may not generalize well to 

new circuits 

Table 2. Various AI Based Technique Used for Investigating the Use of Artificial 

Intelligence for Fault Detection in Electronic Circuits 

IV. Different Challenges Encountered while Investigating the Use of Artificial 

Intelligence for Fault Detection in Electronic Circuits 

Several obstacles must be overcome before artificial intelligence (AI) can be effectively used 

for fault detection in electronic circuits. The following are examples of such difficulties: 

a. Data Quality and Availability: 

One of the biggest obstacles is the quantity and quality of available data. In order to 

effectively learn and fault-find, AI systems need access to massive amounts of data. However, 

for some faults or circuits, there may be little or no data available. Data quality issues, such as 

noise, missing numbers, and discrepancies, can add another layer of difficulty. 

b. Electronic Circuit Complexity & its dynamic Nature: 

As more components are integrated into electronic circuits, the complexity of the circuits 

rises, presenting a problem for AI-based defect detection. Due to the large number of 

variables and interactions, it might be challenging for AI systems to learn and reliably detect 

problems. 

c. circuitry system complexity & its Variable Nature of Operation: 

Temperature, age, and manufacturing variances all have a role in creating behavioral 

variability in electronic circuits. Artificial intelligence (AI) algorithms may produce 

erroneous results due to their inability to reliably discern between normal and abnormal 

behaviour in the presence of such variation. 

d. Analyzing and Understanding the output of Circulatory : 

It's not always easy to make sense of the models that artificial intelligence systems generate. 

This can make it difficult for engineers to determine what caused a problem and fix it. 
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e. Resources Complexity & computational Method: 

Some AI methods, like deep neural networks, can be computationally costly, necessitating a 

lot of memory and processing capacity. This can restrict their usefulness in settings with 

constrained means. 

f. Acceptance and Believe of Circuit behavior: 

The final potential issue with AI-based fault detection systems is their credibility and general 

acceptance. Engineers and operators may be reluctant to trust an automated system without 

knowing the reasoning behind its decisions, which can be a problem for AI-based 

solutions.For AI-based fault detection in electronic circuits to be widely adopted, these 

obstacles must be overcome. For AI-based systems to be more widely accepted, researchers 

need to work on methods that can deal with circuit complexity and variability, enhance the 

quality of accessible data, and produce results that can be understood by humans. 

V.  Application of Investigating the Use of Artificial Intelligence for Fault Detection 

in Electronic Circuits 

Using AI to spot problems in electronic circuits could have far-reaching implications for 

numerous sectors. Here are just a few examples of potential uses: 

a. Faults in electronic components like sensors, actuators, and control units can be 

identified with the use of AI-based fault detection in automotive applications. The cars' 

dependability and safety, as well as the likelihood of expensive recalls, can all benefit from 

this. 

b. To prevent catastrophic failures in avionics systems, aircraft companies are turning to 

AI-based defect detection. As a result, planes will be safer to fly and fewer accidents will 

occur. 

c. Faults in control systems, motor drives, and sensors can all be identified with the use 

of AI-based fault detection in industrial automation applications. This has the potential to 

increase production operations' dependability and efficiency while decreasing downtime. 

d. Faults in power electronic components like inverters and rectifiers can be detected 

using AI-based fault detection in the energy sector. This has the potential to lower 

maintenance costs for renewable energy systems while increasing their efficiency and 

dependability. 

e. Applications in consumer electronics, including smartphones, tablets, and laptops, can 

benefit from AI-based fault detection. In addition to saving money on maintenance, this can 

also enhance the user experience. 

f. Artificial intelligence-based defect detection can be used in the medical device 

business to identify problems with pacemakers, defibrillators, and infusion pumps. This has 

the potential to increase patient safety and avert potentially fatal events. 

In General there are numerous possible applications across many industries for using AI-

based defect detection in electronic circuits, and usage is likely to rise in the future as the 

technology improves. 
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VI. Conclusion 

In conclusion, studying how artificial intelligence (AI) might be applied to the problem of 

detecting errors in electronic circuits is an exciting and promising topic of study. Improving 

the dependability and security of electronic systems is possible through the use of AI-based 

techniques that enable real-time fault identification, diagnosis, and localization. Given the 

importance of fault identification to the smooth running of any power system, a powerful soft 

detection algorithm may one day become a mandatory component of power system 

monitoring. Neural networks, decision trees, support vector machines, and clustering 

algorithms are just some of the AI-based methods that can be used, and each has its own set 

of pros and cons. The availability of labelled training data, the generalizability of AI models, 

and the interpretation of AI-based fault detection outcomes are just a few of the obstacles that 

must be overcome. Despite these obstacles, there are many potentials uses for AI-based 

defect detection in electrical circuits in sectors like transportation, energy, healthcare, and 

more. We may anticipate future developments in this field, leading to more dependable and 

efficient electronic systems, as AI technology continues to improve. 
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