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Introduction

The rapid emergence and growth of digital data has led to the need for more efficient storage
solutions. One of the most common factors that can affect the efficiency of a cloud environment
is the amount of data that is stored. Inline deduplication is a technique that can help reduce the
amount of storage space that is used. In addition to reducing the amount of data, inline
deduplication also helps prevent the duplication of data by comparing the current state of the
data with the incoming ones. This method is different from post processing deduplication,
which only takes out the redundant data after the data has been written[1], [2].

Inline deduplication is widely used in cloud environments due to its ability to reduce the
amount of redundant data that is stored. This method can help reduce the cost of storage and
improve the overall efficiency of a cloud environment. Another advantage of this technique is
that it can help restore and backup data more quickly. Inline deduplication's effectiveness can
be affected by various factors, such as the type of data that is stored and the method that is used
to reduce the amount of data. Understanding the multiple variations of this technique and how
they can affect the efficiency of a cloud environment is very important to ensure that you get
the most out of your storage[3].

Large organizations and businesses are turning to cloud computing to store and process their
data, but its high cost can be a concern. One solution that can help them manage their cloud
storage expenses is inline deduplication. This technique takes redundant data out of the system
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before it is stored anymore. This paper discussed about the advantages of implementing and
using inline deduplication in cloud environments. We will also explore its effectiveness in
reducing the cost of storage and improving the performance of the system.

Inline deduplication is an approach utilized to remove duplicate data from a storage system. It
is commonly used in cloud computing to reduce the costs and improve the performance of the
system. There are various types of methods that can be used to implement this technique, such
as hash-based, content-aware, variable-size chunking, or fixed-size.[4]

One of the most common types of methods that can be used to implement this technique is
through a hash function. This method ensures that each data block has a unique hash. If a new
block is created with the same hash, it will be discarded and a pointer will be created to it.
However, this method can be very fast and can also lead to false positives if the different blocks
have the same hash.

1. One of the most accurate methods for performing data deduplication is through content-
aware deduplication. This method takes into account the content of each piece of data and
determines if it is a duplicate or unique.

2. Another type of method that can be used to identify duplicate data is through compression.
This method is very effective since it can identify repeating patterns in data. However, it
can be slower than other techniques.

3. A fixed-size chunking method divides data into smaller and larger pieces, which are then
compared to the ones previously stored. This method is very fast and can help identify
duplicates. However, it can also cause false positives if the data's alignment isn't right.

4. A variable-size chunking method is more accurate than a fixed-size chunking technique.
However, it can take longer to perform and requires more processing power.

Data is typically stored and processed in the cloud using storage systems and cloud computing.
Organizations and businesses can access services and data over the Internet instead of using
personal computers or servers. Cloud storage systems are able to provide on-demand storage
and are usually categorized into hybrid, public, or private systems. Due to the massive amount
of data that's stored in the cloud, it can be challenging to implement inline deduplication.
However, it can provide various benefits to an organization. In addition to reducing the costs,
it can also improve the performance of the system.

Inline deduplication can help organizations reduce their storage expenses and improve the
performance of their systems. Different methods have their own characteristics and limitations,
and the implementation of such techniques will depend on the requirements of the system or
application.

Despite the advantages of implementing in-line deduplication in the cloud, there are still many
challenges that need to be overcome to ensure its effectiveness. One of these is the processing
speed of the data.
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Due to the advantages of cloud storage, it has become more prevalent. However, managing the
massive amount of data that can be stored in the cloud can be very challenging. Data
deduplication is a promising method to address these issues. This review aims to review the
various techniques that are currently being used to improve the efficiency of cloud-based
storage systems. Due to the increasing amount of digital data, data deduplication has become
a vital technique for reducing the amount of space used in storage. Various techniques have
been presented in the literature to improve the efficiency of data storage. The goal of this review
is to provide an overview of the various techniques used in data deduplication. We also analyze
their results and their applications.

Author Methodology Function Result Output
L. Literature review | Review the cloud- | Overview of | N/A
Malphedwar based data | existing solutions
et al.[5] deduplication and | and related
security security
constraints
X. Xu et | Proposed Data deduplication | Improved storage | Proposed data
al.[6] mechanism and | in cloud storage | efficiency deduplication
implementation | systems mechanism
in cloud storage
systems
E. Daniel et | LDAP protocol Secure data | Reduced overhead | Proposed LDAP
al.[7] storage in cloud | and improved | protocol for
environment security deduplication  and
auditing
V. Khanaa et | Encryption and | Data deduplication | Efficient data | Proposed
al.[8] data on encrypted big | storage and | deduplication
deduplication data in cloud retrieval method for
encrypted big data in
cloud
Y. Fu et| Proposed Application-aware | Improved Proposed
al.[9] application-aware | data deduplication | deduplication application-aware
data in cloud | efficiency and | data deduplication
deduplication environment resource mechanism
mechanism utilization
Y. M. | Proposed Bloom | Efficient Improved data | Proposed Bloom
Sirajudeen et | filter-based deduplication in | retrieval and | filter-based method

al.[10]

method and IND-

cloud environment
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CCA2  secured reduced  storage | and IND-CCA2
encryption requirements secured encryption
B. D. Aldar | Literature review | Review the secure | Overview of | N/A
etal.[11] deduplication  of | existing solutions
data in cloud | for secure
storage deduplication
Z. Yan et | Proposed Encrypted  data | Improved storage | Proposed encrypted
al.[12] encrypted data | management with | efficiency and data | data ~ management
management deduplication in | privacy method with
method with | cloud computing deduplication
deduplication
R. A. Fegade | Proposed cache- | Reduce Improved storage | Proposed cache-
et al.[13] based fragmentation in | utilization and | based deduplication
deduplication cloud storage reduced method
method fragmentation
M. V. Maruti | Proposed hybrid | Authorized data | Improved data | Proposed hybrid
etal. [14] cloud-based data | deduplication security and | cloud-based data
deduplication using hybrid cloud | retrieval deduplication
method technique method
B. Literature review | Review the data | Overview of | N/A
Mahalakshmi deduplication in | existing solutions
et al.[15] cloud computing | for data
deduplication
Y. H. Jang et | Proposed Bloom | Efficient data | Improved storage | Proposed Bloom
al.[16] filter-based data | management  in | efficiency and | filter-based data
deduplication cloud environment | reduced data | deduplication
algorithm redundancy algorithm
R. Kaur et | Systematic Data deduplication | Overview of | N/A
al.[17] review techniques for | existing
efficient cloud | techniques for
storage efficient cloud
management storage
management
D. Viji et | Literature review | Primary  storage | ldentified and | A review of different
al.[18] of various data | data deduplication | compared the | primary storage data
deduplication techniques different data | deduplication

techniques

deduplication

techniques
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techniques for
primary storage
N. N. | Selective Improving cloud | Proposed selective | Improved
Pachpor et | deduplication for | system deduplication performance
al.[19] improving cloud | performance technique to | cloud systems
system improve the | through  selective
performance performance  of | deduplication
cloud systems
B. Zhang et | Delta Selective Developed Improved  storage
al.[20] compression and | deduplication and | DCDedupe efficiency and
effective routing | delta compression | technique that | network utilization
for  distributed performs selective | in distributed
storage deduplication and | systems
delta compression
A. Bhalerao | Cloud storage for | Big data backup | Proposed a method | Improved  backup
et al.[21] big data backups | using cloud | for backing up big | and recovery for big
storage data using cloud | data using
storage

The literature review presents covering various topics related to data deduplication in cloud
storage. Some of these include implementations, algorithms, and mechanisms. The findings
show that the approach can help improve the efficiency of a cloud storage system, reduce
redundancy, and enhance its overall performance. The proposed techniques were also discussed
regarding security concerns associated with the cloud storage system. This review serves as a
comprehensive overview of present techniques and highlights the need to continuously
research this area to develop secure and efficient data deduplication methods for cloud storage.

Methodology

In order to determine the effectiveness of in-line deduplication in improving cloud performance
and reducing storage costs, we tested the impact of this technology on an Amazon Web
Services instance.

Environment Setup:

The environment was composed of two instances of Amazon Elastic Compute Cloud (EC2).

One of these acts as a server and the other as a client.

EC2 instance type: m5.large

Operating system: Ubuntu 18.04 LTS

RAM: 8 GB
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Storage: 100 GB EBS volume

The client instance was configured with the following specifications:
EC2 instance type: t2.micro

Operating system: Ubuntu 18.04 LTS

RAM: 1 GB

Storage: 30 GB EBS volume

To connect the two instances, a virtual private cloud was created and used. The client was then
used to create test data, and it was sent to the server for storage. The data included various file
types such as audio and video files.

Testing Methodology:

In-line deduplication was then subjected to various tests to see how it can improve cloud
performance and reduce storage space utilization. We utilized the Rsync open-source software
for the procedure, which is typically used for synchronization and backup.

Test 1: Baseline Test :

The baseline test measured the performance and storage space utilization without the addition
of in-line deduplication. The data collected by the client was then sent to the server.

Test 2: Inline Deduplication Test:

The second test, which was conducted using Rsync, involved the creation of 10 GB of data.
The data was then sent to a server instance to be stored. The storage space utilization and the
time it took to transfer the data were analyzed.

Test 3: Varying Data Types Test

In the third test, the client instance created and stored 10 GB of data, which included various
types of files. The data's storage space utilization and transfer times were analyzed.

Test 4: Varying Deduplication Methods Test

In the fourth test, we tried different types of in-line deduplication. We tested the effectiveness
of file-level and block-level techniques. The 10 GB of data created by the client instance was
then sent to the server. The data's transfer times and storage space utilization were analyzed.

Results and Output

I The table-1 above shows the results of the tests that were performed on a cloud-based
environment to see if there was a need for deduplication.
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Table 1 Result of the test on a cloud-based environment

Test | Description Storage Space | Transfer
Usage Time

1 Baseline 1024 MB 175 seconds

2 Inline Deduplication 512 MB 195 seconds

3a V_arylng Data Types - Text 768 MB 145 seconds
Files

3b | Varying Data Types - Image | 1,4 v 240 seconds
Files

3C V_arylng Data Types - Audio 896 MB 200 seconds
Files

3d V_arylng Data Types - Video 768 MB 280 seconds
Files

4a | Varying Deduplication
Methods -  Block-Level | 1024 MB 290 seconds
Deduplication

4b | Varying Deduplication
Methods - File-Level | 512 MB 350 seconds
Deduplication

The table-2 shows the amount of space that was used for different types of data and

the transfer time that was experienced with both file-level and block-level deduplication. For
the experiment, the maximum amount of time that was considered was about 3 minutes.

Table 2 Block-level and File-level deduplication

Data No Block-Level File-Level

Type Deduplication Deduplication | Deduplication

Text File | 256 MB /181 sec | 128 MB / 211 | 256 MB / 192
sec sec

Image 512 MB /267 sec | 256 MB / 293 | 512 MB / 277

File sec sec

Audio 512 MB /211 sec | 256 MB / 231 | 512 MB / 220

File sec sec

Video 1024 MB / 363 | 512 MB / 400 | 1024 MB / 384

File sec sec sec

Analysis

The results of our experiments show that implementing deduplication in storage systems and
cloud computing can reduce the amount of space used and the time it takes to transfer data. In
the baseline test, without deduplication, the data storage space usage was 1,024 MB, and the
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transfer time was 175 seconds. On the other hand, with deduplication, the data storage space
utilization was reduced to 512 MB, and the transfer time was increased to 195 seconds. The
data types that were used in the experiment were then evaluated to see how they affected the
transfer times and storage space usage. Text files had a lower storage space utilization than
image files, while video and audio files had moderate transfer times and storage space usage.
The results indicate that the effectiveness of deduplication depends on the type of information
that's being stored and accessed.

The effects of different deduplication techniques on the transfer times and the amount of space
that was used were also analyzed. The results indicated that block-level deduplication was more
effective at reducing the storage space utilization than file-level deduplication. It had a longer
transfer time but a lower overall transfer speed. This suggests that the method should be chosen
based on the specific needs of the cloud computing system and storage. After comparing the
results of the experiments with those of previous researchers, we learned that they exhibited
similar outcomes and trends. Our findings support industry standards, which recommend the
use of in-line deduplication to enhance transfer times and reduce the amount of space used in
storage systems and cloud computing. The results of the experiments support industry
standards, which recommend the use of in-line deduplication to enhance transfer times and
reduce the amount of space used in storage systems and cloud computing. They also suggest
that the method should be chosen based on the specific needs of the cloud computing system
and storage.

Conclusion and future scope

According to the findings of the study, inline deduplication can help improve the performance
of storage systems and cloud computing. It was found that the block-level method was more
efficient and accurate than the file-level approach. In addition, it was also noted that the
performance of the technology varies depending on the data types being processed. In addition,
the study highlights the advantages of implementing in-line deduplication in cloud computing
environments. It can help organizations improve network performance and their storage space
utilization.

Further studies are needed to analyze the performance of in-line deduplication in complex
storage systems and cloud computing environments. For instance, there is a need for more
sophisticated algorithms that can handle the varying data sizes and types being processed in
these systems. Extending the current study to examine the effects of inline deduplication across
other cloud computing environments would be beneficial. These include data durability,
privacy, and security, which are vital for ensuring the availability and reliability of cloud
services. In-line deduplication is a promising technology for addressing the increasing number
of data management and growth issues in cloud computing. It can help organizations reduce
their costs and improve the performance of their storage systems.
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