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Over the years of its development, different fire attacks and data theft has
been reported as a crucial factor since the data stored in the cloud by an
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1. INTRODUCTION

Data storage has always been a place for useful information shortage. Even with large scale
data storage devices, the space will not be adequate to store the existing huge amount of
information. Microsoft SharePoint and Google applications are general examples of cloud
computing services.Cloud computing is basically considered as an internet-centric open
standard model. This model is full of different types of services which include both hardware
and software. The service providers do not require any high management efforts for provision
and maintenance of these services. [1]

The term “cloud computing” aims to enhance the capabilities of high power computing
systems. It also aims to reduce the price by hiking its efficiency as well as performance. Though
the benefits and facilities provided are very much effective, the available technical barriers
might stop cloud computing from being a ubiquitous service. One of the main constituents of
the cloud computing is security and it also remains as the most significant concern of the
system. It usually suffers from various types of security concerns and attacks like malicious
codes. In addition, various new concerns like storage and moving of data through the cloud is
a big problem for the user. [2]

The proposed solution to these recent attacks is based on criminal theories for the protection of
the cloud. Security vulnerabilities and challenges arise from the usage of cloud computing
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services. Currently, cloud computing models are the primary source of these challenges and
vulnerabilities. [3]

The intruders exploit the weakness of cloud models in accessing the users’ private data, by
attacking the processing power of computer systems. The “Autonomous Cloud Intrusion
Response System” (ACIRS) has been recently proposed to overcome the problem mentioned
earlier. Before this work, the “Network Intrusion Detection and worked on the selection of the
best countermeasures to mitigate the risks to cloud virtual networks. [4]

2. LITERATURE REVIEW

There are various reasons that could affect the availability and the accessibility of the
computing resources like service denial or natural/unnatural disasters. Data privacy is one of
the prime concerns associated with the security of cloud computing as the data must be
protected from any third party, which is frequently reported by the users. Since, cloud
computing is used for sharing data, data theft is remaining as very common and big risk, which
is available for both users and service providers. Cloud computing uses different ways to meet
the requirements of the consumer and one of these ways is virtualization. [5]

Through cloud computing, cyberattacks are more likely to happen. Lot of these cyber-crime
belongs to the most common as well as potential encounters which has taken place in the wider
internet like malicious insider, It is important for the service providers who deal in the field of
cloud computing to enhance their cyber security and access control system to their resources
in order to keep a record of who dealt with them. Currently, the data shows the involvement of
cloud computing in approximately everyone’s life. It is because of the little or no cost services
delivery for the storage spaces and the application. [6]

Most of the users uses these services on a regular basis. It can be easily explained with the
example of email system which is used for exchanging information in forms of text, images
videos, etc.; on demand subscription services; various social networking sites and collaboration
tools for working along with the people in real time and over same document. The involvement
of services of cloud computing does not end here as it is also brought in application within the
various types of businesses and it also provides these services on rent to prevent a one-time
investment of the companies. Undoubtedly, these services have changed our lives on a great
extent but the issues of security which comes along with it makes the user vulnerable to many
types of available cyber-crimes that can be heard and seen on daily basis. There are many
techniques and methods used by the hackers for accessing cloud without being legally
authorized and these criminals also create disruption the services associated with the cloud for
attaining their targeted objectives. There is possibility that the services of cloud computing gets
tricked by the hackers as they make their unauthorized entrance to the data as a valid entrance
and thus gains control over access of the data stored in the cloud. After gaining the access to
enter illegally to the data, the hackers locate the place where the data is stored and then steal
those data which might be very sensitive. As per the data which were provided by the Data
Loss DB, 1047 data theft has been reported in just 1st 9 months of the year 2012. This number
was 1041 in the year 2011. [7]
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In this data theft, accidently Epsilon exposed millions of name of the customer with their emails
from the database. A similar case happened with Stratford where he was cyber-robbed with
860000 user names with passwords and 75000 credit card numbers. It is also possible that after
hacking the data, the data could be misused for fire attacking against the same/different network
user. In a recent incident, a server was bought on rent via EC2 service of Amazon and was used
to fire attack the network of Sony Play Station. [8]

3. RELATED WORK

laaS is a way of providing the user with virtual or physical machines like Hyper-V or virtual
box which operate virtual machine. Protection is data is not an easy task in laaS. As the
responsibilities of the user increases to OS, network traffic as well as applications, more and
more threats sums up. Organizations should not delay in considering the evolutions in attacks
that has extended beyond the data which is the center of the risk associated with the laaS.
Lately, many malicious actors has conducted computing resources’ hostile takeover for mining
crypto currency. These resources are then further used as an virtual weapon to attack vector
against other elements of the infrastructure of the enterprise and also against the third party.
When an infrastructure is built in the cloud, assessing your abilities is important in order for
preventing the data theft and accessing of control. Hardening and securing orchestration tool,
tracking the modification of the resources for identifying abnormal behaviors, addition of
network analysing of both east — west and north to south traffic as a potential signal and to
determine who is permitted to enter data into it are the ways which enhancing as standard
measures to protect the infrastructure of cloud deployments at scale. [9]

4. METHODOLOGIES
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Fig 1. System Architecture

In this paper, we mainly focus on the integrity checking for data shared within a group. Suppose
there is a scenario that a software engineer starts an open source project and calls on volunteers
from the world to join the project. They work as a temporary team. All the codes of the project
are stored on certain cloud server so that all the team members upload and modify the source
code by Internet. The team may be very big, so it should be set up and managed efficiently.
The volunteers may leave the team at any time, so the problem of user revocation from the
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team should be considered. The most important thing is that there need some way to guarantee
the integrity of source codes on cloud sever. Motivated by such requirement, we propose a new
RDPC scheme for data shared in a group. Different from previous work, our scheme is based
on the certifcateless signature technique to avoid the problems of certificate management and
key escrow. In our scheme, the group creator generates the partial key for each group user on
behalf of key generation center. Each user selects a secret value privately. The private key of
each group user contains two parts: a partial key and a secret value. All the data blocks are
signed by group user to get corresponding authentication tags. During the data verification, all
the tags are aggregated to decrease the computation and communication cost. Based on CDH
and DL assumptions, we prove the security of our scheme. Besides, our scheme supports public
verification and efficient user revocation. We implement our scheme and perform some
experiments. The experiment results indicate that our scheme has good efficiency.

5. PROPOSED ALGORITHM
SQL injection

SQL injection usually occurs when you ask a user for input, like their username/use rid, and
instead of a name/id, the user gives you an SQL statement that you will unknowingly run on
your database. Session simply means a particular interval of time.

Session Tracking

Session Tracking is a way to maintain state (data) of a user. It is also known as session
management in servlet.

DATA MINING WITH PRIVACY

In this paper, we mainly focus on the integrity checking for data shared within a group. Suppose
there is a scenario that a software engineer starts an open source project and calls on volunteers
from the world to join the project. They work as a temporary team. All the codes of the project
are stored on certain cloud server so that all the team members upload and modify the source
code by Internet. The team may be very big, so it should be set up and managed efficiently.
The volunteers may leave the team at any time, so the problem of user revocation from the
team should be considered. The most important thing is that there need some way to guarantee
the integrity of source codes on cloud sever. Motivated by such requirement, we propose a new
RDPC scheme for data shared in a group. Different from previous work, our scheme is based
on the certifcateless signature technique to avoid the problems of certificate management and
key escrow. In our scheme, the group creator generates the partial key for each group user on
behalf of key generation center. Each user selects a secret value privately. The private key of
each group user contains two parts: a partial key and a secret value. All the data blocks are
signed by group user to get corresponding authentication tags. During the data verification, all
the tags are aggregated to decrease the computation and communication cost. Based on CDH
and DL assumptions, we prove the security of our scheme. Besides, our scheme supports public
verification and efficient user revocation. We implement our scheme and perform some
experiments. The experiment results indicate that our scheme has good efficiency.
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Fig 2. Login Page

Fig 3. Admin login Page

Fig. 4: Admin login Page
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Fig 5. Registration Detail Page
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Fig 6. Registration Success Page
Fig 7. Data Owner Request Page
Fig 8. User Files Page
Fig 8. Security Page
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6. CONCLUSION AND FUTURE ENHANCEMENT

This paper aims to exhibit the challenges which are faced by the users of cloud computing over
the securities issue and it also shows the most threatening factors which are a real matter of
concern. There are various issues and challenges in relation to the security of the cloud
computing. These issues have been recognized as high impacts over the confidentiality and
trust of the users. All the security risks as well privacy risks with the advancing efficiency and
impactful solutions are difficult tasks to understand. Availability, reliability, integrity and
confidentiality are extensively are the factors which are extensively brought in applications for
the security related issues. As the enhancement in the cloud computing is growing,

Future will be full of risk and threats over its security. The providers as well as users must be
aware of the potential risks over the security and must prepare themselves with solutions to
face these issues for protecting their information from any type of attack. VValuable suggestions
and issues of main open research are also provided through this paper in order to understand
the issues of cloud. This paper also aims over providing new direction to this field of study and
help the researcher in finding out possible solutions for such threats and risks.
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