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ABSTRACT – With the increasing demand for data-driven decision 

making, there is a growing need for secure and privacy-preserving data 

sharing techniques. In this project, we propose an anonymous and traceable 

group data sharing system that ensures data confidentiality, data integrity, 

and data availability. The proposed system employs a hybrid encryption 

scheme, where the data is encrypted using a symmetric key encryption 

technique, and the symmetric key is then encrypted using an asymmetric 

key encryption technique. The system also utilizes a decentralized 

blockchain network to provide traceability and accountability in the data 

sharing process. To further enhance privacy, the proposed system employs 

a group-based access control mechanism, where data access is granted to a 

group of authorized users instead of individual users. The system also 

provides anonymity by using pseudonyms to represent the identities of the 

users in the group. We evaluate the proposed system using real-world 

datasets and show that it provides high-level security and privacy while 

allowing efficient data sharing. Our results demonstrate that the proposed 

system can enable secure and privacy-preserving data sharing in various 

domains, including healthcare, finance, and education. 

Keywords - anonymous, traceable, security, privacy, access control, 

revocation, encryption, decryption, digital signature, group signature, 

public key infrastructure (PKI). 

1. INTRODUCTION 

Compared to traditional methods of sharing information and communicating through 

technology, cloud computing has become more popular among researchers due to its ability to 

save energy and share resources. Cloud computing provides users with large amounts of 

computing and storage resources. Cloud storage is a crucial service in cloud computing that 

allows for the connection of different types of electronic devices. 

 In a scientific[1][2] research institution, a group of researchers want to share their discoveries 

with each other. All members on the team can see everything the group has worked on. 

However, using local storage to store everything makes sharing difficult and creates extra work. 
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To solve this, they want to store their data in the cloud, which reduces redundancy and lessens 

the burden on everyone.[3][4][5] But, the cloud is not always reliable and data can be leaked 

or tampered with. Users don't always have much control in the cloud and can't guarantee data 

security. Some users might also prefer to share data anonymously. The goal is to find a way to 

share data anonymously in the cloud with high security and efficiency, but this is a challenging 

problem that needs to be addressed carefully.  

Our aim is to enable secure and efficient sharing of data among a group of users through cloud 

computing, while ensuring anonymity. However, there are several challenges that need to be 

addressed to achieve this goal.[19][20] Firstly, the sharing scheme should be able to 

accommodate a varying number of group members, as the number of members may change 

frequently.  This requires a scheme that supports efficient key and data updating, while also 

allowing any number of users to participate. [6][7]Secondly, it's important to maintain 

confidentiality of the data that's shared, as leaked sensitive information can have serious 

consequences. Without assurance of confidentiality, users may not want to share their data in 

the cloud. Thirdly, we need a many-to-any sharing pattern to enable more convenient and 

efficient sharing. This means that instead of just one person managing data storage and 

deletion, there should be multiple owners with greater authority over their stored data. 

 Another future improvement[11][12] could be to develop a mobile application for the system 

to allow users to access and share their data on-the-go. Furthermore, implementing a more user-

friendly interface can improve the user experience and increase the system's adoption rate. 

The group data sharing[8] system with anonymous and traceable features has immense 

potential for use in industries that require secure data privacy, such as healthcare, finance, and 

education 

2 . LITERATURE REVIEW 

Anonymous and traceable group data sharing in cloud computing is a topic of interest in the 

field of computer science and information technology. [9][10][11] Many researchers have 

proposed different methods to enhance the security and privacy of group data sharing in the 

cloud. Some researchers have focused on using cryptographic techniques to ensure anonymity 

and traceability, while others have proposed the use of access control mechanisms to ensure 

data confidentiality and integrity. 

Various research works have been conducted in this area, including schemes that use group 

signatures, proxy re-encryption, and attribute-based encryption. [12]The use of blockchain 

technology has also been proposed as a means of enhancing the security and privacy of group 

data sharing. 

Efficiency and scalability are also essential considerations in group data sharing. Xue et al. 

(2015) present a secure and efficient data sharing scheme for big data in the cloud, utilizing 

data partitioning and encryption techniques to enhance performance [16][19]. Yang and Jia 

(2016) propose a data sharing scheme based on AES and CPA, achieving efficient and secure 

sharing of data in cloud storage. 

http://philstat.org.ph/


Vol. 72 No. 1 (2023) 
http://philstat.org.ph 

Mathematical Statistician and Engineering Applications 

  ISSN: 2094-0343 

2326-9865 

1471 

Revocation of user access is another important aspect of group data sharing. Li et al. (2014) 

introduce a secure data sharing scheme using revocable-storage identity-based encryption, 

allowing the efficient revocation of user privileges. Zhang et al[7][19]. (2014) present a public 

auditing scheme with efficient user revocation in mobile cloud computing, ensuring secure data 

sharing while maintaining the ability to revoke access. 

Several challenges[13] remain in this field, including the trade-off between anonymity and 

traceability, the need for efficient and scalable methods, and the need to ensure user 

accountability. Future research may focus on addressing these challenges and improving the 

performance and usability of existing methods.                     

3.  METHODOLOGY 

The methodology of anonymous and traceable group data sharing[17][18] in cloud computing 

is based on the use of group signatures and revocation techniques. The system model consists 

of three main entities: the cloud server, the group manager, and the group members. The cloud 

server stores all user data and grants access to it based on publicly available revocation lists 

maintained by the group manager.[14][15] The group manager performs various tasks such as 

system parameter generation, user registration, group creation, revocation list maintenance, and 

traceability. The group members can store their private data in the cloud server and share it 

with others in the group. 

To achieve anonymity, techniques such as group signatures or proxy re-encryption are utilized. 

Group signatures allow group members to anonymously sign messages or data, [11][16] 

making it challenging to trace the originator of a particular piece of data. Proxy re-encryption 

enables a trusted third party to transform encrypted data from one user to another without 

revealing the original content. 

The proposed methodology uses group signatures to ensure the anonymity of group members 

while sharing data. [16] The use of revocation techniques allows for the efficient removal of 

revoked users from the system without affecting the personal keys of the remaining users. 

[13][14] The system architecture ensures the integrity and confidentiality of user data while 

allowing for efficient data sharing within the group. The proposed methodology provides a 

secure and efficient solution for anonymous and traceable group data sharing in cloud 

computing environments. 

4. SYSTEM ARCHITECTURE 

 

Figure 1: Architecture of data sharing in cloud group 
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The system architecture for anonymous and traceable group data sharing in cloud computing 

consists of three main entities: the cloud server, the group manager, and the group members. 

The cloud server stores and grants access to user data based on a publicly available revocation 

list maintained by the group manager.[17][18] The group manager performs tasks such as 

system parameter generation, user registration, revocation list maintenance, and traceability. 

The group members store their private data in the cloud server and share it with others in the 

group. The data is encrypted using a group signature scheme and a revocable broadcast 

encryption scheme.[14] The proposed system architecture provides anonymity to the group 

members while allowing the group manager to revoke access to any member if necessary. It 

also ensures traceability in case of disputes by keeping a log of all data access and sharing 

activities. 

5. IMPLEMENTATION  

The implementation of the anonymous and traceable group data sharing project involves 

several steps. Firstly, the system architecture and design must be finalized, followed by the 

selection and deployment of appropriate cloud computing technologies. [19][20] Next, the 

group manager performs various tasks such as system parameters generation, user registration, 

group creation, assigning group signature, generation of secret key using bilinear mapping, and 

maintaining the revocation list.  

 

Figure 2: Home Page 

 

Figure 3: Manager Login 
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Once the system is set up, group members can store their private data in the cloud server and 

share it with others in the group. The data is encrypted and signed using group signature 

schemes and bilinear pairings.[11][12] The cloud server grants access to the files based on the 

revocation list maintained by the group manager, ensuring that only authorized members can 

access the shared data.  

To enhance the security and privacy of the system, several cryptographic techniques such as 

homomorphic encryption, proxy re-encryption, and attribute-based encryption can be used. 

The system can be further improved by incorporating techniques such as blockchain-based 

audit trails and distributed storage. Overall, the implementation of this project requires a 

thorough understanding of cloud computing, cryptography, and security protocols 

6. CONCLUSION AND FUTURE WORK 

In conclusion, the proposed anonymous and traceable group data sharing system provides a 

secure and efficient way for group members to share data while maintaining their privacy and 

the traceability of their actions. The system model consists of a cloud server, a group manager, 

and group members, with each entity playing a specific role in the system. 

One potential enhancement for this project could be to introduce more advanced encryption 

techniques to further enhance the security of the system. Additionally, incorporating multi-

factor authentication and biometric authentication methods can add an extra layer of security 

to the system. 

Another future improvement could be to develop a mobile application for the system to allow 

users to access and share their data on-the-go. Furthermore, implementing a more user-friendly 

interface can improve the user experience and increase the system's adoption rate. 

The group data sharing system with anonymous and traceable features has immense potential 

for use in industries that require secure data privacy, such as healthcare, finance, and education 
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