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I. Introduction

Wireless sensor networks (WSNSs) consist of many sensor nodes capable of wireless
communication and data collection. In addition to sensor nodes, most WSNs include two other
components, which are base station and cluster head. Key encryption technology is a basic
technique for protecting the secrecy of transmitted data among sensor nodes in wireless sensor
networks. Sensor nodes are limited by insufficient hardware resources, such as memory
capacity, battery lifetime, and processor speed [4].

The limitations of memory determine the amount of data to be stored, while battery lifetime
determines the life of sensor nodes and slow processors cannot handle complex computations.
These problems in turn will influence the efficiency of sensor networks. As a result, few current
key management schemes are appropriate for wireless sensor networks [3]

Regarding the security issues in the wireless sensor network, the encrypting scheme must not
increase the load of sensor nodes. If sensor nodes need to perform complex computations for
encryption, it would consume the energy of sensor nodes. Hence, the traditional encrypting and
decrypting method is not suitable for wireless sensor networks [1].
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Il Proposed methodology - Solve security issue

In his paper, a new key management method that uses dynamic key management schemes for
heterogeneous sensor networks is being proposed. The members of this network include a
minority of powerful high-end sensors (H-sensors), which work as cluster heads, and a majority of
low-end sensors (L-sensors). The high-end sensors have more memory, a wider transmission range,
longer battery and greater fault tolerance. Low-end sensors represent general sensor nodes [5].

In the proposed method, the L-sensors only store a little data at a time. Hence, they only
require a little memory to work quickly. H-sensors regularly replace the encrypting key based
on the status of the cluster. At the same time, the L-sensors can determine if the new key is
legal. This design requires fewer resources to achieve the security of sensor nodes in wireless
sensor networks, while ensuring confidentiality, integrity, and availability [6]. The proposed
scheme loads a hash function into the base station, cluster heads, and sensor nodes. The cluster
heads and sensor nodes then generate their own key chains to provide forward authentication in
case of key changes, security breaches, and key changes due to security breaches. The cluster
heads and sensor nodes establish pair-wise keys to ensure transmission secrecy. The proposed
scheme decreases the number of keys required for sensor nodes and cluster heads and is robust to
the following attacks: guessing attacks, replay attacks, man-in- the-middle attacks, node capture
attacks, and denial-of- service attacks [2].

111 Background literature

Some of the authors have worked in the topic chosenin this paper, which are put forth here one
after the other in succession. The authors L. Kejie, Q. Yi, and H. Jiankun worked a lot on the
frameworks for distributed key management scheme/s in w-HSNW’s & devised various protocols
to tackle the security issues. Here, they also worked on the key management schemes in distributed
wireless sensor networks with heterogeneous sensor nodes. In homogeneous sensor networks, all
sensor nodes have the same characteristics, such as battery lifetime, computation power, and
memory capacity. However, some proposed key management schemes for homogeneous sensor
networks encounter the problems of low transmission speed, limited scalability, and a lack of fault
tolerance. Heterogeneous sensor networks (HSNs) can avoid these problems. In HSNs, which
include several kinds of sensor nodes, different kinds of sensor nodes have different properties and
transmission ranges. Their work suffered from major drawbacks such as [7]

> Memory capacity to be maximized
>  Battery lifetime to be increased
>  Scalability to be increased (Need to analyze with hugenumber of heterogeneous nodes)

The research team led by X. Du, Y. Xiao, M. Guizani and H.H. Chen proposed an effective
key management scheme for HSNs and showed that the key management is an essential
cryptographic primitive to provide security operations. Here, they presented an effective key
management scheme that takes advantage of the powerful high-end sensors in heterogeneous
sensor networks. The performance evaluation and security analysis show that the key
management scheme provides better security with low complexity and significant reduction on
storage requirement, compared with existing key managementschemes, but their work suffered
from certain disadvantages such as [8]

» Communication and computation overhead
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> High energy requirement
» Performance to be increased

Research engineers team led by D. Liu and P. Ning worked on the loocation-based pair-wise key
establishments for static WSN’s where, they presented a simple location-aware deployment model
& developed two pair-wise key pre-distribution schemes by taking advantage of sensors’ expected
locations, aiming atimproving pair-wise key establishment in sensor networks. When sensors in a
network can be deployed to the expected locations with a certain precision, these schemes provide
better security and performance over the previous solutions. The First scheme, closest pair-wise
keys scheme, is resistant to node capture attacks and has no limiton the total number of sensors. Its
extended version further reduces the storage overhead and simplifies the dynamic deployment of
new sensors. The second scheme, location- based key pre-distribution using polynomials, employs
a threshold technique and provides a trade-off between the security against node capture and the
performance of establishing pair-wise keys. Their work suffered from a number of lacunas & some
of them were [9]

>  Security to be increased
> Deployment error to be decreased
> Performance to be increased

Famous South Asian networking engineers, Y. Zhang,

W. Liu, W. Lou and Y. Fang researched upon the topic of securing sensor networks with location-
based keys in heterogeneous nets & the trio propose the novel notion of location-based keys for
designing compromise-tolerant security mechanisms for sensor networks. Based on location based
keys, they develop a node-to-node authentication scheme, which is not only able to localize the
impact of compromised nodes within their vicinity, b also to facilitate the establishment of pair-
wise Kkeys between neighboring nodes. This scheme has perfect resilience against node
compromise, low storage overhead, and good network scalability. Also demonstrate the use of
location-based keys in combating a few notorious attacks against sensor network routing protocols.
Certain drawbacks were found in their works, which were [10]

> Need evaluate the performance of this scheme inpractical sensor networks.

> Need to investigate the potential applications oflocation-based keys in securing sensor
networks.

A. Wadaa, S. Olariu, L. Wilson and M. Eltoweissy devised cryptographic key management
system in h- WSNs using scalable concepts. The authors proposed a scalable key management
scheme for sensor networks consisting of a large-scale random deployment of commodity
sensor nodes that are anonymous. The proposed scheme relies on a location-based virtual
network infrastructure and is built upon a combinatorial formulation of the group key
management problem. Primary features of this scheme include autonomously computing group
keys, and dynamically computing, usinga simple hash function, the mapping of nodes to group
keys. The scheme scales well in the size of the network and supports dynamic setup and
management of arbitrary structures of secure group communications in large-scale wireless
sensor network. Some drawbacks in their works were [11]

» Performance to be increased

> Need to decrease the energy requirement
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>  Security to be increased

D. Liu, P. Ning and W. Du worked on many of the key pre-distribution techniques that take the
advantage of sensors’ expected locations to help pre-distributing keying materials in huge h-WSNs.
However, it is usually very difficult, and sometimes impossible, to guarantee the knowledge of
sensors’ expected locations. In order to remove the dependency on expected locations. They
worked on the group-based key pre-distribution & proposed a practical deployment model, where
sensor nodes are deployed in groups, and the nodes in the same group are close to each other after
the deployment. Based on this model, the paper develops a novel group-based key pre-distribution
framework, which can be combined with any of existing key pre-distribution techniques. A
distinguishing property of this framework is that it does not require the knowledge of sensors’
expected locations and greatly simplifies the deployment of sensor networks. Even though there
were good advantages, equal number of disadvantages were there in their proposed work [12]

> Memory capacity to be maximized
>  Performance to be increased
> Complexity to be decreased

Networking team research led by M.F. Younis, K. Ghumman and M. Eltoweissy worked on
the location-aware combinatorial key management scheme for clustered WSNs & focussed on
the management of encryption keys in large-scale clustered h-WSNs. The authors proposed a
novel distributed key management scheme based on exclusion basis systems (EBS) along witha
combinatorial formulation of the group key management problem. This scheme is termed SHELL
because it is scalable, hierarchical, efficient, location-aware, and light- weight. Unlike most
existing key management schemes for WSNs, SHELL supports rekeying and, thus, enhances
network security and survivability against node capture. SHELL distributes key management
functionality among multiple nodes and minimizes the memory and energy consumption
through trading off the number of keys and rekeying messages. In addition, SHELL employs a
novel key assignment scheme that reduces the potential of collusion among compromised
sensor nodes by factoring the geographic location of nodes in key assignment. The deficits
found in their work were [13]

> Memory requirement to be minimized
> Performance to be increased
IV Main objectives of the proposed work

The main objective of the proposed work is to developa high secured forward authentication
key management concept for a heterogeneous WSN. Wireless sensor networks (WSNs) consist
of many sensor nodes capable of wireless communication and data collection. In addition to sensor
nodes, most WSNSs include two other components, which are base station and cluster head. Key
encryption technology is a basic technique for protecting the secrecy of transmitted data among
sensor nodes in wireless sensor networks. However, sensor nodes are inherently limited by
insufficient hardware resources such as memory capacity and battery lifetime. As a result, few
current key management schemes are appropriate for wireless sensor networks. This paper
proposes a new key management method that uses dynamic key management schemes for
heterogeneous sensor networks. The proposed scheme loads a hash function into the base
station, cluster heads, and sensor nodes. The cluster heads and sensor nodes then generate their
own key chains to provide forward authentication in case of key changes, security breaches,
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and key changes due to security breaches. The cluster heads and sensor nodes establish pair-
wise keys to ensure transmission secrecy. The proposed scheme decreases the number of keys
required for sensor nodes and cluster heads and is robust to the following attacks: guessing
attacks, replay attacks, man-in-the-middle attacks, node capture attacks and denial-of-service
attacks [14].

V Concepts used in security process

The proposed method includes [15]

*.
*

*

key revocation,
& addition of a new node, and

R the generation of a new key-chain. which are given a small insight to it as below.

Key Revocation : In HSNs, if the BS discovers a compromised node or adversary (assume
that the BS has an intrusion detection system mechanism inside), the BS broadcasts the
“Malicious node message” to all the H-sensors.

©® ®0 o0 O

. ®®

® ® o000

N S

Cluster head - 1 B / Cluster head - 2

Fig. 1 : The architectural layout of the heterogeneous sensor network used in our research work

Addition of a New Node : The newly deployed node needs to establish pair-wise key with its
own H-sensor. Before adding new node into an environment, this new node should be ensured
that it is not a comprised node and the hash function and the temporary session key are securely
stored. After the deployment of a new L-sensor node, the BS actively delivers the “new node
message” about the addition of a new node to all H-sensors.

Generation of a New Key-Chain :  When the last key in the key-chain has been used in the
cluster, as long as H- sensor still has sufficient power, it creates a new key-chain for the L-sensors
in the cluster. H-sensor uses the pair-wise key to encrypt the new key for the L-sensors.

Vi Technical details of the proposed work

Here, in this section, a key-chain protocol for key management is developed for HSN’s. Each
cluster head generates its own key-chain, which encrypts messages and communicates with the
other sensor nodes in the cluster. Based on hierarchical clustering, each cluster consists of several
sensor nodes and a cluster head. Several clusters and a base station form the heterogeneous sensor
networks which is shown in the Fig. 1 & 2 respectively 1 along with the technical details in Fig. 3
[16].
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Fig. 2 : Forward authentication key management schemefor h-WSNs

There are 2 types of sensors in hierarchical clustering HSNs, viz.,
1. a small number of powerful high-end sensors (H-sensors, the same as the cluster head) and
2. a large number of low-end sensors (L-sensors, thesame as the ordinary sensor node).

The H-sensors are equipped with tamper resistant hardware and have more memory and greater
processing capability. They can communicate directly with the base station. The L-sensors are
normal sensor nodes that are limited in terms of processing capability, power, and memory. L-
sensors acquire data from the surrounding environment and forward the collected data to the H-
sensors. The H-sensors can communicate directly with the base station; all the L-sensor packets are
transmitted to the BS via the H-sensor. This approach assumes that the base station is trusted.

Before the
deployment
of the nodes —
ic initiated | Initialize the phase & start the process |
N P PP
[ ;
| Esztsblishment of the direct key mechamizm | _.-’\fter the
deployment
l c-ft:hr: nodes
] Establishment of the indirect key mechanmism l 1= Ofrer
l
. + +
Updating Revocation Joining of
of the of the the new
Loy keey nodes

Fig. 3 : The main layout of the developed key
management scheme

The proposed system assumes the following 5 important communication protocoled rules. These
communication rules should be followed in order to avoid a compromised node infringing the other
L-sensors and to prevent the attacks such as

replay attacks or man-in-the middle attacks. Those 5 important communication protocols are [17]
1. H-sensors can directly communicate with the BS.
2. The base station exchanges messages with L-sensors through H-sensors and vice versa.
3. H-sensors can send messages to specific L-sensors in the cluster.
4. H-sensors can broadcast messages to all L-sensors in the cluster.
5. L-sensors must exchange the messages with each other through an H-sensor. In other words, L-
sensors cannot directly exchange messages with each other. Hence, a compromised L-sensor
cannot affect the other L-sensor in the cluster.
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VII Initialization & authentication phases

In the work considered, the keying protocol developed w.r.t. the HSNs are carried out in two
phases, initialization and authentication phase, which are explained as under 1. Initialization Phase:
The base station generates a key pool before deployment of L-sensors and H-sensors. The base
station then chooses a unique key for each H-sensor, which is regarded as cluster key HK.

Authentication Phase: After all nodes are distributed in the environment, the H-sensors decide
which nodes to connect with.

VIII Input datasets & expected results
Input : Message
Output : We analyse the proposed method from the following 3 issues : management scheme

Start

e
| Define Node Configuration parameters |

e
| Create simulator Object |

e
Create WAM File

e
Create Multiple Trace |

e
| Create /W Topolegy |
-

| Creating GOD (General Operation Director) Object |

e
| Configure the nodes in the topology |
e
Node Creation
(Source, Sink, Sensor, Attacker)

e
| Meighbour node distance calculation |

-

| Send route-request packets |

Append attacker information
Get attacks & attacker information

| Perform verification |

| Get info about attacker nodes

Make attacks ineffective |

| End the simulation |

-

| End

Fig. 4 : Flow chart / Data flow diagram used in ourcoding process

1. the number of messages for grouping andestablishing the pair-wise key;
. the key sizes;
3. the power consumption analysis.

1. The Number of Messages between the H-Sensor and L-Sensor: In the proposed scheme,
each H-sensor establishes a pair-wise key with its own L-sensor and three messages are exchanged:
the H-sensor broadcasts two messages, and an L-sensor node sends one response message. In
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updating the key, the H- sensor and L-sensor nodes only send one message, where the H-sensor
node broadcasts the hello message.

2. The Key Sizes: In the proposed scheme, regardless of the number of L-sensor nodes, each L-
sensor only stores three keys. This approach reduces memoryspace requirements and increases the
efficiency of each sensor node.

3. Power Consumption Analysis: For each sensor node, the costs of the energy consumption are
primarily in data transmission and receiving. In our scheme, we assume that a packet consists of 16-
byte MAC (the size of hash, 128 bit), 16-byte payload, 20-byte header, and 10-byte preamble. The
total length of packet is 62 bytes. Each L-sensor node is assigned an initial energy of 1 J, and the
power consumption for receiving and transmitting one byte of packet is assumed to be 28.6 (1]
and 59.2 (1] respectively [18].

IX NS-2 Simulation Results

In this research work, we have proposed an improvised secured routing protocol for WSNs using
hierarchical & clustered approach. The coding (script writing) for the development of a cooperative
wireless sensor networks for efficient data transfer schemes is developed in the .NS2 tool by
writing .tcl scripts and once it is completed, it is tested for its effectiveness as per the algo steps
given below as per the flow chart shown in the Fig. No. 4. Next, the developed code is saved in a
particular folder in the Ubuntu environment as shown in the Fig. 5. The Ubuntu is started next.

At the terminal, commands like sudo —s is being used to enter the kernel (Fig. 8) The password is
being set. Next, the source code in which the directory / folder is present is changed using cd
command. The developed code is run using ns filename.tcl. The command window of the NS-2
simulator appears with the simulator start button along with the network animator as shown in
the Fig. 9. Once the simulation is started, the node deployment within the ‘n’ number of cluster
heads along with the base station, sink, etc.... on the NS-2 animator screen as shown in the
Figs. 10 & 11 respectively along with the attacker nodes [19].

The proposed algorithm developed is incorporated in the .tcl file in the NS2 environment. The
coding is developed in such a way that 40 sensor nodes are deployed in the network similar
animator window, the code pattern can be observed in the Fig. 6 & 7 respectively. The data transfer
starts from the source node by sending “hello” packets to the sink via the nodes as shown in the
Figs. 12 & 13 respectively.

Once the data transfer starts, attacker nodes starts attacking in the middle & starts to steal the
information, but the proposed algorithm immediately identifies which nodes has been attacked
by the attacker, ensures the keying is done in a proper manner and immediately makes the effect
of attacking node on the attacked node ineffective and the normal process of the data packet
transfer starts.

Simulation takes couple of minutes, passes different stages of data packets sending,
verification, encryption, decryption from the source node S-D to the sink or destination node.
Once the data transfer is fully successful, the final step is to observe the simulated results from
the NAM window command prompt by using the commands chmod 777 results.sh & running
the shell script ./results.sh & the plots of throughput, packet delivery, packets drop, etc... are
plotted & the results are analyzed from which we can come to a conclusion that there is zero
packets drop, say if 10 packets are sent from the source, at the receivingend also, it is 10, thus
the drop is 10 — 10 = Zero [20].

Vol. 70 No. 2 (2021) 1891

http://philstat.org.ph



Mathematical Statistician and Engineering Applications
ISSN: 2094-0343

Fig. 6 : Structure of the main program “main.tcl” showingthe syntaxes, blue shows the steps
involved in the development of the code

Fig. 7 : Part of the “main.tcl” code showing the intermediate steps such as configuration &
creation of thesensor & attacker nodes

Fig. 8 : Running the main file @ the terminal point byexecuting the command ; ns main.tcl @
the commandprompt
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Fig. 9 : Activation of the NAM window & the NAMsimulator window once the main file is
evoked
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Fig. 11 : Complete deployment of all the nodes along withsensor nodes, sink node, source
node, attacker nodes
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Fig 12 : Source node starting the despatch of the ‘hello’ message packets to the sink via the
neighbouring nodes (shown in concentric circles), say node 0-sending packetsto neighbour 1, to
3, etc....
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Fig 13 : Source node starting the despatch of the ‘hello” message packets to the sink via the
neighbouring nodes (shown in concentric circles), say node 26-sending packets to neighbour 27,
node 27 to node 26, node 28 to node node26 ... . & so on.
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Fig. 14 : Simulation showing the 2 attacker nodes (37 &38) coming suddenly into the picture
during the data transmission
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Fig. 16 : Attacker-1 (node 28) springing into action,whereas node 36 monitoring the situation &
authenticating the keys to the nodes to be careful
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Fig. 18 : Attacker nodes attacking the nodes 12 & 18 (afterattacking, the sensor nodes 12 & 18
become active again due to the algorithm developed showing the ineffectiveness of the attacker
nodes on the sensor nodes
.... showing the security is good)

DL ERICDCEE RIS

Fig. 19 : Source sending the data to the sink via a newrouting path, 2 attacker nodes attacking
node 33 & 25(showing red)
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Fig. 20 : Source sending the data to the sink via a new routing path, 2 attacker nodes attacking
node 33 & 25 (showing red), again attacking another 2 nodes 30 & 24 (showing green)
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Fig. 21 : Data transfer from s to d via the new path successfully inspite of attaching the nodes
in the path (proposed algorithm takes care of the attacked nodes which have been attacked by
the attackers & making itinactive, thus showing the security levels)
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Fig. 22 : Trace file showing all the datas, how much data packets has been transferred, how much
time taken to move from s to d inspite of attackers attacking the nodesin the path
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Fig 23 : Plot of throughput obtained v/s time
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Fig. 24 : Plot of packet delivery ratio or the verificationfailure rate obtained v/s time
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Fig. 25 : Plot of fraction of packets dropped obtained v/stime

X Conclusion

In the research work presented in this paper, routing protocol development for a heterogeneous
wireless sensor network using the concepts of key encryption, key revocation, addition of a new
node & and the generation of a new key-chain w.r.t. base station and cluster heads is being
presented. Finally, the main aim of this work was to present a new key management scheme that is
suitable for HSNs inspite of attacker nodes. This study proposes a new key management scheme
that is suitable for HSNs. By clustering all the sensor nodes in the environment, cluster heads can
generate their own key-chain, which can be seen in the simulated results. The key chain helps in
the data transfer of the packets.

The sensor nodes and their cluster heads can jointlyestablish pair wise keys. Pair wise keys ensure
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transmission secrecy for each message, protecting data integrity and determining if the sensor
nodes are malicious. The key-chain consists of continuous keys, and each key is dependent. This
makes it possible for the sensor node to confirm the validity of each key. Sensor nodes or cluster
heads through the characteristic of key-chain, when the cluster heads change the key, and then
sensor nodes can confirm the identity of the cluster head and the validity of new key. In our
scheme, the key is calculated by hash function. The hash function makes it possible to compress
data into a fixed length and avoid data collision. Sensor nodes only need to store a few keys and a
hash function at a time, reducing the memory requirements of sensor nodes and ensuring key
security. The simulation results shows the effectiveness of the methodology that is being
developed in this paper.
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