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1.0 Introduction

Data in a cloud storage environment is usually stored in the space offered by third-party
companies. Instead of being provided by a single host, the storage space is integrated and
distributed through centralized management. Generally speaking, the commonly seen storage
protocols are NAS and SAN. Nevertheless, due to the great number of users and devices in the
cloud network, the managers often cannot effectively manage the efficiency of various storage
nodes. As a result, the complexity of controlling the hardware and the network traffic is increased
and the performance of the cloud network is decreased.

Cloud computing services can be classified as either computing or storage. As far as data
storage is concerned, although numerous schemes have been presented to improve file chunking
and data compression, the waste of resources caused by revisions or changes is often overlooked.
For instance, a file that is re- uploaded to the server may seriously affect the network bandwidth
as well as the server workload, and also degrade efficiency. In addition, the cloud network covers
a great scope and domain and the data written on storage devices by different users might be
similar or identical, because of user habits and available resources. Consequently, the system
manager can no longer guarantee the optimal status of each storage node in the cloud system.
With the enlargement of the network, data integration bottleneck and waste of resources may
occur as system processes duplicate & redundant data, despite the flexibility and rapidity of the
cloud storage system.

This study uses the index name server (INS) to process cloud storage functions, including
file compression, chunk matching, data de-duplication, real-time feedback control, IP
information, and busy level index monitoring. Therefore, our proposed INS can manage and
optimize the storage nodes according to the client-side transmission conditions so that every
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storage node can maintain its optimal status and provide suitable resources to clients. Moreover,
to balance the load in the system, we use INS to dynamically monitor IP information and busy
level index to avoid network congestion or long waiting times during transmissions. The
simulation results prove that the performance enhancement of the data transmission can reach
up to 20%—-50%, which not only improves the performance of the cloud storage system, but
also distributes the files to reduce the load on the storage nodes.

2.0 Literature Review

Encryption keys also come with two flavors, symmetric key or asymmetric (public) key.
Using symmetric encryption, when client wants the data to be originated from a third party,
he/she has to give the encryptor him/her secret key; obviously, this is not always desirable. By
contrast, the encryption key and decryption key are different in public-key encryption. The use
of public-key encryption gives more flexibility for our applications. For example, in enterprise
settings, every employee can upload encrypted data on the cloud storage server without the
knowledge of the company’s master-secret key. Since the decryption key should be sent via a
secure channel and kept secret, small key size is always desirable. For example, we can’t expect
large storage for decryption keys in the resource-constraint devices like smart phones, smart
cards or wireless sensor nodes. Especially, these secret keys are usually stored in the tamper-
proof memory, which is relatively expensive. The present research efforts mainly focus on
minimizing the communication requirements like aggregate signature [1].

. Cryptographic Keys for a Predefined Hierarchy —

We start by discussing the most relevant study in the literature of cryptography/security.
Cryptographic key assignment schemes (e.g. [2], [3], [4], [5]) aim to minimize the expense in
storing and managing secret keys for general cryptographic use. Utilizing a tree structure, a
key for a given branch can be used to derive the keys of its descendant nodes (but not the other
way round). Just granting the parent key implicitly grants all the keys of its descendant nodes.
Sandhu [6] proposed a method to generate a tree hierarchy of symmetric-keys by using repeated
evaluations of pseudorandom function/block-cipher on a fixed secret. The concept can be
generalized from a tree to a graph. More advanced cryptographic key assignment schemes
support access policy that can be modelled by an acyclic graph or a cyclic graph [8], [9], [7].
Most of these schemes produce keys for symmetric-key cryptosystems, even though the key
derivations may require modular arithmetic as used in public-key cryptosystems, which are
generally more expensive than “symmetric-key operations” such as pseudorandom function.

In general, hierarchical approaches can solve the problem partially if one intends to share
all files under a certain branch in the hierarchy. On average, the number of keys increases with
the number of branches. It is unlikely to come up with a hierarchy that can save the number of
total keys to be granted for all individuals simultaneously.

. Compact Key in Symmetric-Key Encryption —

Motivated by the same problem of supporting flexible hierarchy in decryption power
delegation (but in symmetric-key setting), Benaloh[10] presented an encryption scheme which
is originally proposed for concisely transmitting large number of keys in broadcast scenario
[11]. The construction is simple and we briefly review its key derivation process here for a
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concrete description of what are the desirable properties we want to achieve. This approach
achieves similar properties and performances as our schemes. However, it is designed for the
symmetric-key setting instead. The encryptor needs to get the corresponding secret keys to
encrypt data, which is not suitable for many applications. Since their method is used to generate
a secret value rather than a pair of public/secret keys, it is unclear how to apply this idea for
public-key encryption scheme.

In fuzzy IBE [12], one single compact secret key can decrypt cipher-texts encrypted under
many identities which are close in a certain metric space, but not for an arbitrary set of identities
and therefore it does not match with our idea of key aggregation.

. Other Encryption Schemes —

Attribute-based encryption (ABE) [13], [14] allows each cipher-text to be associated with
an attribute, and the master-secret key holder can extract a secret key for a policy of these
attributes so that a cipher-text can be decrypted by this key if its associated attribute conforms
to the policy. The major concern in ABE is collusion-resistance but not the compactness of
secret keys. Indeed, the size of the key often increases linearly with the number of attributes it
encompasses, or the cipher-text-size is not constant (e.g., [15])

To delegate the decryption power of some cipher-texts without sending the secret key to the
delegate, a useful primitive is proxy re-encryption (PRE) (e.g., [16], [17], [18], [19]). PRE is
well known to have numerous applications including cryptographic file system [20]. The
transformation key of proxy should be well-protected. Using PRE just moves the secure key
storage requirement from the delegate to the proxy. It is thus undesirable to let the proxy reside
in the storage server. That will also be inconvenient since every decryption requires separate
interaction with the proxy.

Summarization —

A canonical application of KAC is data sharing. The key aggregation property is especially
useful when we expect the delegation to be efficient and flexible. The schemes enable a content
provider to share her data in a confidential and selective way, with a fixed and small cipher-
text expansion, by distributing to each authorized user a single and small aggregate key.

3.0 Problem Definition And Scope
In modern cryptography, a fundamental problem we often study is about leveraging the secrecy
of a small piece of knowledge into the ability to perform cryptographic functions (e.g.
encryption, authentication) multiple times. In this paper, we study how to make a decryption
key more powerful in the sense that it allows decryption of multiple cipher-texts, without
increasing its size.

Specifically, our problem statement is: “To design an efficient public-key encryption scheme
which supports flexible delegation in the sense that any subset of the cipher-texts (produced by
the encryption scheme) is decryptable by a constant-size decryption key (generated by the
owner of the master-secret key).”

We solve this problem by introducing a special type of public-key encryption which we call
key-aggregate cryptosystem (KAC). In KAC, users encrypt a message not only under a public-
key, but also under an identifier of cipher-text called class. That means the cipher-texts are
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further categorized into different classes. The key owner holds a master-secret called master-
secret key, which can be used to extract secret keys for different classes. More importantly, the
extracted key have can be an aggregate key which is as compact as a secret key for a single
class, but aggregates the power of many such keys, i.e., the decryption power for any subset of
cipher-text classes.

4.0 Proposed System

In modern cryptography, a fundamental problem we often study is about leveraging the
secrecy of a small piece of knowledge into the ability to perform cryptographic functions (e.g.
encryption, authentication) multiple times. We solve this problem by introducing a special type
of public-key encryption which we call key-aggregate cryptosystem (KAC). In KAC, users
encrypt a message not only under a public-key, but also under an identifier of cipher-text called
class. That means the cipher-texts are further categorized into different classes. The key owner
holds a master-secret called master-secret key, which can be used to extract secret keys for
different classes. More importantly, the extracted key have can be an aggregate key which is
as compact as a secret key for a single class, but aggregates the power of many such keys, i.e.,
the decryption power for any subset of cipher-text classes.

The data owner establishes the public system parameter via Setup and generates a
public/master-secret3 key pair via KeyGen. Messages can be encrypted via Encrypt by anyone
who also decides what cipher-text class is associated with the plaintext message to be
encrypted. The data owner can use the master-secret to generate an aggregate decryption key
for a set of cipher-text classes via Extract. The generated keys can be passed to delegates
securely (via secure e-mails or secure devices). Finally, any user with an aggregate key can
decrypt any cipher-text provided that the cipher-text’s class is contained in the aggregate key
via Decrypt.

NEWOk SOM0R0 e ™Y 2 b one \\\‘

-/ —

/ L S o N
~— [13 13 [53 [#3. =2 A
C ' Ug Qg Uy g 4. )

P — “~ J/
7 O
A /

N =3 /"‘ —

o g Y
Ercrpt(pk.(.[]) » fj =y =g
Seitup = parumi ﬁ ~

; |\ — .
KeyGen = (pk, mk) 1@ Agpregatekey K,y ¢
Y,
\ -y
Extract(mk,(235)) = K, -
iy Decrypi(Kyas.(235)1 r;l\’ f:]
9
¢

Fig. 1: System Architecture
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Table 1- Comparisons between our basic KAC scheme and other related schemes
. . Cipher- .
Schemes Decryption key size text size Encryption type
Key assignment schemes for a Most likely non- Symmetric-key
redefined hierarchy (e.g., [7]) constant (Depends on | - Constant or public-ke
P yeg. hierarchy) P y
Symmetric-key encryption with .
-k
Compact Key (e.g., [8]) Constant Constant Symmetric-key
IBE with Compact Key (e.g., Constant Non- Public-key
[9)) constant
Attribute-Based Encryption Non-constant Constant Public-key
(e.g., [10])
KAC Constant Constant Public-key

5.0 Conclusion
In this way we consider how to “compress” secret keys in public-key cryptosystems which

support delegation of secret keys for different cipher-text classes in cloud storage. No matter
which one among the power set of classes, the delegate can always get an aggregate key of
constant size. Our approach is more flexible than hierarchical key assignment which can only
save spaces if all key-holders share a similar set of privileges. Although the parameter can be
downloaded with cipher-texts, it would be better if its size is independent of the maximum
number of cipher-text classes. On the other hand, when one carries the delegated keys around
in a mobile device without using special trusted hardware, the key is prompt to leakage,
designing a leakage-resilient cryptosystem, yet allows efficient and flexible key delegation is
also an interesting direction.
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