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Abstract 

Image Encryption plays major role to handle privacy issues in the 

network. For the researchers it is difficult to train the encrypted images 

because of privacy issues. However in some applications the researchers 

need to collect the image datain order to train the network using machine 

learning algorithm. This difficulty can be achieved by using the proposed 

algorithm. A novel scheme of image encryption and machine learning 

algorithm is used to train the network with encrypted images. The idea 

behind the proposed algorithm is to encrypt the images in order to secure 

the image from humans but not for the network to train the data. Here the 

network is trained directly with the encrypted images without decrypting 

them. The proposed algorithm can be applied in Deep learning 

surveillance applications. With the help of this algorithm, any kind of 

network can train the data. 
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1. Introduction 

In computer vision applications[1], Machine Learning and Deep learning are very powerful 

tools that are used. The most important application field in Deep Learning is close observation or 

surveillance on data set. To obtain best performance huge training data set is required. But in 

surveillance application, it is difficult to collect the large training data sets by keeping the privacy of 

one’s data. Developers can directly identify one’s behaviour if their photos are included into 

datasets. Image encryption is one of the important techniques to maintain privacy. The process of 

converting original image in to encrypted image where people cannot recognize the original 

contents of the image is called image encryption. Different image encryption algorithms have been 
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developed to transmit the images securely over the public network[2]. Different types of 

cryptographic algorithms and issues are discussed by T.Naga Lakshmi and S. Jyothi in 

“Cryptography Algorithms- Issues on Recent trends” [3].If any people or machine wants to 

recognize the contents of the encrypted imaged, it must be decrypted first then only they can access 

the image. If they are accessing the image means, there is no privacy for the image. 

In this paper, a novel approach has been introduced to train the network using encrypted 

images. It is a combination of image encryption and machine learning application where to preserve 

the privacy of image contents.Here the network will directly be learnt by the encrypted images 

without performing any decryption. the proposed scheme is demonstrated using cifar datasets. The 

basic idea in this proposed scheme is to encrypt the images only for the humans but not for 

machines. 

2. Problem Definition 

Let us consider two scenarios i.e., operating phase and training phase. The network requires 

plain image dataset for both scenarios. The network is trained using plain images as shown in 

Fig.1.the original plain images are decrypted to train the network even though the image dataset is 

encrypted. Trainer is the person who trains the network and different from the person who holds the 

data.   The data holder cannot provide the datasets to the trainer because the plain image datasets 

violates the data holder privacy policy. They cannot provide the image datasets to the trainer with 

the two existing schemes. 

In another scenario, operating phase is same as training phase. The operator is the person 

who performs detection and classification in operating phase. It is required for the network to detect 

the plain images and to classify them. The images should be decrypted even the encrypted images 

are available in surveillance system. The operator in the surveillance system in the network checks 

the original plain images. In both cases the operator and trainer violate the privacy policy. To 

overcome this problem a novel scheme of encryption is introduced. 

The major difference between existing image encryption and to the novel approach is the 

images are encrypted against humans and network whereas in the novel approach images are 

encrypted for humans and the network is trained with the encoded images. We call this image 

encryption as a novel scheme of image encryption and machine learning. It encrypts the images for 

human that means the dataset can be provided without any privacy issues. The encrypted images 

can be trained directly by the trainers. The data holder and trainer can avoid privacy issues and very 

helpful to develop the networks to train. The network is trained directly with the encrypted images 

and detects or classify the objects without decrypting the plain images. 

3. A Novel scheme of image encryption and machine Learning- Proposed Algorithm 

 A new algorithm is proposed for image encryption and to be trained by encrypted images is 

block wise shuffling pixels algorithm. The network is trained with plain images as shown in Fig. 1. 

In this method the plain images are trained by the network directly and the privacy issue is very 
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poor. The networks are trained with existing image encryption is as shown in Fig 2. Firstly, the 

images are encrypted and decrypted and then the images are trained in the network and the privacy 

is less because the plain images only trained. As shown in Fig 3. the network is trained with novel 

scheme of image encryption. In this approach the network is trained directly with the encrypted 

images with out decrypting. The procedure of the proposed algorithm for RGB image with 8-bit can 

be discussed as follows: 

1. Consider 8-bit RGB image and divide them in NxN sized blocks. 

2. Every block is divided into 4-bit upper and 4-bit lower images. Then we have 6 channel 

image blocks. 

3. Some of the pixels are randomly chosen and the intensities are reversed 

4. Random pixel shuffling is applied for every image. 

5. It produces the encrypted image which cannot be understand by the humans. 

The network structure should adjust to the proposed novel scheme image encryption and 

machine learning. The adaptation in neural network can be done very easily[4] 

 

 
Fig 1. Network Training with plain images 

 

 
Fig 2. Network training with existing image encryption 

 

 
Fig 3. Network trained with novel scheme of image encryption and machine learning 
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The network should adjust to the novel scheme of image encryption. A convolution layer 

with NxN stride and NxN sized filter is put for the first layer to handle block wise image 

encryption. Several network- in-network style layers[5] are stacked, by using sub-pixel 

convolution[6],  the feature map is sampled to original sized resolution. After performing this 

adaptation any type of network can be followed. 

4. Experiments 

 By considering cifar dataset[7], experiments were conducted. The cifar dataset with the 

image size is 32x32. The block size of the proposed algorithm is set to four. After block adaptation 

networks[8][9] the pyramidal residual networks were constructed. Here the datasets are compared 

among plain images, naïve block wise pixel shuffle, combined cat map[10] and the proposed 

algorithm are compared. Fig.4 shows the image encryption results. 

 

a) Plain image                                                       b) Combined cat map 

 

c) Naïve blockwise pixel shuffle  d) Proposed 

 

Fig.4. Image Encryption Results  

 From the Fig. 4, in plain image and naïve block wise pixel shuffle it is easy to someone to 

identify the borders whereas in combined cat and proposed encryption we are not able to identify 

but it will be useful for the network to be trained. The validation accuracies are mentioned in Table 

1. The method with higher validation gives better results. The accuracy of the combined cat 

algorithm is very low when compared to the other encryption techniques even though it gives the 



Mathematical Statistician and Engineering Applications 

ISSN: 2094-0343 

2326-9865 

 

 
1494 

 
 

Vol. 71 No. 4 (2022) 

http://philstat.org.ph 

 

 

same presentation. The accuracy of the proposed algorithm is same as plain images. The proposed 

algorithm satisfies the properties of the image encryption and machine learning. 

 CIFAR 10 CIFAR 100 

Plain image 0.884 0.591 

Combined Cat map 0.468 0.209 

Naïve block wise pixel shuffle 0.872 0.602 

Proposed 0.863 0.568 

Table 1.  Validation accuracies of cifar dataset 

5.Conclusion 

 A novel scheme is introduced to encrypt the images only for humans but not for machine.  

The proposed algorithm allows to build the networks without any privacy issues. The algorithm is 

validated with cifar dataset and gives better results when compared to the other encryption methods. 
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