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Abstract 

In this research work, the sensors device to be connected with network/service 

from everywhere, will receive signal from the biological changes of patients and 

transfer to the IoT middleware. Such information received by the IoT 

middleware is uploaded into the internet cloud, where the information is saved 

for further analysis. The middleware is controlled by IPv6 addressing scheme 

using Runge-Kutta (RK) Blowfish algorithm by making the modification in 

Feistel cipher of blowfish through integration of Blowfish and the Runge-kutta 

method. By this enhancement of RK- Blowfish algorithm, reported as efficient 

when compared to Advanced Encryption Standard. The healthcare paradigm 

being the ultimate focus of IoT, it has lot of issues concerning the security, 

addressing scheme, objects identified and network efficiency. The versatile 

features of healthcare scheme can be invariably fixed by carefully studying the 

features. 

Keywords— Runge kutta Method, Blowfish algorithm, block chain, Data 

Encryption, IOT, Monitoring in healthcare 

I. INTRODUCTION  

This research work aims to find an essential medical care for diabetics and finding new ways of 

product designed to appeal through automatic inject insulin pump in monitoring the blood glucose 

level.  RK- Blowfish IPv6 encryption [1] based addressing scheme provides high security for data 

transaction. Patient Controlled Encryption has been developed and helps the user to store the 

medical health records [2]. Patient’s medical records are encrypted and securely stored in cloud [5-
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9, 11,12]. By use of Blockchain, the data can be authenticated on concurrent data processing was 

performed and processed in a MySQL database in reliable manner.   

. 

II. LITERATURE REVIEW 

Vardhan et al., [23] reviewed the study of METABO model on Diabetes Management system. It is 

used in healthcare management of diabetic patients. Their aim is to provide virtual and physical 

areas of patients to handle health and empower the patients’ health care ability. They represented 

preliminary results of lightweight based on PHP usage and performance outcomes.  

Sarierao et al.,[24] conducted a study on Smart Healthcare Monitoring System Using MQTT 

Protocol. A smart healthcare device is pre-owned to measure the blood oxygen level, heart rate, 

body movement and the body temperature of the patient. The aim of their system is to gather the 

data using sensors and send this data to the doctor or nurse for the purpose of continuous 

monitoring of a patient. In their study, microcontroller acts as a network server for connecting to the 

Internet using Wi-Fi. By using MQTT protocol and cryptographic protocol, they showed that there 

is no ambiguous data is stored along with the needed data and maintained security.  

Mishra et al.,[25] discussed Remote Web Based ECG Monitoring Using MQTT Protocol for IoT in 

healthcare which is able to control and analyze any non-living object from anywhere. In health care 

system, it is pre-owned to monitor the heartbeat rate. They implemented MQTT based remote ECG 

monitoring system that allows detecting the heart rate of a person using heartbeat sensing even if 

the person is at home. The sensor is interfaced to Raspberry pi3, allows to check heart rate and 

transmitting the heart rate over internet.   

From this survey of the research work, the aim of the proposed work is to combine automatic 

insulin pump therapy based on Block chain model with Continuous Glucose Monitoring for better 

controlling. It sends alert to inject insulin through automatic insulin pump to serve diabetes patients 

at the right time by making decision to control the risk.   

. 

III. SCOPE OF THE RESEARCH 

 The scope of the research work is to develop Continuous glucose monitoring (CGM) Sensor based 

on IPv6 using Blockchain. The main scope of this research is follows:  

• To diagnose the Blood glucose test by learning the level of fluctuation parameter as per the 

severity found early and injects automatic insulin pump can be integrated with CGM sensor device.   

• The primary goal of the research is to set the CGM Sensor based on IPv6 addressing scheme 

with Blockchain in IoT. Self-addressable, self-routable queries and data can be available in IPv6 

addressing scheme by data centric approach. This addressing space provides up to 238.  

• For security process symmetric key algorithm of RK-Blowfish algorithm is implemented 

and this can be compared with Advanced Encryption Standard and identify which one is efficient 

for safety to share the data along block chain.   

. 
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IV. RESEARCH METHODOLOGY 

 

Figure 1. Architecture of Research Methodology 

 

From figure 1 represents the research methodology can be summarized as given steps: 

 

 

 

Step-

1  

Conduct the diabetic test for examining 

the risk factor of the diabetic patients. 

The Continuous Glucose Monitoring is 

integrated with IPv6 addressing 

scheme through Blockchain.  

Step-

2  

  

By applying Blockchain, the patient 

data is collected in secure manner 

based on RK Blowfish algorithm.  

Step-

3  

In order to compare Advanced 

Encryption Standard and RK Blowfish 

algorithm are applied for identifying 

which algorithm is efficient.  

Step-

4  

Collecting the patient’s data and 

storing in the database.  

 

Primary goal of the research is to develop Continuous Glucose Monitoring Sensor based on IPv6 

addressing scheme through Blockchain [3][4][5]. For security process it is used to compare 

cryptographic algorithms of symmetric key for identifying better performance of the encryption 

algorithm which stores the patients’ data in database.  

Blockchain is a smart intermediate function which can be used to store and retrieve the data that are 

connected to the blockchain network with IoT devices [16-22]. The Continuous Glucose 

Monitoring smart sensor can be worked when give treatment to patient, the data can be store on the 

blockchain network based on Ethereum platform. Encryption Algorithm on IPv6 Addressing 

Scheme for Security Enhancement by comparing AES and RK-Blowfish Algorithm  
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1. AES encryption algorithm  

The AES encryption algorithm performs numerous transformations that an array of data is stored. 

The cipher text substitution of data process in first transformation; then the shifting of data in rows 

woks in second transformation and mixes columns in third.  

Pseudocode  

 
The last transformation is performed on each column using a different part of the encryption key. 

Longer keys need more rounds to complete. In this research, AES throughput time and encryption 

and decryption time taken are more to evolve in the work. 

2. RK-Blowfish Algorithm  

The symmetric cryptographic block cipher blowfish key has a key length is from 32 bits to 448 bits 

and 64-bit block size. In S- boxes, there is handle large key-dependent and 16- round Feistel cipher. 

Data encryption takes place at a rate of 26 clock cycles per byte on 32-bit microprocessor.  

Key expansion renders the block of 64-bits into 4168 bytes in size, by transforming a 448-bit 

solution into several sub key arrays. It commended to be produced for encryption or decryption of 

data beforehand. The P-array contains 18, 32-bit sub keys such as  and S-Box of 4 

thirty-two bits consist 256 entries each: S1:0. S1…. S3….255; S2:0, S2, 1……...S2……255; S3: 0, 

S3, 1………...S3….255; 

 Data encryption function iterates sixteen times of network. Every entity round contains a 

substitution of key-dependent alteration and data-dependent [10][13][14][15]. Then an operation 

completes XORs and the superfluities on 32-bits. The only complementary operation to the above 

regulating is indexing array of four data hunt portable for each encompassing.  

Encryption  

In Runge kutta method, forth order form can be followed in this work to reduce the storage 

requirements by this implementation. In fourth order method there is four approximations to the 

slope. Below given approximation of slope can be represents to estimate the slope at time t₀. 

l1=f(x∗(t0), t0) 

              l2=f(x∗(t0) +l1h2, t0+h2) 

              l3=f(x∗(t0) +l2h2, t0+h2) 

              l4=f(x∗(t0) +l3h, t0+h) 

Each of these slope estimates by given below, 

• l1 is the beginning of the time step on the slope. 
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• If the slope l1 time step on halfway, then l2 is indicates slope at the midpoint estimation. From 

the second order midpoint method is indicates the slope as l2. By making approximations for x(t), it 

comes more accurate than l1  

• If the slope l2 time step on halfway, then l3 is indicates slope at the midpoint estimation. 

• Finally, the slope, l3, the time step (to t₀+h) can use to step all the way across and the slope 

at the endpoint l4 can be estimated.  

Then to use a weighted sum of these slopes to get our final estimate of y*(t₀+h) 

dx(t)/dt=f(x(t), t) 

To proceed by one time step h from a point at t=t₀, x*(t₀), and follow the given steps (repetitively). 

      l1=f(x∗(t0), t0) approximate derivative at t=t0 

      x1(t0+h2) = x∗(t0) +k1h2    intermediate estimate of function at t=t0+h/2(usingk1) 

      l2=f(y1(t0+h2), t0+h2) slope at t can estimate by  

           t0+h/2 

      x2(t0+h2) =y∗(t0) + l2h2 t can estimate by another intermediate function on t0+h/2 (using l2) 

     l3=f(x2(t0+h2), t0+h2) another slope at t can estimate by  

          t0+h/2 

     x3(t0+h) =y∗(t0) +l3h, here the function can estimate at    

     t=t0+h (using l3) 

     l4=f(x3(t0+h), t0+h) estimate of slope at t=t0+hy∗(t0+h) =   

     y∗(t0) +l1+2l2+2l3+x4/6 estimate of x(t0+h). 

In RK-Blowfish, incorporating the Runge kutta method with Blow Feistel network 64-bit data 

element as an input which consists of 16 rounds.  Here  

Divide K into 2 thirty-two- bit halves: lA, lB 

For j=1 to 16: 

F(YL)= (lA1, a XOR lB2, b) XOR (lA3, c XOR lB4, d)    

XOR (<<<lB2, b XOR<<< lA3, c) 

Here lA1 represent as S1 , lB2 represent as S2, lA3 represent as S3, lB4 represent two XOR 

operations (lA1, a XOR lB2, b) and (lA3, c XOR lB4, d) as parallelly evaluate under threads and two 

shift operations. This operation can be reduced to the time consumed for one XOR operation.  

RK-Blowfish can ensure security with safety and maintains less memory usage when compared 

with other algorithms. Thus, encryption algorithm mainly rests on the key length the wit the 

supreme strength under Key Aggregation. It is helping the user to share their data partially over 

cloud storage. In Patient Controlled Encryption framework, the sensor can be implemented for store 

the patients’ medical records over cloud and share their data.   

In initialization of P-array and S-boxes, Blowfish's key plan can start with derived values from the 

hexadecimal of pi. In order the P entries are evolved with XOR for obtained secret key. All-zero 

blocks of 64 bits have encrypted. The outputs result can be calculated by adding with modulo of 

232 and inverted by XOR of P on ciphertext block, then P-entries for reverse order [14].  
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EXPERIMENT ANALYSIS 

Table 1 Comparison of 

features in different   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 1 represents the comparison of features analyzed from the two algorithms. Here the key-size, 

Blocks, Round represent depend upon the key size how many times it can be rounded on the box, 

structure, features and flexibility can be analyzed.  

Table 2 Comparison Time Efficiency during  

Encryption and Decryption 

    

 

 

 

 

 

 

 

 

 

 

 

Table 2 represents the time taken per second. The performance of different algorithm is analyzed 

with respect to application of the training data of file size 60KB as denoted in figure 2. Encryption 
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y  

Yes  

FOR 60 KB FILE 

SIZE  

Time Taken 

AES  
RK-

Blowfish  

Encryption Time per 

second  
50.05  31.09  

Throughput Time MB 

Per Second  
0.0214  0.0102  

Decryption Time per 

second  
49.5  32.45  

Throughput Time MB 

Per Second  
0.028  0.0107  
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through put time and Decryption through put time is taken by 60 KB file size of training data. By 

comparing AES algorithm with RK- Blowfish algorithm, it gives better security than AES 

algorithm for storing data in database.  

 

 
Figure 2 Time Taken for Different Algorithms during Encryption and Decryption 

 

 
Figure 3 Throughput Time Comparison of Encryption and Decryption 

Figure 3 illustrates, to comparison of throughput time of encryption and throughput time of 

decryption which can be analyzed in graphical method. Here Blue color represents an encryption 

throughput time of different algorithms and red color represents the decryption throughput time of 

different algorithms. The time taken by the file size is measured in Mega Bytes (MB) per seconds. 

Hence, RK-Blowfish algorithm takes less time on encrypt and decrypt the file efficiently as shown 

in figure 1.  

Table 3 Comparison of Encryption Throughput Time for Different File Size 

 

 

FILE SIZE 

Encryption 

Throughput time per 

seconds 

AES  RK-

Blowfish  

10 KB  51.8  38.98  

25 KB  48.95  32.05  

50 KB  43.77  30.21 

1 MB  43.56  27.01  
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Tables 3 and 4 represent throughput time taken for 

encryption and decryption in different file 

sizes. For experiment, 10 KB to 2.5 MB of data can 

be applied.  Here also, the table shows that RK-

Blowfish algorithm records the data faster during encryption time and takes less time taken in 

comparison to other algorithms. Additionally, 

RK-blowfish algorithm is compared as a highlight for 

securing of data, faster in decryption and takes less 

time to achieve the security alert. 

 

 

 

 

               

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 4 Comparison of Decryption Throughput    Time for Different File Size 

 

 

 

 

 

 

 

 

 

1.5 MB  45.23  23.91  

2 MB  52.58  29.50  

2.5MB  52.25  29.05  

Average 

Throughput 

Time MB per 

Seconds  

0.0204  0.0131 

FILE 

FORMAT 

Decryption 

Throughput time 

per seconds  

AES  RK-

Blowfish  

1 

0 KB  

49.87  36.5  

25 KB  48  30.45  

50 KB  42.62  28.96  

1 MB  44.4  28.35  

1.5 MB  45.1  28.91  

2 MB  52.4  29.04  

2.5MB  52.2  25.01  

Average 

Throughput 

Time MB per 

Seconds  

0.0221  0.0111  
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Table 5 Comparison of Memory Usage 

ALGORITHM  MEMORY 

USAGE  

Advanced Encryption 

Standard 
30 KB  

RK-Blowfish 

Proposed Method 

based on Runge Kutta 

Method 

10.45 KB  

 

Table 5 illustrates that RK-Blowfish algorithm consumes less memory storage space when compare 

with Advanced Encryption Standard.   

CONCLUSION 

 

In this research work, it can be concluded that RK-Blowfish IPv6 based addressing scheme and data 

encryption can be provide high data security. PCE has been developed and helps the user to store 

the medical health records. Patient’s medical records are encrypted and securely stored in cloud.  

By use of Blockchain, the data can be authenticated on concurrent data processing was performed 

and processed in a MySQL database in reliable manner.   

The IPv6 addressing scheme used here allocates and connects all types of sensors and actuators and 

the sensor data connected to the cloud determines their emergency to counselling.  The sensor can 

be embedded to their body for monitored to the patients in efficient manner. 

In an embedded system, this security algorithm can be worked in proper way to analyzed the 

performance of throughput time of encryption and decryption and memory usage taken. When 

compared Advanced Encryption Standard, the RK-blowfish algorithm has made better results, also 

it is secure and faster process. 
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