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Introduction

The usage of internet is becoming more popular in India. As the internet can be used for the good
thinks like learning stuff from internet and connecting people but there is a flip side of this coin where
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people use internet to do bad stuff like collecting data from a person and using it for their own good.

Cyber-crime is a crime in which people use a computer and the internet to steal public identity or

illegal imports from browsers or through malicious programs. Cyber-crime is an activity done using

internet and the computers or laptop. Cybersecurity is the process or steps taken to save the people
from the cyber-attacks and save their data from being stolen. So cyber

security is important for every computer, mobiles, servers and organisations. The main aim of
cyber security is to establish rules and measure to use against attacks over the internet.

Even the latest technologies like cloud computing, net banking, online transactions and E-commerce
etc. We need a high-level security for this kind of technologies. As we all know, this type of
technology contains highly sensitive information, thus security must be a top priority. Cyber security
is very important for the well-being of any country. It can be improved through the use of various
technologies such as cloud computing and online transactions. A more secure method is required to
overcome cybercrimes.

Many countries and organizations have already implemented strong security policies to prevent the
loss of sensitive data.

According to recent reports India made it to the top 10 in Global Cybersecurity Index 2020 by
International Telecommunication Union, moving up 37 places to rank as the 10-best country in the
world on key cyber safety parameters. Some what we are stepped up in terms of security. And also,
India has been ranked 4" in the Global Cybersecurity Index 2020 in the Asia-Pacific region with an
overall score of 97.49.

Cyber Crime

The United States Justice Department has expanded the definition of cybercrime. Cybercrime is
defined as to include illegal behaviour involving the use of a computer to save evidence. Cybercrime
is a term that refers to any illegal action that involves the use of a computer as the primary means of
commissioning or stealing. Cybercrime includes various types of crimes, such as network intrusions,
extortion, and identity theft. It had become a big issue globally. Cybercrime is often characterised
like a crime involving the use of computing device in order to steal an individuals appearance or sell
their pornography, or to annoy and disturb victims' activities via malicious programmes. Because
technology plays such an important role in people's lives on a daily basis. Cybercrime will continue
to grow as technology advances.

Cybersecurity Methods
A. Control of Access and Password Protection

The usernames and passwords approach has evolved into a critical component of data security. One
of the first cyber security measures might be this. Before uploading, we must ensure that the reports
we acquire are from a reliable and trustworthy source and that they have not been altered. In order to
protect computers from viruses, effective antivirus software is required.
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B. Malware scanners

The application checks all data and documents stored on the device for dangerous code or fatal
viruses on a regular basis. Malicious software includes viruses, worms, and trojan horses, which are
sometimes mixed together and referred to as malware.

C. Firewalls

A firewall is a piece of software or hardware programme that protects your computer from attacks
from the outside world. It helps detect viruses, malware, and internet-based worms that try to infect
a machine. The current firewall examines all communications entering or exiting the Internet, and
those that do not fit the predefined security requirements are blocked.

D. Anti-virus software

Antivirus software is a piece of software that detects, prevents, and actively works to disable or
destroy computer viruses and worms. Many antivirus programmes include an auto-update feature that
allows the system to automatically download new virus types and check that they are recognised.
Antivirus software is an absolute requirement for any device.
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Cybersecurity:

Every company's data security and privacy will always be a top focus. We currently live in a digital
or electronic world where all data is saved. Cyber attackers will continue to attack social networking
sites for the purpose of stealing personal information from ordinary individuals.

CYBERSECURITY INCIDENTS
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A person must take all required precautions not just when using social media, but also when using a

bank.

There are number of factors that increase in cyber security incidents recently. During the pandemic
organizations some were figuring out how to continue doing business and people were connecting
through remote locations, sometimes using their personal devices, which made hackers easy to active.
Further, this has impacted employment in so many ways across the world, in terms of increased
hacking activity.

Trends changing cyber security:
1.Work from home:

As the covid-19 pandemic caused many organisations to stay closed for the public safety. To make
their organisations operational the companies have opted for work for home scheme. So, most of the
employees are using their personal computers and personal Wi-fi networks which lack the protection
of the centralized offices which usually have secure firewalls and routers.

As many employees are using their mobiles to communicate with their team members, they will have
instant messaging clients like Microsoft teams or zoom. And these made the lines between
professional and personal life blurred it increases the risk of sensitive information is kept open for
hackers.

So, this is a critical cyber security trend to focus on for organisations to run their business securely
by improving system security, implementing security controls and by ensuring proper documentation
and monitoring.

2.Increase in cloud services:

As most of the people are shifting to cloud services the cloud vulnerability is becoming one of the
biggest cyber security trends. Even though the people have been migrating to cloud services before
the pandemic has helped as a catalyst as the business and schools are using online services to keep
business and education running.

The cloud services offer efficient and cost saving methods for any service so many people are opting
for cloud services and so do the hackers. Misconfigured cloud security setting is the main cause for
the cyber-attacks and data breaches and unauthorised access. On average 3.86 million dollars are lost
due to data breaches so the organisations should take steps to minimise the loss.

3.The raise in use of Artificial Intelligence:

As the security threats are becoming too much for humans to handle so the organisations are turning
towards Al and machine learning maintain their infrastructure.
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ta breach by country or region

Al can analyse massive quantity of data at risk much faster than a human can do which is beneficial
for large scale and small-scale organisations to detect the threat and solve it on average a fully
developed Al model saved an average of 3.58 million dollars in the year 2020.

With Al the organisations can have robust and accurate threat detection among the companies and
the bad guys are using data poisoning and model stealing to take advantage of this tech and automate
their cyber-attacks.

Social media’s role in cyber security:

Social media is a platform which helps the people to communicate with each other and share the
personal data. So as a result, in terms of personal cyber security threats, social media plays a
significant role. There is a great importance for security for anyone who is using a computer or a
mobile device or an organization the uses computers on daily bases. As we know, the social media
platforms like Facebook, Twitter and WhatsApp have changed their platforms on how people use
their accounts for professional and personal use.

These are some of the ways the social media sabotages your cyber security.
1. Providing personal information:

If your account isn’t set to private the stuff like our date of birth, native place, schools you attended
to, family photos are left open and any one can access that information. Identity thieves can use this
information to break into your account or apply credit card with the info you provided in your social
media so avoid sharing too much of your personal data in social media.

2.Info shared by employees:

As most of the employees have a social media account, they tend to share the info on the project they
are working on or photos form the work place, they might end up sharing more than what they should
and can hurt your business.

3. Malware:

One of the most common entry points for malware is social networking. The most common types of
malwares are download links and emails, which can also be spread as promotions or shortened links,
and which can be used to steal personal files and banking information.
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4. Unused social media accounts:

Unused social media accounts can be hacked by the hackers and used to commit fraud, post illegal
content, spread inappropriate messages and all sorts of bad things under your name.

Cyber ethics

The code of the internet is known as cyber ethics. We have a high probability of using the internet if
we follow these cyber ethics in a proper and secure manner.

Here are a few examples:

1. The Internet is widely recognised as the world's largest library, It is important to utilise this
knowledge, which contains information on practically every subject in any discipline in an extremely
accurate and timely manner. The use of legal methods is frequently required.

2. Do not use other people's passwords to access their accounts.

3. Do not call someone a name, tell a falsehood about them, show them humiliating photos or do
something else you can think of to wreak devastation on them.

4. DO communicate and engage with others via the Internet. Communication is straightforward using
email and instant messaging. Maintain contact with relatives and friends, as well as family members,
and speak with co-workers with whom you can exchange ideas and sharing information with folks
from all over town or half-way across the globe.

5. Sending viruses to other people's machines is never a good idea.

6. Never pretend to be someone else online, and never create bogus accounts for others other people
since you'll end up in the same situation causing trouble for the other person.

7. Never give out your personal data to anyone since there is a high probability that it may be misused
by others and that you will be harmed as a result.

8. Always protect copyrighted content and only download games or videos if doing so is legal

9. Consumers and businesses will improve their resilience and sensitivity in order to protect
themselves from various risks or to mitigate the potential effects of accidents by employing necessary
countermeasures and adopting outstanding Internet security procedures. As needed, configure and
modify operating system components and other computer programmes. Security systems, anti-virus,
and anti-spyware software are all regularly used and updated. It could become an object of identity
or assets depending on the info you submit.

The previous are some cyber ethics to observe when utilizing the internet. We have always been
taught good rules from a young age. We employ the same principle in cyberspace.
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Conclusion:

As the world is getting increasingly connected through networks computer security is becoming
increasing relevant. Crucial transactions are being done using this every year new type of cybercrime
and new type of information security is being developed.it is becoming increasing challenging for the
organizations to defend their infrastructure from cybercrime and also how they have to invest in new
platforms and intelligence to do so, which are mostly caused by the disruptive technologies and new
cyber threats that emerge every day while there is no ideal solution for the cybercrime, We should
try in every possible way to fight against cyberthreats to keep our cyberspace safe and secure.
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