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Abstract: Bridging the currently available trust domain remains as the biggest 

challenge in internet of things. Block chains have newly fascinated the attention of 

shareholders through an extensive duration of industries: from finance to several 

utilities. It is a hopeful expertise for instituting trust in IoT networks, where network 

nodes do not inevitably trust each other. Recent explosion of the internet around 

block chains would remain as a stable fit for security in internet of things sector. The 

block chain technology could provide synchronized as well as secure transactions 

over multiple users and it offer perfect shared time stamped records which can't be 

modified by anyone. It permits distributed peer-to-peer network in which 

non-trusting members could communicate with one other without the need for 

trusted intermediary, in an authenticated manner. This current research work 

presents a comprehensive review of the background of Internet of Things (IoT), the 

scope of block chain based IoT security systems and the research problem 

prevailing in this field. 

Keywords: Block Chain, Security, Internet of Things, IOT.  

I. INTRODUCTION 

1.1 Importance of Security in Internet of Things (IoT)  

Several innovative forms of technology on the intelligent processes for smart applications 

suitably prefer Internet of Things (IoT). Modern equipments are encompassed with multiple 

sensors and switches which communicate by means of central axis known as gateways. These 

gateways are the control systems that contain a user interface over mobile phone, tablet or 

computer and the communication networks are managed and monitored by the IoT. Numerous 

research works conducted which mainly focused on IoT was about privacy issues and the 

information security-based constraints. Research work in [3] conducted middleware that could 

integrate various IoT data and interrelate several data formats combined to a single format. 

Security in IoT is an effective area of research which attracts the research point of view from 

academics, industrial and government firms. Design and expansion of IoT centered system 

involves various organizations and the attacks on IoT devices were modest and relaxed to 

conduct. Some of the security types are general security, network security and application 

security. This includes security over perception layer, network layer, middleware layer and the 

application level [30].  

 

1.2. Importance of block chain techniques in the IoT security systems 

On a basic level, a block chain technology ought to be known as a distributed data structure 

with timestamp [20]. To achieve above mentioned characteristic of block chain, everyone can 

consider this technology as the interconnected mechanisms, and it can give few important 

features to the framework [26].  Generally, we can have signed transactions between peers at 

the lowest level of the framework. This signifies an understanding between two members 

which contain transfer of physical or digital resources and the completion of task. At any task, 

one member should sign the transaction as well as it should be dispersed to its neighbors. Any 

substance can interface with block chain known to be node. It can check all the rules of block 
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chain which are called as full nodes. These nodes make every transaction into blocks which are 

highly responsible to decide whether it is a valid or invalid transaction, and ought to be kept in 

block chain or not. 

 

1.3 Contributions of the review study 

A block chain provides trustless networks as anyone could transact even though they do not 

trust each other, and absence of any trusted intermediary means faster means of settlement 

among the transacting parties. Bulk usage of cryptography, which is a major key characteristic 

of block chain network, necessitates authoritative aspect behind all such interactions in 

network. Some of the smart contracts – self-executing scripts which relies on block chain 

interrelates these concepts and allow for proper, distributed and heavily automated workflows. 

This is the reason block chains are attractive to researchers and inventors working on the 

Internet of Things (IoT) field. 

Main aim of this survey paper is to accomplish a study on the working aspect of block chains 

and smart contracts, to recognize the pros and cons that their introduction could bring to a 

system and to specify the ways block chain and IoT unites together. This means of survey and 

information would allow anyone to notify potentially newer cases for their IoT works and to 

make knowledgeable and educated means of approaches while working with such environment 

which integrates block chain and IoT.   

 

1.4 Organization of the paper  

The current review paper is structured as follows. Section I describes the introduction part 

which includes Importance of Security in Internet of Things (IoT), Importance of block chain 

techniques in the IoT security systems, Contributions of the review study and Organization of 

the paper. Section II is the theoretical background of block chain based IoT security systems 

including IoT- an introduction, IoT applications, Architecture of IoT, Security aspects and trust 

management in IoT, block chain technology, types of block chain technology and Structures 

and techniques of block chain system. Section III is the block chain and smart contracts for IoT 

security comprising of Applications of Block chain and smart contract for trusted IoT and 

Security vulnerabilities in Block chain and smart contracts. Section IV gives the research gaps 

with respect to performance metrics and parameters evaluations. Section V is the conclusion 

part which presents the findings of the block chain based IoT security, and some suggestions 

will be recommended for the use of block chain based IoT security. 

 

II. THEORETICAL BACKGROUND 

This section presents the theoretical background of Block chain based IoT security systems. It 

covers 

a) IoT - An introduction  

An IoT system includes computers, sensors that could act concerning the data gathered by 

sensors through a machine learning approach. Machine learning is the way of the identical 

learning process to humans by assembling data from their environments and nature rules. 

Around the fourth industrial revolution, the equipment used in industry was linked to the 

internet to collaborate with other machinery available. Some of the components used in this 

process are sensors, actuators that possess an electronic unit. In these systems, the physical 

systems and embedded systems are incorporated which is defined as cyber-physical systems. 

These cyber-physical systems when connected to the internet, these systems form an “Internet 

of Things” (IoT) network [1].  

Currently existing IoT systems are established on a highly centralized system architecture along 

with computation and communication abilities which provides physical environs. Here the 
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enormous, embedded devices were attached which assist services to end-users. Other than the 

data management capabilities, the system security flaws increase as the IoT systems become 

progressively complex and broad [2]. The IoT systems are assumed to operate in a distributed 

environment by having a reduced delay necessity and thus the several devices from numerous 

IoT systems could mingle with one another to establish value-added services. Hence the 

distributed security approaches were not found to be appropriate for IoT systems due to their 

centralized nature and scalability concerns. A decentralized way of lightweight block-chain 

authentication mechanism is presented [3] for IoT systems which is found to be applicable for a 

huge number of scenarios and the mechanism is mainly based on fog computing and public 

block chain concept.      

b) IoT applications  

The Internet of Things (IoT) and the billions of sensors that might be arrayed in the succeeding 

decade. IoT is proved to an effective technology in current wireless communication era; in 

which the basic element is interaction or connection between a combination of physical objects 

with the support of addressing systems. It could be applicable in diverse fields such as industry, 

healthcare systems, smart homes and agriculture. With agricultural systems, the IoT systems 

advocates the enhancement of cultivation yields [1]. Research in [2] denotes a wide range of 

technologies designed for several IoT applications including machine learning.  

The machine learning methods are being used in numerous fields and they are projected to 

establish pervasive connections for the wireless nodes. Since agriculture evolves as an effective 

paradigm in country’s economic status, it exhibits creative association on the way to human 

evolution. In smart agriculture, the intelligent systems and intelligent protocol along with the 

sensor devices has been established. In each smart system, diverse techniques were employed 

and IoT serves as the central part of all smart works [13]. Role of machine learning with IoT 

systems are associated in other features such as cloud down to embedded devices. Here, several 

uses of machine learning in IoT were executed for the purpose of application data processing 

and the management tasks [4]. 

Research work in [5] conducted middleware that could integrate various IoT data and 

interrelate several data formats combined to a single format. Security in IoT is an effective area 

of research which attracts the research point of view from academics, industrial and 

government firms. Design and expansion of IoT centered system involves various 

organizations and the attacks on IoT devices were modest and relaxed to conduct. Some of the 

security types are general security, network security and application security [22]. This includes 

security over perception layer, network layer, middleware layer and the application level [6].  

Major advantages of IoT platform includes  

• smart home applications,  

• commercial benefits,  

• customization benefits for better efficiency,  

• compatibility and orchestration among the appliances  

• automating for comfort benefits 

• Reduced breach risks [1].     

c) Architecture of IoT  

In past two years alone, about 90% of the data in the world has been formed. This further 

increases day by day, due to IoT initiation, and population growth. As in IoT technologies and 

block-chain, the development prospects are wide; there ascends the symbiotic relationship of 

the two fields. Distributed wireless sensor networks are a prodigious support for technical and 

human fruition, despite their massive shortcomings [5]. The distributed wireless sensor 

network institutes that the block-chain possibly will expands IoT by declining its inefficiencies 
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and exploiting potential [5]. The challenging consideration for prompting decentralized IoT 

platforms are generally obsessed by means of block-chain expertise and its abilities [21]. To 

provide safe and auditable data exchange in heterogeneous context-aware improvements with 

interweaved smart devices are the key concern. Working in a decentralized and computerized 

way endows the scalability of the network. Confident and independent real-time payment 

services, public and private transport methods are aided by block-chain interoperability [18]. 

One such example is Filecoin, a memory storage purveyor or EtherAPI that expedites the API 

calls monetization. As expansion, IoT devices could be associated with their crypto 

currencies-based bank account. In this way, micro-transactions could be done in exchange for 

services whereas; similar way of system is also unfailing to the smart grid domain for the 

endowment of energy sale. Block-chain supports IoT based results for problems such as, high 

running cost of centralized means [20]. The security level of IoT and WSN is increased by a 

decentralized and protected P2P model [14]. This permits an advanced control of IoT devices 

for up-to-date systems.      

d) Security aspects and trust management in IoT  

Major specifications of IoT standards does not define an accurate security model and so the aim 

of each security model is to formulate against what threats an IoT system should be protected 

from; and who were the potential attackers (threat model or attacker model). Major goals of the 

security design will be formulated, and the security architecture should be developed which 

considers the potential threats in a comprehensive manner. Research work on the security 

economics in IoT and normalization extended slight attention so far. In terms of distributed 

schemes, the security economics of electricity metering were examined the reasons why trained 

products fail to full-fill standardized security requirements were analyzed. A context was 

anticipated to examine the economic viability of protocols all through the standard progression. 

The trade-offs concerning energy and security controls in the IoT ecosystem were defined [7].  

IoT possess the prospective to contest or amend specific of recognized studies in the range of 

societal commerce field. Thus, the IoT is all about generating digital based connections and 

depictions of a real-world entities and the smart IoT objects were amplified by the 

radio-frequency identification, near-field communication, microprocessors or sensors built-in 

or devoted to them and it could facilitate the remote control over the internet [8]. 

e) Block chain technology  

Block chain is an innovative technology which can synchronize ledger content of numerous 

clients through community validation. This technology was initially created to support 

renowned crypto currency bitcoin [1] in 2008 [2]. 

Block chain technology can provide synchronized as well as secure transactions over multiple 

users. It provides perfect shared time stamped records which can't be modified by anyone. This 

is known to be disruptive innovation which creates big revolution in user interaction, automate 

payments as well as transaction tracking and tracing. This technology is cost effective in wiping 

out the requirement for centralized authority over few members to verify transactions. Each 

transaction is cryptographically verified by mining hubs which generally hold a copy of the 

whole record [3]. 

Various issues related to block chain, for example, congestion issue, exchange delays, 

and expanded exchange expenses will raise concerns. Thus, the innovation may not be a 

reasonable methodology for government or private areas to fabricate their plan of action upon 

the block chain stage. In addition, substantial storage space is needed due to increased block 

size which causes delayed propagation in block chain, and it leads towards centralization as 

well as trust issues as clients might want to work and keep up such a huge block chain [14]. In 

this way, it has become an extraordinary test to manage the exchange off between block chain 

size and trust. 
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The important qualities of block chain are auditability, transparency, decentralization and 

immutability [5]. Block chain is generally known to be firmly connected blocks which has 

public and private ledgers with transactional data. In order to achieve above mentioned 

qualities, distributed consensus algorithms and asymmetric cryptographic techniques are 

utilized. These can make immutable transactions, which may not be altered once they are 

authoritatively approved and enrolled in the block chain. Simultaneously, robustness and 

reliability are also needed to consider providing highly trusted platforms of block chain [4]. 

Bitcoin is the most celebrated use of block chain and applied over diverse applications far 

beyond digital currencies. this can eliminate bank or any kind of intermediary for transactions 

among multiple users and this technology can plays vital role in many services like 

computerized resources, settlement and online instalment [6]. This technology can be utilized 

in many ventures including healthcare, finance, and government [7]. 

Extra uses of block chain incorporate crowd funding, identity management, governing public 

records, electronic voting as well distributed resources. Block chain technology has incredible 

potential and replaces current digital platforms but has few technical constraints. Scalability is 

the major issue in block chain technology [11]. In case of bitcoin, due to its frequency and size 

limitation, there will be a scalability issue on the network transactions [12]. 

f) Types of block chain technology  

Different kinds of block-chain architecture exist, and each of them has unique design. 

Public Block-chain  

In public block-chain, each one in the network validates the transaction and they could take part 

in consensus gaining process. Decentralization is ensured by initiating a peer-to-peer 

transaction block. Before initiating to the system, each transaction is linked to the block-chain. 

Therefore, the transactions are confirmed and synced to all nodes in the network. Anyone with 

a computer and internet connection can be enumerated as a node and can be delivered with the 

complete block-chain antiquity. It states that each person can check the transaction and validate 

it and can also subsidize in the process of receiving consensus. The advantage of the public 

network is the concealment of the consumer and full pellucidity of the ledger [14]. 

Private Block-chain  

In private block-chain, the nodes are found to be constrained in nature. Not all nodes can take 

part in this, needs austere expert control on the data admission. In confirmation and validation 

of all transactions, strict management is involved. A company or organization could confirm 

and validate their transactions anytime. This kind of approach provides an advanced efficacy in 

verification concern of transactions executed [5]. 

Consortium Block-chain 

Consortium block-chain is a collection of public and private block-chain and can be inferred as 

partially decentralized. These block-chains are open to public, but the complete data is not 

accessible to all the participants. User privileges vary and blocks are endorsed based on the 

pre-defined rules. Consortium block-chains are hence, "partly decentralized". Consortium 

block-chains are the ones in which the consensus process is systematized by a pre-selected set 

of trusted nodes. A block is auxiliary to the chain after consensus is accomplished through the 

transaction validation by a group from the pre-selected set of nodes. In a consortium 

block-chain, the right of reading the block-chain can be public or made delimited only to 

participants. As well, consortium block-chains are dignified to be moderately decentralized 

unlike private block-chains. A collective block-chain model is more pleasing to trade 

companies, because of the point that it is decentralized unlike private block-chains [13]. 

g) Structures and techniques of block chain system  

Each hub utilizes private key cryptography to start transaction in a block chain network. This is 

generally considered as a data structure which denotes transfer of digital resources among the 
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block chain network peers. Transactions are stored in an unsubstantiated transaction pool, and 

it has been propagated by flooding protocol which is known to be Gossip protocol. Based on 

few preset criteria peers need to select and validate the transactions. For instance, the hubs 

attempt to confirm and approve every transaction by checking whether an initiator has adequate 

equalization to trigger transactions or by attempting to trick the framework by implementing 

double spending. 

Double spending is nothing, but similar input can be utilized for more transactions [24]. After 

the transaction verification process only, the transaction gets included in a block. The miners 

are known to be peers who can utilize complete computational power [25]. 

In order to publish a block, all minor hubs should solve computational puzzle. The first puzzle 

solving minor has the chance to create a new block. At the same time some incentive is given 

for effectively making another block. Consensus algorithms are utilized to verify the peers of 

network, which is a method that help a decentralized system goes to a concurrence on specific 

issues. 

New block can be added to the current chain and neighbor duplicate of each companion's 

changeless record. Then the transactions are affirmed. Link has been created among next block 

and   newly created block via cryptographic hash pointer. During this process the block can 

obtain its initial affirmation while the next transaction gets affirmation. Generally, a single 

transaction required 6 affirmations in the system to view as finals. 

 

III. BLOCK CHAIN AND SMART CONTRACTS FOR IOT SECURITY  

3.1. Applications of Block chain and smart contract for trusted IoT 

Block-chain has turned out to be one of the major counsels in both business and 

technology. It is dignified as the technology that will rationalize the finance sector with its 

proficiency to function without any central authority or mediators. Furthermore, it is also 

supposed that block-chain will be helpful for further industries because of its ability of storing 

tamper-proof files and handling a vast track of records in a disciplined way. Though, parallel to 

other promising technologies, block-chain has its precincts and is not possible for all types of 

business model. This segment entitles the issues and contests of block-chain technology as 

following: 

Block-chain based applications augment the digital approval of personal and academic learning 

procedure. Assembling, reporting, and analyzing facts about the school for performing decision 

making process is acknowledged by block-chain aided school statistics. Finally, in publication 

process block-chain is used moreover for well-organizing script submissions or for conducting 

peer review for manuscript verification process. Block-chain is examined to be an efficient 

viewpoint for refining security levels of big data and scalability. While combined with other 

storage systems, block-chain is found to be well- effective in carry out data mining techniques. 

Therefore, privacy and security are the chief factors that are concerned while depending on 

block-chain technology. 

Maintaining high level of privacy in transactions is the extremely complicated part of 

block-chain technology. In evolving anonymity of block-chains, several ways have been 

predicted [11]. They are zero knowledge proofs or mixing facilities. Mixing services focuses 

on transactional privacy by changing the amount from input addresses to output addresses. By 

doing this, the users could have an option to neglect using the same address.  

The block-chain is frequently vulnerable to transactional privacy leakage as the details of all 

public keys are perceptible to one and all in the network. The suggested solutions for attaining 

obscurity in block chains can be extensively categorized into mixing and anonymous solution. 

Mixing is a service that propositions anonymity by transferring resources from info delivers, to 

various yield addresses [11].  
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One of the major application requirements of IoT systems is healthcare systems in which 

multiple devices are associated and synchronized to establish an IoT based network devoted to 

healthcare systems. The healthcare-based internet of things are the systems which would gather 

data from diverse sensing devices using middleware and for effective handling of such 

heterogeneity, IoT necessitates interoperability and trust issues provision. One of the methods 

to assure noteworthy IoT information is with the support of distributed service trusted by 

entirety of its members. This could ensure that information stays immutable in nature and the 

block chain technology assures all such requirements. Some of the commercial based examples 

of IoT devices include smart health and fitness wearable such as the Fitbit and the Garmin 

Vivofit, smart thermostats such as the Nest learning thermostat, and smart home lighting 

products such as the Philips Hue, among many others. In the ideal version of a wired future, all 

devices in smart homes communicate with one or more in a seamless manner. Smart home 

technology based on IoT has transformed human life by providing connectivity to everyone 

irrespective of time and place. Home automation systems have become progressively 

sophisticated in current years. These systems deliver infrastructure and approaches to exchange 

all types of usage information and services. A smart home is a domain of IoT, which is the 

network of physical devices that afford electronic, sensor, software, and network connectivity 

inside a home network [4]. 

 

3.2. Security vulnerabilities in Block chain and smart contracts  

Block chain environment plays a vital task in cyber security and with the applied efforts for 

realizing huge-scale quantum computers, utmost current cryptographic mechanisms might be 

hacked. Therefore, requires a quantum tool utilized for scheming block chain backgrounds to 

have the capability to be accomplished in the level of digital computers and resist the possible 

attacks from equally digital and quantum computers. Quantum walks might be utilized as a 

quantum-inspired typical model for planning innovative cryptographic algorithms. A new 

authentication and encryption protocol is presented based on quantum-inspired quantum walks 

(QIQW) [1]. 

IV. RESEARCH GAPS 

This section summarizes the research gaps with respect to performance metrics and parameters 

evaluations.  

Due to the wide diversity in the communication media deployed in establishing potentially 

sensitive way of data, an IoT application could be vulnerable to several security-based 

susceptibilities. All these vulnerabilities could be unique in nature and mainly based on the 

corresponding medium involved. Wireless medium is one such vulnerable medium and here 

the nature is broadcasting. Appropriately, the transmission method based on this kind of media 

is exposed to eavesdropping, replay attack, and tampering attacks. The attacker could similarly 

introduce malicious code into the wireless routing node, thus distressing the communication of 

the entire wireless network. Collision is likewise an issue in wireless networks: even if channel 

is existing, it cannot assure that the communication is dependable. Alternative critical problem 

is delay, mostly for applications that enforce real-time restraints. In intricate environments, 

there is huge-scale deployment of sensor nodes through numerous ad hoc technologies, making 

manageability a non-trivial concern. Lastly, the network topology is susceptible to environs and 

node failure, which could compromise the consistency of information transmission [16]. Of 

course, the transition to a decentralized network might not continually make sense. On top of 

that, even if such a transition is anticipated, the application’s requirements might be such that a 

block chain-based network cannot fulfil them. Block chains and smart contracts bring a slew of 

advantages to the table, but as seen, they also originate with a bag of drawbacks [17]. Once the 
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blocks are mined into the block chain, it is guaranteed that the inter-node connections recorded 

in the block’s transactions are strongly recorded and are tamper-proof. Providing a 

tamper-proof audit trail of inter-node interactions is a compulsory but inadequate constituent to 

convey end-to-end trust in IoT. Storing the hash of the data on the block chain does confirm that 

the reliability of the stored data could be confirmed by relating its hash against the block 

chain-stored hash value. The authenticity of the observational data itself in the first place, 

however, is not guaranteed. As IoT data is a statement of the physical environment, its capture 

could include noise, bias, sensor drift, or manipulation by a malicious entity. The immutability 

of block chain does not defend against this risk related with data capture, as inaccurate 

observational data that is secured with block chain might not be useful to the IoT end users 

[19]. 

V. CONCLUSION 

This research work provides a review on block chain-based approaches for enhancing 

security in internet of things environment. Owing to the decentralized infrastructure and 

peer-to-peer nature, block-chain technology is remarkably predictable. Undeniably, 

block-chain is the embryonic topic in this present year. Some of the concerns are being enriched 

formerly along with the different methods developed on the application side. Combination of 

IoT and block chains could be a powerful tool as presented, as it gives resilient, truly distributed 

peer-to-peer systems and the capability to interconnect with peers in a trustless and auditable 

manner. The smart controllers allow to automatically initiate the complex multi-step processes 

and devices in IoT ecosystem are the points of contact with physical world. When all of them 

are joined, it would lead to automate time-consuming workflows in new and exclusive 

methods, accomplishing cryptographic verifiability, as well as substantial cost and time savings 

in the manner. Moreover, it is believed that the constant integration of block chains in the IoT 

domain would cause momentous transformations across several industries, bringing about 

novel business models and having to reassess how prevailing systems and processes are 

executed. 
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