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Abstract: The need for this study is grounded on attempting to fill 

knowledge and empirical gaps surrounding the effectiveness of the software 

security awareness model in addressing security challenges among smart 

government stakeholders. By attempting to evaluate the effectiveness of the 

application of the software security awareness model in smart cities, added 

knowledge can be contributed towards recommendations of smart solutions 

to security concerns. It is a fact that the rise of globalization and digitization 

has propelled the development of smart cities worldwide but there are still 

a few software security challenges that needs to be considered especially in 

security awareness. On top of that, this study aims to provide the awareness 

model for software security in smart government. The proposed conceptual 

model for evaluating stakeholder’s awareness to use software security 

system in smart cities of UAE. The proposed model will improve the 

security of software that implemented in smart cities of UAE.  

.Keywords: Awareness Model, Software Security, Smart Government, 

Conceptual framework 

 

I. Introduction 

  

 Modernization and urbanization are the most common dimensions of the concept of 

smart city. In the last decade, there has been an increased growth of technological 

advancements such as in the aspect of information and communication technologies (ICTs) 

and digital technologies. As such, these advancements in information and communication 

technologies, the rise of the internet and the growth of digital technologies led to the 

development of smart cities particularly in developing economies (Mohanty, Choppali and 

Kougianos, 2016).  

 Over the last decades, city governments have increasingly experienced complex 

problems as influenced by certain. The UAE is currently moving towards the promotion of 

smart governance. In line with this, software security is one of the important elements of 

http://philstat.org.ph/


Vol. 71 No. 3s2 (2022) 

http://philstat.org.ph 

Mathematical Statistician and Engineering Applications 

ISSN: 2094-0343 
2326-9865 

1351 

ensuring effective implementation of smart governance. Smart government stakeholders 

including the citizens (users), politicians, industries, startup businesses, entrepreneurs and 

private and public organizations among others can have significant influence in the 

effectiveness of smart government adoption in the country. According to Almuraqab, et al 

(2017), there are certain factors that can pose as barriers to the effectiveness of UAE smart 

governance. For one, quality awareness of software security in smart governance is considered 

as an issue in the adoption of smart governance in UAE (Almuraqab, et al, 2017). In particular, 

the same authors noted that lack of awareness concerning privacy and security of the 

information of users is a current issue in the adoption of smart government services in UAE. 

Users are among the stockholders impacted directly by smart governance and therefore it is 

important to address awareness on software security among smart government stakeholders. 

As such, the conceptual model proposed in this study can be used to evaluate and improve the 

awareness of stakeholders with regard to the quality of software security being adopted in smart 

government projects in the UAE. 

 The rest of this paper is organized as follows: Section II presents the background and 

motivation. Section III presents the awareness model for software security proposed in this 

paper. Section IV concludes the paper with some discussions related on awareness model for 

software security and future works. 

II. Background and motivation  

A. Awareness Model for Software Security 

 A security awareness program provides financial benefits to many organizations. Major 

benefits include organizations information security performance, values, beliefs, attitude and 

action of the organization members. All the users are responsible for the protection of 

information; it is not only the responsibility of information security people of the company. 

Information security means protecting information and information systems from unauthorized 

access, unauthorized use and disclosure. Many of the organization and Universities are still 

vulnerable from human attitude threats. 

 Apart from the said components, frameworks can be developed or consulted in 

organizing a security awareness program. Among these frameworks is the Information Security 

Awareness Program (ISAPM) of Maqousi, Balikhina and Mackay (2013). The said model is 

established in seven core blocks and has been adopted based on the concepts of increasing 

users’ security awareness level. These concepts were also proven to educate users, which 

served as one best practice to increase their awareness levels. The ISAPM model is shown in 

the figure below. 
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Figure 1: Information Security Awareness Program (ISAPM) of Maqousi, Balikhina and 

Mackay (2013) 

 As explained by Maqousi, Balikhina and Mackay (2013), the framework begins with 

identifying the security goals of the organization, which covers interviewing computer staff 

and the staff responsible for managing and running computer and Internet services. The main 

goal or aim of the said interviews is to identify and understand the security goals, while 

considering the nature of the organization, the users and the customers of the services, the 

employees’ expertise and qualifications, and the methods of IT security employed and existing 

policies and processes. The second stage is the design process, which is primarily concerned 

on identifying the needed program elements that must be included in the security awareness 

program. Certain guidelines are included in this element, such as awareness training 

workshops, booklets, posters, and online forums that allow users to interact, alert and news 

sections, online surveys and statistics. The said system should easily be accessed and must have 

clear content, apart from being interactive through diverse multimedia. The third tier in the 

framework is highlights the development of a security awareness program, which can be 

performed through range of web-based development tools, such as ASP.NET or PHP. Deciding 

on the tool to be used must be based on the concept of a Content Management System (CMS), 

in order to provide online platform that enable users’ contributions. In this sense, the content 

of the system would be enriched and more so emphasized the user’s responsibilities in raising 

security awareness to all.  

 The fourth tier pertains to the implementation process that covers choosing one of three 

ways in running and distributing the program. This could be a part of the organization’s 

website, administrative tools or as separate website. Maqousi, Balikhina and Mackay (2013) 

proposed to integrate the program in the organizational website as his will increase the 

program’s visibility and make it more accessible to all users of the organization.  

The fifth tier in Maqousi, Balikhina and Mackay’s (2013) framework referred to the 

maintenance process, which intends to define a process of consistently maintaining a program 

by providing updated and suitable content. Ensuring proper maintenance requires organizations 

to employ skilled staff that is qualified to run and maintain the program.  

 The sixth step is the measuring process that is concerned on assessing and measuring 

current users’ security awareness levels. Such process should be made on a regular basis, either 
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online or offline. A number of periodical reports and statistical data are to be generated and 

published so it could be made available to any authorized users, via the main security awareness 

website. (Maqousi, Balikhina & Mackay, 2013; Davoudizadeh, 2020) 

The last tier is reviewing the security awareness program, which is performed by the 

administrative and technical staff or the reviewing team. This is conducted online. The team 

will review all the reports and statistics collected from the measuring process. They will also 

approve or define a new set of requirements to be included in the program. The 

recommendations of the reviewing team will eventually be forwarded to the development 

process for further actions. This would form the closed system. (Maqousi, Balikhina & 

Mackay, 2013; Farah Kordmahaleh, 2021) 

 An organization can also consider looking at the toolkit approach as part of organizing 

the security awareness program. As what Korovessis et al. (2017) underscored, the toolkit 

approach can help in raising awareness levels of the people or the stakeholders about 

information security. The toolkit as well serves as the basis for general technology users to 

comprehend the challenges associated with secure utilization of information technology. The 

toolkit format can also aid in evaluating the current knowledge and identify the weaknesses 

and insufficiencies in acquiring the needed knowledge to become competent and confident 

users. It is essential to note that the toolkit is composed of pre-assessment, main e-learning unit 

and post-assessment. The goal of the pre-assessment unit is to identify the knowledge of 

participants on certain information security topics and identify if additional training is needed. 

Pre-assessment comes in the form of multiple choice questions to be answered by the user. 

Meanwhile, the primary goal of the main e-learning unit is introduce participants with 

important daily information security skills and help in protecting their computers, mobile 

devices and data from attacks. It is also designed to provide interactive learning experience. 

The post-assessment quiz would determine if a passing or failing score is attained. (Korovessis 

et al., 2017).  

 The authors [7] examine the level of ethical and security awareness among IT students. 

Satisfactory level of awareness among IT students was found out in this survey. Through the 

questionnaire survey they found that the female students are more conscious about security and 

ethics awareness when compared to male students. 

III.Development of conceptual framework  

 To construct a software security awareness model, an understanding of existing 

awareness models and frameworks are essential.  A review of the existing frameworks and 

security awareness measures are essential to develop a new conceptual model. The 

comprehensive review of software security awareness and framework was conducted and based 

on the identification and the findings of the review; proposed an software security awareness 

model. The objective and constructs of each study in the information security area leads to 

develop a conceptual model. This review has also included a questionnaire assessment of 

information security to assist in the development of information security awareness model. 
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Table 1: Summary of proposed constructs in software security awareness research 
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 The main purpose of this review in to construct a conceptual model for software 

security awareness through the finding of the review in Table 1. Table1 shows related works 

about the factors influencing software security awareness. Based on the review conducted, this 

study identifies the most common factors found in literature as shown in Table 3. The 

effectiveness of the application of the software security awareness model in developing smart 

city in smart government of UAE that will be measured using the variables knowledge, 

attitude, and consciousness. These variables can be used as grounding framework for 

determining the effectiveness of the application of software security awareness model towards 

achieving knowledge sharing and continuous improvement thereby improving Smart 

government in UAE. 

 The model for awareness of software security awareness model is shown in Figure 2. 

From the Figure 2 security awareness is part of any organization security. Every organization 

software security depends on the external and internal factors. Through the proper awareness 

solution organization’ information and software security system are preserved from inside and 

outside threats.  

 Information security policy mainly focuses on information management and training 

on general staff. Software security policies should be promoted in a top-down manner to meet 

the requirements and it should be reviewed at planned intervals. Because of the lack of 

awareness about the importance of information security among students and staff in the 

organization the policies are often reviewed to protect the information.  

 Knowledge management helps individual people to do their job in an efficient way 

through better decision making and problem solving. This will be helpful to keep people up to 
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date and minimize the opportunities for computer fraud. In an organization level, users become 

upgraded when their experience and knowledge were shared. Knowledge management will 

encourage people to give new ideas and innovations and rewarding them accordingly.  

 Development of software security model needs to be educating people. The software 

security training and awareness program covers recent issues in security and needs motivations 

to improve and enhance the awareness about software security. Organizations need to work 

consciously towards creating a brand image. Positive brand image leads to organizations gain 

and negative brand image leads to bad impression in user’s mind. Software security methods 

are used to protect the software from unauthorized access. Methods are derived to understand 

the principles and rules of different situations. The responsibility covers how an individual 

handle software carefully and must be trained to become aware of the loopholes. The 

development of software security awareness needs the combination of training and 

campaigning to increase the understanding of software security.  
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Figure 2: The proposed conceptual framework for software security awareness model 

IV.Conclusion 

Lack of awareness and less priorities about software security leads to this software security 

awareness model. This model identifies the further actionable step for the improvement of the 

society. Software security awareness should be the first priority in the development of Internet 

service providers. The existing literature review provides suggestions and guidelines on how 

to prevent our Information’s from the external and internal factors. These literature analyses 
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have not provided a clear idea or understanding to develop a conceptual model. This is an 

initiative to identify what factors constitute a conceptual awareness model. The proposed model 

influences the order of security awareness. In order to achieve this goal, questionnaire survey 

will be conducted to develop the software security awareness model in organizations. 

Additionally, qualitative interviews will also be included to identify the awareness. These will 

assist to minimize the external factors which will affect the security awareness. This is not 

implemented in any organization or university. The implementation of this model would be the 

future work of this paper. During the implementation the rankings and the constructs place 

might be changed depending on the organization. 
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